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Agents or relays can he manually installed or deployed using tools such as RightScale, Chef, Puppet, or S5H.
For platforms ather than YWindows and Linux, please see the installation guide.
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Inter=can Messaging Security Suite

Interscan Messaging Security Suite for Crossbeam COS
Interscan Messaging Security Suite for Crossbeam ®OS
InterScan Wirusiall

InterScan WirusWall for SME

® Amazon0f| st installer CHR2E
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Trend Micro Email Encryption Gateway
Trend Micro Encryption for Email
Trend Micro IM Security
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.

.

Data Loss Prevention Metworl: Monitor
Deep Discovery Advisor

Metworl: Wirostall 300

Metwork VirusWwall Enforcer 1200
Metwork WirusWall Enforcer 15000
Metwork VirusWwall Enforcer 2500
Metwork WirusWall Enforcer 35000
Metwork Wiruswall Enforcer 3600
Protectlink Metwaork Policy Enforcement
Threat Discovery Appliance

Threat Management Services Partal On-Premise
Threat Mitigator

Server and Storage

.

Core Protection for Wirtual Machines

« Deep Security Agent, Relay and Motifier
e -

.

.

.

Deep Security Virtual Appliance
SafeSync for Enterprise
SecureCloud Agent
ServerProtect for EMC Celerra
ServerProtect for Linux

ServerProtect far Microsoft Windows/Maovell Netware
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® Administration > Updates > Software Updates > Import Software 2 0| Z3d}0] Lt ma QzE

Dashboard Alerts Events & Reports Computers Policies
1
&% System Settings Updates
Scheduled Tasks d,_.l
EvertBased Tasks Security Updates |M| Relays |
[®] Manager Nodes Package Mame Daownload Center Wersion Imparted Yersion
PP Licenses Agent - Wind 3 8.0.0.2014 9.0.0.2404
B & User Management Agent- RedHat_ELS (1386) (9.1 9.0.0.2008 9.0.0.2008
& Users Relay- RedHat_ELS (B6_B4) (90 9.0.0.2008 9.0.0.2401
&5 Roles — | Manager- Linux p64) (99 9.0.5370 i
Contacts "
{ci System Information ||
4| .
Open Dovwenload Center .. Import Softweare... -4'?

DSMOJM XIS HIEZE 2o Al2E AJTE 71H7|
® Help > Deployment Scripts 22l
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Deployment Scripts

Agents or relays can be manually installed or deployed using tools such as RightScale, Chef, Puppet, or S5H. =
For platforms other than Windows and Linux, please see the installation guide.
Deploy: ® Agent (Recommended) ' Relay

Platform: Amazon Linux AMI (64 bit) v

Can't find the package you are looking for? Import More Software. ..

[# Activate the Agent Automatically

Policy: Base Policy P Linux Server El
Group: Computers El
Relay: Default Relay Group v

Hostname, description, unique identifiers and other properties can also be set on agent-initiated activation. See Help for more information.

#lusr/bin/env bash

wget https://221.132.91.214:4119/software/agent/amzn1/x86_64/ -0 /tmp/agent.rpm —-no-check-certificate —quist
rpm -ihv /tmp/agent.rpm

sleep 5

Jopt/ds_agent/dsa_control -a dsm:/221.132. 91 214:4120/ "policyid-2"

Close

orZfel HAEHO 2 82z AIHEI ddEs =2

[ =H—
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Deployment Scripts

Agents or relays can be manually installed or deployed using tools such as Right5Scale, Chef, Puppet, or 55H. .
Far platforms ather than Windows and Linux, please see the installation guide.

Deplay: ® Agent (Recommended) o Relay
Platform: Amazon Linux AMI (64 bit) v

Can't find the package you are looking for? Import More Software. ..

[# Activate the Agent Automatically

Palicy: Base Policy P Linux Server IEI
Group: Computers IEI
Relay: Default Relay Group v

Hostname, description. unique identifiers and other properties can also be set on agent-initiated activation. See Help for more information.

lfusr/bin/env bash
waget https://221.132.91.214:4119/software/agent/amzn1/x86_64/ -0 /tmp/agent.rpm --no-check-certificate --quiet
rpm -ihv /Amp/agent_rpm
sleep &
fopt/ds_agent/dsa_control -a dsm://221.132.91 214:4120/ "policyid:2"

Close

EC20{|A| Instance M/ HEo|, MX| AJ2E 7}

AX| ZIHIPH0|l M, Of2f2| User DataZtof 20N =Atet AX| AFEEEZ F7h 0|F Instance M g2
=Y

Request Instances Wizard

O

NSTANCE DETAILS

Cancel | X

ber of Inst: : 1 Availability Zone: No Preference

Advanced Instance Options

You can choose to enable CloudWatch Detailed Monitoring or enter data that will be available from your instances once they faunch.

Monitoring: T Enable ClouwdWatch detalled monitoring for this Instance
e {(addienal charges will 2001v])
User Data: [cpowershell>

[Net.ServicePointManager]::ServerCertificateValidationCallback = {$true}
(New-Object System.Net.WebClient). DownloadFile
b

I = e Y [Ty PRy 0% -7 P U7 S SR paps

e

o Ente eert 8 eV ¥

£ base64 encoded

Termination 7l Prevention against accidental termination. Shutdown Stop -
Protection: Behavior:

IAM Role: & None| - |
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Deep Security Agent AMK|

Linux Ofj A] Deep Security Agent x|
DSA AH|A Stop(MH|AZF £ QK| UODA], Failed EL= 742 ZA|StD ZIEH)
® Service ds_agent stop

® Service ds_am stop

RE Fstoz 219 Z ofzfo| 7

E=
In

0
18

® Rpm —ev ds_agent

1>

Xe]

—

& = A=A

ot

® O2fo| /proc/driver/dsa Z2CQF 1 Ofsto| mo| glojof &

® |smodE =¥ M If, kernel module dsa_filterO| Q10{OF &t

@ root@stati

DSA 23 Z00| g2 ot MA
® Rm —rf /opt/ds_agent

® Rm —rf /var/opt/ds_agent
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DSMOj|A| DSAZQ| Self-protection Si{X|7} &|X| 2= C}H, DSAZI AX| E|ojQ= /=R MHE EH L5510 sfiH|

o MH T& Sl CMD & g3t ool HUME 2~33 A o0 JSStH or2fet 20| §F HAIX7} Lt

C:W:"WProgram FilesWIrend MicroWDeep Security AgentWdsa_control.exe" —harden=8
Sfending the command to the agent on the local machine...

Config harden agent option successfully.

G

DSA AHH|

e JHomoz ol ZZ OF0|AM Trend Micro Deep Security Agent &0t | A
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http://downloadcenter.trendmicro.com/index.php?regs=NABU&clk=latest&clkval=4370&lang_loc=1

Deep Security Manager 9.0 Service Pack 1

View other versions

Product Download /Update | Product Patch ]

Operating System! Windows 64bit

Download Description Release Date File Name Size (MB) Download Package

Full Installation Package 2013-06-06 Manager-windows-9.0.5370.x64.zip 178
English b8
& More details

Filename: Manager-Windows-2.0.5270.x64.zip
MD5 checksum: 0de55caasadfeds48d4e87be81d62c0a
SHA checksum: f2534defc5fe99582c0dd55529a217483c532006:

LOAD

DOCUMENTATION & SUPPORT
= Administrator's guide

= Installation Guide

=+ Best Practice Guide

= ReadMe

O
wn
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0

E8 SUBE MY 2 ¥S

iR
mjo

https://DSM IP address:4119/

(username/password: DSM VMO| Deploy & [} M&E|= KT ucloud &X| | 0f Default ID / PW 3l

f®, TREND. Deep Security

lsername:

Password:
Copyright @ 2013 Trend Micro Inc. All rights reserved
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f®, TREND. | Deep Security

Dashboard “ Events & Reports Computers Policies Administration

Alerts | Summary View | | By Time w |
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™ July 4, 20 security Update S
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(7, Activate/Reactivate
22 Check Status
(% Deactivate

| 4 Send Policy

£ Download Security Update
&% Roll back Security Update

:ﬁ Get Events
{% Clear Warnings/Errors

(% Upgrade Agent Software...

'I:?“,‘;J Scan for Recommendations
i Full Scan for Malware
[&] Scanfor Open Ports

4 Move To Group...

{4 Assign Policy...

[ Assign Asset Value...
& Assign Relay Group...

Activate/Reactivate : Agent S&E/AS& FH

Check Status : EAI AEf &3

Deactivate : Agent S5 l|N BH

Send Policy : M* HjZ HH

Download Security Update : T{E / & 2HO|E
Roll back Security Update : O|™ I{EH/EZ =4

Get Events : Agent2| EOF O|HIE FZ|

Clear Warnings/Errors : Z410/0|2{ HA|X| X|Z
Upgrade Agent Software : Aj Agent HH ¢ Ig|0|=
Scan for Recommendations : A|AHIQ| EQ E HAf
Full Scan for Malware : &AM AC AAHC|AZ HAH]|)
Scan for Open Ports : A|AHIO| @Z T E At
Move To Group : EXM OESZ Agent 0| &

Assign Policy : H* M&

Assign Asset Value : Agento| S 25

Assign Relay Group : IjEl/§ QOO0|E AH{ MEH
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DIRECTORY Example cProgram Files)
Ourectory with WikiCard (7).

DIRECTORY™ ChProgram Filesin
DIRECTORY" CProgram FilesiSubDirName*\
Environment Vanable:

SENVVAR) Example S{winas)

Commants:

DIRECTORY Example cdemp MExciude the temp
#Comment aractory

e 2o Z2 "o Z, "Default Manual Scan Configuration” 1t “Default Scheduled Scan Configuration”0f CH
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M9, TREND. Deep Security

[ashbosrd Nerts Events & Reports Computers .: = Admnistration

| & Potcies Malware Scan Configurations  No Groutng =
e Corvwen O - -
- bz INew « | £ Deste. | EProperes. ({3 Dugdcate | [S1Eeent o
= I, Ruies .
@) Firowat Ruas Name = S Type Directones h
A% intrasion Praverfion Rules & Detautt Manual Scan Contiguration MareslSchacuisd AL Qacions:
-~
’ Imegnty Monsonng Rudes d Detaut! Banusl Scan Conbigurstion Sarele lum;sl".ia'-eduiz-i All descione:

€Y Loginspection Riwes [_ummmmﬂ Real Time All droctone
= jues @ Detastt Real-Time Scan Configuration Samele | Res-Time Al QeasionE:

1 Diractory Lists o Detaul! Schedurad Scan Comguniton ManusiScraduisd AU deedions:

1) Frie Extonsion Uste ¥ Detus! Schoduea Gican Cordguraten Samprs  danzslfSchecuind

1) Pl Lists

P Lists

1 WAC Lists

1) PortLists
= g Other

&b Contats o

) Firowat Statefui Contguiationa |

] Schesuss

4 Tags

M 48 ObjectsE, OI2IXE|E St1X} 5H= Computerdf 2T £[0] = M0

® “Policies” > "Policies” > 0| 2|X2|& d{0Fgt Computer0f| 3jj&Est= Policy &

@IEEQI} Deep Security

Dashboard Alerts Events & Reports Computers Administration

B Policies | Policies

2 = A [f New ~ | [f Delete.. Details.. [{1 | [5]Export ~
El =5 Rules . =
@) Firewall Rules B LKD
:@‘ Intrusion Prevention Rules @ | 3¢ Deep Security
€) Integrity Monitoring Rules |3 Linux Server
&) Log Inspection Rules |3 Linux Server Sample (=]
B 1 Lists | 3¢ Solaris Server
) Directory Lists B | 3 Windows
) File Extension Lists | 3 Windows 7 Desktop
i) File Lists | 3¢ Windows 8 Desktop
3 IP Lists i3 Windows Anti-Malware Protection
3 MAC Lists |3 Windows Mobile Laptop
;-] Port Lists | 3¢ Windows Server 2000
El g Other | {3 Windows Server 2003

Windows Server 2008

& Contexts e :
| 3¢ Windows Server 2008 Sample I

M Firewall Stateful Configurations gt

| 3¢ Windows Server 2012
[ 3 Windows Vista Desktop
| 3¢ Windows XP Desktop

e AL MM O|X|IOA 2Z mjZ92| Anti-malware 22| > "Inherited” S| A

44



u Owrrw

S Mea Rentatin
QO Feonm

L vension Freseston
O vewont antang
© teitpecaan
- veutics Tipes
& senge

oF O
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Policy: Base Policy > Windows > Windows Sarver 2008 Sample

Genersd | S Prglecion | Amances | QuaraneneoFes | Euersy

NS Ve
Ash-Alstawe s on v L M e
Scan
L enefrea
CArtuNON  Cutust oai Tirmw Scis Corbouiaten y
ERLESY Evwey Dy A% Doy ’
Maoual o
< wnefed
CortQuden e e .
Schesuin S2an —
¥ e
(=0 T L I ] " o,

o s

Real-time, Manual, Scheduled ZtZtQ| Scan AH0|, 2/0A A5t Object HE Y Save ZE

Policy: Base Policy > Windows > Windows Server 2008 Sample

B Ovembew

© Vb Rapatation

© Fuwwnl
[ é Wtsin Freventon
© wirge g
© Legimpecien
@8 intertace Tipes
o ceangs

o Ovemdes

Hxo| = ™ME =X 29l ot2fQ| Sending Policy 7t &4t

Genord  Sman A 0 Files | Eventz
Ao Nalware

Arbaware State. on, v L Real Time
ReqiTime Scon

< Ithetied

Contgurniad Cotaun Reak Time Scan Condgurathon Sampis

l' (23]

Shedue Evory Day Ml Day

Nl Scam

lewuo:{ Defaut Hamual Scam Configuradon Samole

ul
Schwduies Ssan
Inhentad
Coniguratnn| Detast Scheduied Scan Cemiguratizn Sample

1o Sonluasn

l Hanus ;c— n
| Dafait Scheaues Scan Conturation

=

%, 1752 Doep Security

Lreets & Sagarty m Pukica Adremaliatem

—_
o
T

LR

-

Managed (Online) &E{7} Z|HH

=3

Computers Wit Gous = I Gl -

JWew s JOsste.  TDetsts  Atess o Bewws o [LiBwee o (P Cotrren

Bt ol Lrdm
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= =

2= Scheduled task T+=7|

DSMO||A{ Anti-malware A7H, EQt AMO|E, B|ZE W& S9o| A2 MI|MOR & £ U E XY stn USL|
Ch HILX| XtFE AL St WSS sHEZSUCH

H7| Anti-malware A7 MH

® “Administration” & > “Scheduled Tasks"” > “New" HE Z &
%) TREND.  Deep Security
T T S R e
5 Systam Senn Scheduled Tasks
smmeorsm E - y
- Delete 11} Prepenmes Duplicate Run Tasx Now
1] Evert-Based Tasss a o & &
B Jansger Nooss Name » Type Schedule Las
P Licensas B Daily Componnnt Update Dowrsood Securly U Daily a1 1035 Ao
= b User Management t‘"] WMonthly Computer Report Genarata and Send R On the 15t of gvery month a1 02:00 Aug
B osers
& Rolas
is-] Contacts
(& Ssstem Information
s Upcates
® Typedt A7 ZJ| MEH B Next
Enter a type and frequency for this scheduled task.
[7pe_scan Computers o aware 4l
: N ) Hourly
[[=(-) _® Daiy |
Weekly
Monthly
i Once Only
= Back Cancel
m] = S o (=] =]
®  EZ AZ LA W A FT| B T Next. Ot 22 83 20 MY 2A2H A% E[0, OiEY MY 24|
of 27 5tA &
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Define the schedule details for this daily task.

Start date: |August 20, 2014 ]
Starttime: [p2:00 @’
e EveryDay
Weekdays
Every v days
< Back Cancel
. = — . — =
A A ME 2 Next. 1F #, 2 ZEE YYE HH ¥, 2 ZEEH Y2 MY s
Please identify the computer(s) to scan for Malware.
e All Computers
In Group: ter
v
' Using Policy:
Computer: 7297 5 v
< Back Cancel
Ol& X & “Finish” S8
Enter a unique name for this scheduled task.
Y IName: Daily Scan Computers for i I
@ Type: Scan Computers for Malware
Schedule:  Daily at 02:00
NextRun:  August 20, 2014 02:00
Details: All Computers
) Run Task on Finish’
< Back Cancel
® Ofziet Z0o| mie AfH 2A|0] F7|H 22 Malware Scan0| 47 E[AZS =2
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Dastbosd Evnrts A Sparts

Corrputars

o R

© Sestare Sumes

2] SomtBaset Tases
] uarageerinden
P ceeen
5 B Ubel Varagenent
B
| Rl
o) Cantaits
Wl Sestern ietereates
|4 Untabee

Scheduled Tasks

1] Dean T Pagenser L Dwgscate B San Tant ow

Masmant 16 Mia

pe—_lE

1 2|°] Scheduled Task A%
® “Administration” & > “Scheduled Tasks” > “New" HE Z &
9, IREND. Deep Security
T T T S R e
& Systam Setlings Scheduled Tasks
” ¢ | Drule{e :] Prepeies_ (1 Dunhém [ Run Tasx Now
5] Mansger Nooss Name « Type Schedule Las
’ Licansas B Daiy Componant Upoate Dowrsond Secunity U Daily a1 1035 Aog
5 b User Management d Wonthly Computer Report Gengrata and Send R On the 15t of gvery month a1 02:00 Aug
B sers
& Rolss
s Contacts
(& System Informaton
3 Upcates
® OfZfel Z0| CtYt Scheduled Task A7 7hsdotH, @oF 0| Aa¥oz A¥HY +=
o.l ol
MO
Enter a type and frequency for this scheduled task.
Type: | Select Type v
I \‘ Select Type
\ | Discaver Computers
: Download Security Updates
T Generate and Send Report
Run Script
Scan Computers for Integrity Changes
Scan Computers for Malware
Scan Computers for Open Ports
Scan Computers for Recommendations
Send Qutstanding Alert Summary
Send Policy
Cancel

Security?} System event M& A ™ (syslogZ ™E)

Deep Security@| Security@} System eventZ syslog EIQCZ Z|2ZEQ Ues MHO
Event= Deep Security 9| 671X

Monitoring, Log Inspection)d sl|&sl= eventE LSIH, System Event= Deep SecurityS

atst

2YLICE Z42te] 2388 H=2AS

Lo=2 =2

L|C}.
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Security Event2| syslog2 ®M& MH

® Security EventE syslogZ & A|Z7|1 A2 Computerdf MEE|0 A= M HE 22
f_p'/ TREND. Deep Security sdmin~  Sign O | @ Halp =
Dashboard Alarts Events & Reponts Compuntars Administration
u Policies
»:-::“M:m j New + | [J Deleta. ([ Dotata.. | () Duplicato | [3) Export -
° Frowal Rules Bk Base Policy
() Intrusion Prevention & | s Deep Seawity
) Inesgrity Moritofing F g1 Desp Securty Managss
) 109 nspection Rulss # Desp Securty Manager Retay
. 3 Lats » Deoop Socurty Yitual Appdance
Y
1) File Extension Lists 1 Linux Setvat Agent-Based
1] File Lists . & Unux Server Agent.Based FTP
13 1P Lisss - g Uinux Server NBP
J MAL Lists & g Linux Server network
Lj Port Lints o Solans Sarver
= it Othar & | & Windows
a Contents 2 Windows 7 Desktop
[ Frowall Statefd Con g Windows 7 Deshiop laptop
W, Malware Szan Confl n Wiaduws B Deshtop
= Scnedules B Vedows AntiMatvare Protecion
o Tugs n Vndows Mobis Laptop
@ Windows Server 2000
u Yadows Server 2003
& Windows Server 2001 (2)
= Windows Server 2008

o O3 Mz MR 22 ol 4¥0| syslogS HB W MY FE Y B ‘save’ 2

H= T |
Policy: Base Policy > Linux Server 2 W g
o Ovenview Commuter | Nemwark Engrm | Scaming E
© Adishn Eownt Foemrding Frequancy (From the Agessiapii m
Pariod teswsm serdig af mesms hitioted (53 Secondi) v
S Vb Raputaton
. Firvasd A Mabwvare Event F. 0 From The Ag <
Use Inherkad Settogs

© B
o gty Masiodrg e Evers Te
© Loghspeam Dévact Marwird 4 M
o et Vo Top

Hosmame o 1P address 1o which weents stawld be sent

VDR part to whlch evesty thauld be sent 5%
B Omnises Syvhp Facky Local M

Syrbg Farmae Coevmon Evart Famat $

Do Not Forwiend Events

Weob Rapuaation Event Formarding (From The AgentApgliznce)
& Use Inherkad Senmngs

Formaed Everts 10 0 remate compret (via Syslog) Mo

Formwd Evarx Te

o)

® 29 MHMX™EZ Anti-Malware Event Of CHSHATH HHO| Z|AS. OfE AIE=Z StH Web Reputation,

=
Firewall & CtZ2 Security Event0] CHSHA = 2t S gitHoz M
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System Event2| syslog2 H& MW

® Ofgjol =AML=

23 of, 48 Aol HAYA

E =g
= "
Q_’,pygng Deep Security 1 stmin = Sign Oul | @ Heip »
2 Dashbosrd Blerts Events & Reports Computers (SPE Administrvtion |
sy seoes 3

(2] Sehediind Tashs
2] Event-Bazed Tasis
[®] Manager Nades
P Ucansas
# B> User Management
(@ System information
4 Updates
£ |4 Security
4 Futs
_4 Pattams
£ |4 Software
A Downlost Cemtmr =
A lecd
L& Relay Greups

ioests | Alans | Centaxts SNMP || Ranking || Systom Everns || Secwrty. | Updates || Smart Foedbach | M 4 |1p

dystom Event Notification (From The Masager}

¥ Forward System Eveots 3 a ramete compater (vir Sysog)
Hosmame or [P ackdress 1o which events shosld be sent
UDP pert 0 shich events sheuld ba sent 4
Syekog Faciity

Syshg Formax

Local 0 .

Cemmeo Evant Fommat .

CEH3 Other avent types can be corfiguesd for sysiog notfication from the policy edior or computer sditor

Syslog messages will anky 20 sant lor ha evants selected on ™ Systam Events tah

L X
-

2+ (FAQ)

HASIE BZoHs
e =79l

® "Administration” > “User management” >

M) 1rE

Dashboard

o
427

“Users” > HZASIOXSH= 04O|C|

oz 29

ND. Deep Security

Alerts Events & Reports Computers Policies
§5% System Settings Users |ByRole «
% | Scheduled Tasks ~ ) 7
El |:_| New... Delete Properties... Set Password Synchronize with Directol
|Z] Event-Based Tasks
@ Manager Nodes | Username & Name | Locked OQut = SignedIn Last Sign In
B &2 User Management B APladmin (1)
m dsmapi N/A

Contacts
{gy System Information
| § Updates

B Full Access (1)

& Masteradmin August 14, 2014 11:15

B Useradmin (1)

& ucloudsm August 14, 2014 11:16

9ol StEHo| “Set Password” H{ES 2E5H0] H2HS BF

50

28 =2, syslogE & = MY B2 2 =

usaveu H_l



(% baep®//14.63.213.52:4

General | Comalt Informahion | Sefings
General Intormation

Usemame: utioudeny

Name

Descnption

Roke Usaraamn b

Languape English (US) y
Tirma 2004 +32.00) Korea Standard Time {AsiaSeoul s
Tena format 12 Ko * 24 Hour

Last changed JRgust 7, 2044

Locerd Out (Denied permusion 10 sign n)

DSM AEZ|X| Ztg| g 2?
e =79l
® “"Administration” > “System Settings” > “Storage” &l

”)IFFEEE, Deep Security Masteradmin ~  Sign Out @ Help =

Dashboard Alerts Events & Reports Computers Policies

System Settings 1

ntexts SIEM SMMP || Ranking || Systermn Events || Security || Updates || SmartFeedback | SMTP || Storage || Advanced | (4 | p
L

l2)Event—Elased Tasks

[T Manager Nades  Data Pruning
P LiEEEEs Autamatically delete Anti-Malware Events alder than: 7 Days 3{ j
B §2 User Management Automatically delete Weh Reputation Events older than: 7 Days j
3 Users Automatically delete Firewall Events older than: 7 Days j
& Roles ||| Automatically delete Intrusion Prawvention Events alder than: 7 Days j
Contacts «| | | Autamatically delate Integrity Monitaring Events older than: 7 Days j
i, System Information || Adtomatically delete Log Inspection Everts older than: 7 Days -
l:i SRR Automatically delete System Events older than: Mever j
Automatically delete server logs older than: 7 Days j
Automatically delete counters older than: 13 Weeks j
Murmber of older software versions to keep per platfarm: 5 j
Murmber of older Rule Updates to keep: 10 j

o Zt OMIE &2, R 7[ZHE otfel HwoAM 28 7ts YLICH Firewall event == AHEXARS| 2HZ0)| et
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27t Bol 47| As2 ER7I

DSM AHf 2|78

DSM MH 2|28 Al, ME{OA DSM serviceE B LWj2{ F0{0f L|Ct DatabaseZt HA L{2{7tH, DSMO| ==

OIES DBO| XMFoHX| xoll, A|IAHEO| Ol¢7t HZ = U7 HE/LCL

2o

® SSH 2 DSM AHO| F% 3}0], Of2jo| 7HUe A

B # service dsm_s stop

m #Init6

Amazon ZHHY A ZEE T, MH IP HHEOZ 09It DSM  offline 2HMA| =

Al EE

® DSA7ZF AAHE MW #IH 2
offline o] WA NG Muje] & F FEALY =19

olge] AMEE 1~2 3 23 : Deep Security Agent 7} DSM ©. & heartbeat 3l -5
= #/opt/ds_agent/dsa_control -m
olgfe} & WAA 7} o & F3E
~|# /opt/ds_agent/dsa_control
on the local machine...

@)
@)

A

@)

[root@static -m
ending the coomand to the agent

seconds.

Manager contact has been scheduled to occur in the next few

L root@static ~|# I

® Deep Security Manager ## 2z
Deep Security Manager =121

O
o Computer #joll A offline ©]¥ computer HE &
o o}l9 hostname ZE9] S AlgF [P 2 JHF, 5 o] “save’HE ¥
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puter: 10.64.1.66 (T lHelp
ot 2
[ _Antvaivare fGenera A
Hosiname: | 10.64.1.66 (Last IP Used: 10.64.1.66)
i Web Reputatiol
Display Mame:
Bm Description:
¢+ Intrusion Prevention|
.. Integrity Monitoring
Platform: Amazon Linux AMI (64 bit) (3.10.35-43.137 amzn1 x86_6{4)
‘4, Log Inspectio
Group: Computers E
-m Policy: Base Policy » Linux Server (SKcomms POC) Bi E Edit
« | | Assetimpertance: None Edit
BT Updaes — | | Download Security Updates From: | Default Relay Group Edit
m rStatus
(@) Agent
Status: ® Managed (Online)
Anti-Malware:
Web Reputaion: ) OF
Firewall: B Inherited (Tap), 15 rules
Intriicinn Pravantinn: Inharitard Tani 28 rulas
o Clear Warning/Errors &g
| (2 10.64.1.66 - Windows Internet Explorer ==
|@ https://10.64.244 6:4119/ComputerEditor.screen?hostiD=16 [<IHE=]
Computer: 10.64.1.66 (7]
= oee JIECESIEES
LIspIEy =
& Anti-Matware -
Description:
€@ web Reputation
&) Firewal
.@. \nfrusion Prevention Platform: Amazon Linux AMI (64 bit) (3.10.35-43.137 amzn1.x86_64)
Group: Computers El
@ Integrity Monitoring .
Policy: Base Policy # Linux Server (SKcomms POC) Bi El Edit
@ Log Inspection Asset Importance: None Edit
B Interfaces Download Security Updates From: Default Relay Group Edit
{§§ Settings “ | Status
[ Updates B (@) Agent
‘JG Overrides Status: & Managed (Online)
Anti-Malware: o Off
Weh Reputation: f:“: Off
Firewall: B Inherited {Tap), 15 rules
Intrusion Prevention: | o Inherited (Tap), 88 rules
Integrity Monitoring: ¢ Off, 24 rules
Log Inspection: . Off, 7 rules
Online: Yes
Last Communication: May 1, 2014 21:35
Check Status Clear Warnings/Errors
cise

o P HAFHS

AHEf 7} “Managed(online)” A e 2 Eolo™ A 4=
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Agent offlineA| Z=X| gt 1 (2|4l = C}A| Activation)

® DSA7Z} AXH AW ¥ #Y
o Offline o] EAYg aF A H& & FE Agk =272l
o olge Awz== DSA A A8
»  #/opt/ds_agent/dsa_control —r
o ool &2 A
tic ~1% Jds

Ay

A7k dod @ a6

5

ol o] AWM= Deep Security Agent Activation
=  #/opt/ds_agent/dsa_control —a dsm://10.64.244.6:4120/
o ol &2 wWAX7F Yo A e # A

o

® Deep Security Manager ## 2
o Deep Security Manager =191
o Computer Bo A A5+ WA E computer HE
o ©o}d9 hostname =9 & A IPE dEF = 9] “save’HE F¢
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Computer: 10.64.1.66

9|

e s e |
[ _Ani-Maiware [ Genera
Hostname: | 10.64.1 66 (Last IP Used: 10.64.1.66)
v Web Reputatio
Display Name:
M Description:
<+ Intrusion Prevention
., Integrity Monitoring
= _ Platform: Amazon Linux AMI (64 bit) (3.10.35-43 137 amzn1.x86_64)
“%, Log Inspectio
Group: Computers |Z|
el Interiaces Policy: Base Policy » Linux Server (SKcomms POC) Bi [+] @ Ea
« | | Asset Importance: MNone Edit
BT Updaies — | | Download Security Updates From: | Default Relay Group Edit
m r Status
Agent
Status: ® Managed (Online)
Anti-Malware: <1 Off
Web Reputation: ) OFf
Firewall: & Inherited (Tap), 15 rules
Intricinn Pravantinn: Inharitard (Tani 22 rmlac

Agent offlineA| Z=X| 2t 2 (Agent &K Z, XA X])

Of =2l Agent AH|E HISH0O ALK

Trend Micro0Of| Al Agent installer@| checksum Zt& =tQI5t0] 0|40 QUCHH ChA| MX| o CIRZEC

[ c downioadcenter.trendmicro.com/indes : NA nend ol =4367 &lar 1 1 a4 =

P gemoie [ Compsrs ste [ Securty. (1 Sptem (1) Fregramming O ey (07 Wot [ News (3 Fopuer [ Sxgien

Operatng Syatem: ComtOs 6.0
Downdaad Description Heduane Date i Namn Sew (M) Downdaad Packege
Praduct at 20140610 \ 4 ! - 143

b
U More detalls I
Penduet Faben 2054 20 getit- et £LY -5 N [KS)
Engut '.

64~ tut

£3.6-9.0.0- I500, x05_04, rpe
HOLCA TN DCAT DO CAIAB LSOO CA LT MR LI4ES DAY T 1IWBACICE S

Of =22l Agent X HI5HK X

& More detalls

Fllneame
SHAZSH chocksum: |

Agemt- Redigt
n

DSAZ} %] E/0 YERO| B Ele 4

DSAZt MX|7} E£|H Of2ff QF Z0| dsafilterko Y 20| MM £ 0O HE EZE2 S50 OSE Y E= £=210|
o

Het Sis oA gUth o|EA HE 20| 22ts WFE0AM, HZEY JAs 2E HHYY

o

| BoX|= =t o
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A LT Bl5A0] B9 E WO 1 Ol WA St

Netfilter FilterDriver: Network
dsa_filterko

dsfc

ds_agent |= dsa_control

ActiveUpdatc
libiawso

Deep Security Anti-Malware
ds_am

@rk Traffic

am_event
_socket
am_c on-demand disk scan
_socket ST

&

SmartScan
Server

iCRC Handler
libiICRCHdlerso

VSAPI
libvsapiso
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oI URI HE7} R& ¢t

Match Postion In Bufler 1(0x%)

Mazch Postion In Stream 400 (0x190

(

URIZI2 HTTP =2 EE9| &4 ZrL|Ct. DS= Application AE0| Ot EMALE AHZBZO M EZjZES HAY oY

| =]
Ct. 9|9 O|HIE= Application AZ0A EH HO|E 2| stream & YE 7} AMEO| 20T AUL|CE

flel £t post LAY ZR HO[E YK URIZE Zetk(7]0f, 92| HIO|HE URIZ HOROF gfL|Ct.

Intrusion Prevention £0| CH3F XtM|SF A EHO| Q=

—

M7t ALtR?

Bl

HE 28 StAIT, or2iet Z0| General HON 7|=XQ dF5 E4H £ A1, Vulnerability @0M= O|F

o
=
Of Zo{gt= FofHo O S22 22 5 7 ASLICL
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JGeneraI || Vulnerability || Configuration || Options || Assigned To

| General || Vulnerability || Configuration || Options || Assigned To

| »

r General Information
rVulnerability Information
Mame: Windows Media Encoder Buffer Overrun Vuln
o Windows Media Encoder Buffer Overrun Vulnerability 1
Description: A remote code execution vulnerability -
exists in the WMEX.DLL ActiveX control |:| B
installed by Windows Media Encoder 9 Date Reported: September 10, 2008
Series. The vulnerability could allow -
remote code execution if a userviews a | Type: Other I
Minimum Agent/Appliance Version: 4.0.0.0
Severity: o (Critical)
r Details:
Application Type: yWeh Client Internet Explorer v Edit CVSS Score: 9.3
Priority: 2 - Normal v
o = Description:
Severity: Critical v Stack-based buffer overflow in the WMEncProfileManager ActiveX contral in
wmex.dll in Microsoft Windows Media Encoder 9 Series allows remote attackers
CVSS Score: 93 to execute arbitrary code via a long first ar%ument to the GetDetailsString
method, aka "Windows Media Encoder Buffer Overrun Vulnerability."

] Detect Only Solution:

Apply this rule.

rEvents External References:

= - . Microsoft MS08-053
|] Disable Event Logging Bugtrag 31065

Mitre CVE-2008-3008

<

Generate Event On Packet Drop
— Vulnerable Software and Versions:

L Always Include Packet Data microsog wingows_mez?]inan_encoder 9 series
— microsoft windowsnt
|l Enable Debug Mode microsoft windows-nt 2003

microsoft windows-nt vista
microsoft windows-nt xp

rldentification

Type: Exploit I
Issued: October 1, 2008
Last Updated:  June 25, 2014 -
Cancel Apply Cancel Apply
£ B0Me FIE S SiF0{0F ot= E0| JAF LT ojH E2 42 ot 20| & 0| SUHHR 20 AU

@» 1002760 - Windows Media Encoder Buffer Overrun Vulnerability Web Client Internet Explorer

:ifj 1402475 - Application Contral For Telnet Client Application Control For Remote L... 2 - Normal @m Critical  De
’ﬁ‘ 1802314 - Application Contral For Opera Web Browser Application Control For Web Brow... 2 -MNormal @ Critical De
I+ 1003863 - Micrasoft Internet Explorer Uninitialized Memory Corruption Remote Code Exec . Web Client Internet Explarer 2-MNormal @ Critical Pn
"éj‘ 1002466 - Application Control For ICQ Application Control For Instant Me... 2 - Normal @ Critical  De
25 1004288 - Identified Susnicious Shellande In HTMI Dacuments Weh Client Commaon ? -Normal o Critical - P
o0, Configuration #S =QI5HA|0] OffH 70| A=A =0l stz & Ol8) otd & UFLILK

Genaeal |V y || Config | Optsons || Assigned To

Coodgurabon Dptions
INSpectiignoee port range
* inspect all porty
gnore pon ranges (specify)
inspect port rangas (specify)
Port ranges (0.9 25.35100) 23

Ewrt Fregquency
Generste avent always
* Generste svent once wwry ™ ssconds (wpecify)
Genarate event once evary neh’ connaction (specify)
Vaive of n (1-99999) - 1800
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Log Inspection Rules Require Log File AtE ofj 2 HiH

ox
n

8 Fete Ug Utk BUEHZY 21

0
n

el 31 MAIX|2l &2 Log Inspection 0| ZLHEY & 215 X
£ XEots LES oot 20| T SIS
2IE XM O & £ &Y 37

® “Computer” BHO|M “Log Inspection Rules Require Log Files” MEf =0l

B computers (2)

! 172277157 RedHatEnter... LinuxServer 5... & LogInspection Rules Require Log Files 0 Minutes Ago

@ 42e10033-5319-4c28-b_ . RedHatEnter... MNone @ Managed (Online) 1 Hour Ago

® oiF Computerg HE ZE5I0] gM=tH =3 A & 25

Computar: 172.27.7.157 U Hep
| — = o

o Anf nare Leneal

HOsVGas 1227715 ILast P Vs 17227 7 157)
& Wez Recutannn "

Oispiay Name
Q Fresm Desaiptan
o Invusion Prevention
€ gty Montanng
@ Loginpectan Piatisemn Red Hat Entarprise f (54 301 (2 6 32-350 6635 _54|
W irdertaces Group Compuers i'

]| | Potiey s s £

. = L \Cy Base Folcy » Unax Secver Samgle |:—] fat

ASSH IMPITAnce MNene M
L4 Upaoes

Downizas Secunty Upostes From.  Daraut Retay Group ba
o Ovenides

Satus

= Agent
l St O LO7 INpacnon Russs Requirs Log Fie I
: W on
\Wes Regutaton o of
Firewal o On 15 rules

Insion Pravsetion: o Fravem 332 ks

Imegrty Nonkonng o On 28 ndes

Log inapecton A Log Intpection Rules Regure Log Fles
Cnie Yos

n om e

o TIUE SpHOM 2ImMYS XF Fof st= E=S =0l Of2fe] FLE "Authenticatin Module - Unix

Pluggable Authentication Module”, “Application — Secure Shell Daemon(SSH)" 72| E0 21 X|H0| EQ.
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JGeneraI || Tags |

- General Infarmation

Time: August 18, 2014 16:15:08
Level: Warning
Event I 588
Event: Log Inspection Rules Require Log Files
Target: 1F2.27 7157
Event Origin: Agent
Action By: System
Manager: AT2. 27 AT6167
~Description

The following Log Inspection Rules require log files to maonitar:

Authentication Module - Unix Pluggable Authentication Maodule
Application - Secure Shell Daemaon (S3HD)

E0| 21 x|1H

® “Policies” B > 2/1Z 9| oM "Policies” MEH > “Linux Server Sample” & &

Close

® 2Z9o| mjd0|A “Log Instpection” 2l > "Assign/Unassign” &l

Policy: Base Policy > Linux Server Sample

o Ownisw Gemerst | Advanced | Events

o AntkMalwars Log nzpechon
= Log ¥apachon Stae  on

S WenReoutation

° Firewan kasioned Log Inspecion Rules
= = | AssignUunassion l (] Propertes.,

-
I4ame =
@ Inegrity Menitoring ey
¢ 1002792-
O intedace Tipes © 1002615 -
c e 1002838 -
e * | @ oz
o Ovenides € 100224z

Oefuault Rubes Corfiy

Catadaas Sarver - Ny
Autnenticanon o<
Agplication - 3acus S

« Unix - Syslog
» Nl Server - Posti
€5 1002447 -

Wed Senver - Apache

® ACHO|M Assigned OF HE 2 MH

Tiee

Dednzo
Detneo
Datnge
Detnac
Detnec
Defnec

v % On, 7 rules

[G1Emont - e Decoders.. [ Columns

Last Upaated

July 18,2010
Janary 9 2013
Jaruary 9. 2043
Ady 13, 2011
August 245 2010
March 23 2011
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Log Inspection Rules | Assigned « | | No Grouping « |

Search

N verie e S eml; ecommended for Assignment
Recommended for Unassignment

& 1002797 - Databas
@ 1002815 - Authentication Module_.. Defined January 8, 2013
' @ 1002828 - Application - Secure §... Defined  January 9, 2013
@ 1002831 - Unix - Syslog Defined  July 13, 2011
@ 1003443 - Mail Server - Postfix Defined  August25, 2010
& 1003447 - \Web Server- Apache  Defined  March 23, 2011

o

238 g9 Fof 5t= & 28

Log Inspection Rules |Assigned - | | No Grouping « |

[ Mew -~ [f Delete.. Properties.. | [{JDuplicate  [5]Export =

[fNew - [i Delete. . Al ~ =8 Decoders.. | [J Columns..
1 MName Mot Assigned

Q, Search

=8 Decoders... | [ Columns_..

MName &
@ 1002792 - Default Rules Configuration
@ 1002797 - Database Server - MySQL
@ 1002815 - Authentication Module - Unix Pluggable Authentication Madule

ecure Shell Daemon (SSHD)

& 1003443 - Mail Server - Postfix
(] 1003447 - Web Server - Apache

-

Type Last Updated
Defined March 19, 2010
Defined July 14, 2010
Defined January 9, 2013
Defined January 9, 2013
Defined July 13, 2011
Defined August 28, 2010
Defined March 23, 2011

siE £0f BEY =21 LYo Z2E EOo £ £, ‘Add" HHE 28

| Log Inspection Rule Properties || Configuration || Options ‘

rConfiguration Options
[ Inherited

Lag Files to maonitar:

\varflogl/secure Add

- Remove

Type of Log File(s): syslog v
This rule matches events decoded as: S3HD

5700 - 55HD messages grouped

5701 - Possible attack on the S5H server (orversion gathering)

| »

Crefault - lgnore v

Crefault - High (8) v

Cancel Apphy

SICHe| o= O|5ste A =&l = "OK" HE 28



Log Inspection Rule Properties || Configuration || CQptions |

| »

r Configuration Options
[ Inherited

Log Files to monitar:
Add

Nar/log/secura - Remove

Type of Log File(s).  syslog ¥
This rule matches events decoded as: SSHD

5700 - 33HD messages grouped Default - lgnore r
5701 - Possible attack an the SSH server (ar version gathering) Drefault - High (8) r

flet 2ol 2o sigste 23 M AX|E XFe FAL = & AME 7t ®el M3 =

=
510 Unassigned £ "OK" HE &

Log Inspection Rules |Assigned - | | Mo Grouping | |CL Search | - |

[[fMew - | [ Delete.. [&=]Properties.. = [[iDuplicate [%]Export - oF Decoders.. [ Columns..

Mame « Type Last Updated
@ 1002792 - Default Rules Configuration Defined March 19, 2010
@ 1002797 - Database Server - MySQL Defined July 14, 2010

1002815 - Authentication Module - Unix Pluggable Authentication Module January 9, 2013
&y v 1002828 - Application - Secure Shell Daemon {SSHD) Defined January 8, 2013
@ 1002831 - Unix - Syslog Defined July 13, 2011
@ 1003443 - Mail Server - Postfix Defined August 25, 2010
@ 1003447 - Web Server - Apache Defined March 23, 2011

CtA| “Computer” ®i9| 3iE Computere] 2EZF 0OI2AE £E8510, “Check Status” =%,

"Managed(Online) MEj7} =ICHH 2 247
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l_] Computers | With sub-Groups ~ | | By Group ~
[]New ~ ] Ociste. [D]Oetaits. Acdons » Events - [LlEwpot » | [ff Coumns
Name = Descrpion Platfiorm Policy Status

e mpulars (4
| BRrrFiaRiag Linx Barver Samgin . Managed (Online)
Seled All (2)
® 42610033-5319-4c28-0 Nong A Managsd (Onling)

() Expont Selecteato CSv..
[} Export Selected to XML (Foe Impornt)

-

Evurts » PR cneckStaus
{3 Delete o i
| & Send Policy
(i} Details...

8 Download Sscurtty Update
= R Rol back Sscunty Updats

;ﬂ GetEvents
i Clear Warnings/Errors
(&) Upgrade Agent Sofware

¥, Scan for Recommendations
W Fult Scan for Mstware

K] Scan for Open Pons

2 Scan for itegriy

= Renuid Integnty Baseling

& Wove To Group

| 4 As5Ign Polcy

B3 Assign Asset Value
| @ Assign Relay Group

Anti-malware 0j| 2| X 2| HtH?

22| “"Deep Security 29 [}2}SF7] > Anti-malware A8st0 29F 71" & &

Diagnostic Package 4+ BRI =27

Deep Security Agent, Deep Security Relay, Deep Security Manager Oj|A] Diagnostic PackageE M/ sl& £+ Q!

>
T

c}.

DSA Diagnostic Package /4

0z
0x
Ot
=]
al
o

® Diagnostic Package& te ARES dA=E SH1Y HRH 8BS 28 2 YM=i#Hs 22

At ot ARE HEEE
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¥, IREND. Deep Security 1
Dashhoard Anrts Everts & Roparts
JE Computars |1
o Phiysical wystarns G viow =
= ) vCoarrber - e
& |2 Hats and Clusters & Geowp :
T2 UL 206

# Lo Virtual Mactiinwe

2IZ 9| QOverview

& scrpos S ¢ | 1/ Computertditor screenhostiDe 29

sdmin =

W Help «

Sign Owt

Comgutars > vCarmer
Comgoters > vCamer

Curguiters > vCarler -

Computers > vCanmer

|

13281209

Cungutarns » vCarrier -
" Comguters > vemar

Computars > vCanar -

L TN
Comauters
Comganiers

Comgutars

Computers = sCarer -

-2 1

211
20
211

mn
a21n
2111
20

deRe

§ WINLBO1NOMEDK

[ SESEN R Y DTSN

==

o

—
s

=2/, 2Z9| Action

Computer: HNEG——

O At-uman
S Wt Retaton
.._

o usion Preverion
QO wegety Morponeg
© 1o irmpacien
L
& e

b Upcitna

R —

o

EH =g2|
H =

=, "Create Diagnostic

O Nunaged (Onling
" Usmanages (Uninos
¢ Usmanaged (ha Age
O Nanaged (Owine

-

O Manuged (Omiine)
N Seunty Updaty Sec
0 Nanaged (Onfrw)
B Wanaged (Onkne)

-

B Mubighe Emory
® Managed (Omkne
N Oftine

- b

-~

Package"& &

e
Gecorl | Actines | Evosts
Avanon
Firgepnst 2P AR 0010094 S8 JADT 422 D648 110 TE AN
Hoact et Cuaces
Pobey
Lt “Sang Poboy” requedt Aspust 18 2094 1538
L succeesfd "Send Polioy” apention Aspt 20 204 1554
Sann Pirky Sevd by
Schtware
Viorsion 500
Ungade AgwT - -
Beppont
Crowre Doepnose Facsage .
_— o
Ol A ofzfet 2ol 2= M N3 o £ "Next”

The diagnostic wizard will help you prepare a diagnostic package for
support. Please choose what information you would like to include in the

package:

<

Configuration

7]
]
@
7]
7]
]

System Information
Running Processes
Driver Setup Logs

Latest Events (On Computer Hard Drive)

Latest Events (Recorded By Manager)
Driver Statistics (Version 7.0 and Higher)
Latest Dump File

< Back Cancel
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DSR Diagnostic package i/d

® DSAOA ddgsts YR 52 L L Computer OfA O2HS] DSR HA|Z}
£ 8 20 DSAet ot WYz ¥ StA|E FLCh

¥, IREND. Deep Security

Masiefadwen = SYn Oul @ Melp
Dashboard Alerts Events & Reports m Policies Administration
‘ u Computers | Withsub-Groups = | | By Growe w Y
[ MNew - ffDeete. T7]Detstx | Actonr - Events - [L]Emon » [ Cokumne
Name = Descrip Flatioem Fokcy Status

Fisd Hat Entempnss & (54 bR Loue Sereee 120

® Upsite of Co
'.',' 44 3007 e A2eS 3R ited Hat Ermmese 1l (64 be)

Microsoft Windows Servr 2008 R2 (54 b Winoows Servar 2008 (2) O UpNate of Co
DSM Diagnostic package /4
e ofgfe| =M=z =&

9, IREND. Deep Security

Dashboard Alarts Events & Reports conm Policies
i System Setings System Ir3xrmation

€ Retresh | [ Create 95 Pacl Daeno Mode
2] Event8ased Tasks = T oo Obgpots Bactasn..§
3] Manager Nodes SyssmAc
’Uamt Network Map with Actvity Graph
2 % User aem e e —
IE! System Information I .
opaan Manager Node
= [ 3 Swcurity Oréw
[k Panemns ,’l
# {4 Sotware
L2 Downioad Cencer
{4 Locat ”
[_b Relay Groups = &
‘\’
)
SR Server
Srmacy
Systom Detaifs.
Inchade advanced Sugnostic data (may be slow)
|l System Detads
R Syseem
= [#) Mansger Node:
Crane Punlion
o ZE g4 =23

2] “Next” H{E Z2I38}0] Diagnostic Package 4
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The diagnostic wizard will help you prepare a diagnostic package for support
Please choose what information you would like to include in the package:

I Install/lUninstall and Debug Logs
System Information

File Listing

RNEE®

Properties Files (Passwords removed)

Revision History

! Database Contents (Last hour only for time-sensitive items)

w
4

Cancel
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