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Amazon CloudWatch AFE A40EA]
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CloudWatch CHA|E E M A

CloudWatch CHA|2E & A|Z5t24E T CHA|EEE BHEo{oF & LICH CHAE =& o] 7 8 = &
LICt AWS Ao 2!= CloudWatch CHA|2 = 2| =0f= AM|&t0| el&LICH 2E CHAIEEE T CHA[Z = 0|

H 2IdEz FEEX| eh&LcH

O EHHOIME E&2 AHE5t0 HAIEEE MM ELICH PutDashboard APIE AFE3510{ CHAIEE

E MMt £ Ql&LICH 22{™ O] API7F JSON EXEE A25l0 CHAIEE LIS ™olghLch.
PutDashboardZ AF2350{ CHAIEEE MAM5ID 7|E CHAIEEES 7|80 2 O| CHAIEEE T AI5HE{H &
2, View/edit source(2A E7|/HE)E Rl 2 ME4St0] A CHA|Z=0i| AL E 3/ CHA|E=2| JSON X}
U EA| L FAELICH

APIE A28 CHAIEE MAdof CHE XEMIEH LI 2 Amazon CloudWatch API Reference 2| PutDashboard &
A X5 AAQ
(= [piye) yhd) .

ZE£E A8t HAIEEE ' dstedH

1. https://console.aws.amazon.com/cloudwatch/0| A CloudWatch &2 JL|C}.
2. M Fo|MOHAIEE, CHAIEE g MEIELICH
3. MOAIEE MM i3 AXoM CHAIEE 0|82 QRdst D CHAIEE Mg MeEfsh|ct.

CloudWatch-Defaultet= O|E € M85t B2 CHAIE =7} CloudWatch & T 0| X|2| 7HQ 01| LIEFEFL]
Ch. XEMIB LI 2 Amazon CloudWatch A|ZH5L7| (p. 10) BHHE R ESHAAIL.

2las I8 2 M83tI CHA|EE9| 0|& & CloudWatch-Default-ResourceGroupName2 £ x| 5™
Y 2lAA OO0 0FRAE 7HX{7HH CloudWatch &HH 0| X|of| CHA|E =7} LEEFS LT

4. O|CHAIEE=o0i 7} CHst & XIoIM CHS & SHLIE =& &L CH.
+ CHAIEEO| JEi=Z & F7I6l2{H & = 55 HNME MEiSt D £ 2 MENghLC XIE T8z &

7t CHEF A RIOIAM B Z 2 EAIE X|EE MENS E
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LI 2 CloudWatch CHA|E 0l M 522 X|E 22HZ A4 (p. 24) BHHS R XS AAIR
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1. ZLEHZ AH™ol| 2aelgfLIct.

2. https://console.aws.amazon.com/cloudwatch/0l| A CloudWatch 2& & LIC}.

3. EHAMFM XEE ME4FLICH

4. BE X|EO0|MHIOIH 27| Fo| &XtE AFE5t0{ X|RE FIIE AYHD 2|TS MEHELICH

5. JoHz=ol Y5t XIEE FIHELICH RHMEH LIS 2 X|E 2 4 (p. 40) BHHE FESHAAIL.

6. 4-5HHE Hr535to{ CHE HY L 2ol XIZE FIHELICH
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gdg BxE £ et
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Wit AE tHA[E 20 CHE H™EHe| B2 F7t
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https://console.aws.amazon.com/cloudwatch/0l A CloudWatch &S LICH.
HIOIE 27| ol 4XHE AHE5tod BETH Ue A™EE MEFLICH
Ef M 20 A AlarmsE ME4EFLICH
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https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutDashboard

Amazon CloudWatch AF AT4A]
ZZ2 O Y HAoZ Wkl AYE wi 2| CHAIEE MM

o o

WAt HAE A 2|™ A EEE E43t6H7] 2/ oS 22t 04|X1|9P ZO|HAIEE & T =0 Af 2ol

E F7IFELICH MA HAEE EE F X0l CHE REMIEH LIB2 CHAIEE 28 7 2 22 FX5HAA|

o

otzholE --set-visible-to-all-users Scope 7|22k

accountId AR EE= KB UE AE| IDE X | IR EEXE A 2a0lE|o] U=
MErLc HH

region X|E9| 2|ME KIHFLICH QM EE X E ZE0| M MEHE Ty

2|

CHE WMo E A AE WAt 2| CHAIZ =0l M f/312] JSON A4 E Ho{ELICH

ZEE /R #+E0lM 37 AEel IDE DdYeLIC o]l e 2 E X|EE Y
E 5 X|YELC

O| oMo M= account1d
S5 AY 2 Z™olM 7HK

{
"widgets": [
{
"properties": {
"metrics": [
]I
"accountId": "111122223333",
"region": "us-east-1"
}
}
]
¥

Ol Mo ME 2t X|E BIHM account1d HEE CHE2H A™EELICE O] MM E O] X|E %
O|CHE X|EE MZ CHE 3/ A¥D M2 EPE EI’.‘_‘|01IA-I 7tX LIk

{
"widgets": [
{
"properties": {
"metrics": [

[ { "expression": "SUM(METRICS())", "label": "[avg: ${AVG}]
Expressionl", "id": "el", "stat": "Sum" } 1],

[ "AWS/EC2", "CPUUtilization", { "id": "m2", "accountId":
"5555666677778888", "region": "us-east-1", "label": "[avg: ${AVG}] ApplicationALabel
"y 1

L., ".m, { "id": "ml", "accountId": "9999000011112222", "region":
"eu-west-1", "label": "[avg: ${AVG}] ApplicationBLabel" } ]

1,
"view": "timeSeries",
"stacked": false,
"stat": "Sum",
"period": 300,
"title": "Cross account example"
}
}
]
}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/CloudWatch-Dashboard-Body-Structure.html

Amazon CloudWatch A2 AT A
aej= FIFEsE AN

{
"type": "metric",
"x": 6,
"y": 0,
"width": 6,
"height": 6,
"properties": {
"accountID": "111122223333",
"title": "over50",
"annotations": {
"alarms": [
"arn:aws:cloudwatch:us-east-1:379642911888:alarm:over50"
1
I
"view": "timeSeries",
"stacked": false
}
}

0| oAM= CloudWatch Logs QIAFO|E {|Ziof CHEH ZdQL|C}.

{
"type": "log",
"x": 0,
"y" : 67
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE 'route53test' | fields @timestamp, @message\n| sort @timestamp
desc\n| limit 20",
"accountId": "111122223333",
"region": "us-east-1",
"stacked": false,
"view": "table"
}
}
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Instance Name (192) Instanceld = Metric Name
my-instance i-abbc12a7 - CPUUtilization -
my-instance Add to search DiskReadBytes
my-instance Search for this only DiskReadOps
my-instance Add fo graph DiskWriteBytes
my-instance Graph this metric only DiskwriteOps
my-instance Graph all search results Networkin
my-instance [ Jump to resource NetworkOut
my-instance i-abbci12a7 NetworkPacketsin
my-instance i-abbc12a7 NetworkPacketsOut
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list-metrics &2 AF&35t0{ CloudWatch X|EE& LIEELICH X|EE H A5t ZE MH|A9| HYA
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aws cloudwatch list-metrics --namespace AWS/EC2

ChE2 olx £33

{
"Metrics" : [
{
"Namespace": "AWS/EC2",
"Dimensions": [
{
"Name": "InstanceId",
"Value": "i-1234567890abcdefoO"
}
]V
"MetricName": "NetworkOut"
}!
{
"Namespace": "AWS/EC2",
"Dimensions": [
{
"Name": "InstanceId",
"Value": "i-1234567890abcdefoO"
}
]V
"MetricName": "CPUUtilization"
}!
{
"Namespace": "AWS/EC2",
"Dimensions": [
{
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"Name": "InstanceId",
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}
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CHS oldl= XIS Qlala

lo

Aot HE 2 aws/Ec2 HUAHO|AS} Instancerd AHHE X|&EL|CH.

aws cloudwatch list-metrics --namespace AWS/EC2 --dimensions
Name=Instanceld,Value=i-1234567890abcdef0

DE Bl420] CiEt XIEE Lidshei

Cl2 ofxMle X|&et X|Eo| APt HEE aws/Ec2 HYUAH O|AS X|E O|E2 K|&EHLICE

aws cloudwatch list-metrics --namespace AWS/EC2 --metric-name CPUUtilization
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CloudWatcholl A A& 7H58t X|EE HAM5He{H

1. https://console.aws.amazon.com/cloudwatch/0l| A CloudWatch 2£& iLIC}.
2. EMFOo|M XIEE MEFLICH

ZE XIE Bo| AM Zeof HMo{(of: X|E O|F, HHAm 0|4, 3 O|F0|L gt E= 2laA 0|F)E
U={gfLICt o= A &t o] AMo{7t ZEE X|E7t = 2E HIYAHO|ATH EAIELICEH
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MEE XIE7F Jei=Z ol ZAIELICH
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https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch AHS AT
R|Zof CHEl 8H 47|

All metrics Graphed metrics (1) Graph options

All » EBS » Per-Volume Meirics volume & | Q
Volumeld (19) - Metric Name

L vol-82fe1f01 - VolumeldleTime
Add to search VolumeQueueLength
Search for this only VolumeReadOps
Remove from graph VolumeTotalWrite Time
Graph this metric only VolumeWriteBytes

Graph all search results VolumeWriteOps

VolumeldleTime

& Jump to resource
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o ElAA0M SH EA (p. 36)

+ Auto Scaling 25 SH EHA (p. 38)

+ Amazon Machine Image(AMI)& S| ZIH| (p. 39)

EH 2l ciegh A K|

O oldl= £ EC2 QIAEAO| 2|0 CPU AFS &S =QlstsE YW E Eof ELICH

kO
1

A

% ro

A9||ID7t ZQEL|CH QIAEIA IDE Amazon EC2 24 0|Lt describe-instances HZ S Ab235t0d
2 olaL|C)
T AAHEH .

= 7|2 ZLIEHZO0| ASEX|E MF ZLERE AIEStE dHE & UE
i

Linux QIAEIAE Amazon EC2 A& MBEAMO| QIAE A CHEH MF ZLIEE 2
ZAAIL.

Fa
ol
—

2ok

N

LICH REAMIEE LHE 2
PEE HIZEEE &

i

=
=

fifo

A& 30

T

EM QA A CHE WHE CPU AL ES EASIE

A
2

https://console.aws.amazon.com/cloudwatch/0l A CloudWatch &S dLIC}.
Ef A oM XIEE MEHELICEH
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch A2 AT A
EX ZlAAo] Cist SH 7|

All metrics Graphed metrics Graph options

Q

722 Metrics
EBS EC2
117 Metrics 316 Metrics
EFS ELB
7 Metrics 210 Metrics
ElasticBeanstalk RDS
8 Metrics 60 Metrics
S3
4 Metrics

4. QIAEIAY K|E HHS MUELICH
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All metrics Graphed metrics Graph options

Al > EC2 Q
316 Metrics

By Auto Scaling Group

124 Metrics
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Amazon CloudWatch A2 MEHM
EX glaAo Cist 74 47|

Untitled graph

ih 3h 12h 1d 3d 1w custom - Actions ¥

CPUUtilization

: All metrics

Graphed metrics (1) Graph options
All > EC2 » Per-Instance Metrics CPUUtilization @ Q
Instance Name (4)

Instanceld Metric Name
v my-instance i-0dcbe8b2653841bd2 CPUUtilization
i-0bGeec80c7ofT45ad CPUUtilization

6 E74|E =|7

EHIE _:E_A|E| x|£ EH° A-lEHoI-L_“:
Hu

t. @ HE|Z0ILt 7HE 2t M=ist &+ 87 £
M HolE MR & SHLE MES P7-IL+ A%t R HE 2| (0: p95.45)E RIHELICH
All metrics Graphed metrics (1) Graph options
Label Namespace Dimensions Metric Name Statistic =@ Pericd &
[ ] CPUUtilization AWSIEC2 Dimensions (1)  CPUUtllization  Average - 5 Minutes
Average
p50
p10
Custom percentile...
7. 712t HESEH I Z 2 EAE X|E H
g MEfghL|ch

AWS CLIZ Al27510{ EC2 QIAEIAE CPU AIRES A

ES YorH
CH2 I 20| get-metric-statistics HE S AF& 3104 X[t QIARA
Ct.

9| cPUUtilization X|EE

[ =]

20|35

aws cloudwatch get-metric-statistics --namespace AWS/EC2 --metric-name CPUUtilization \
--dimensions Name=Instanceld,Value=i-1234567890abcdef0 --statistics Maximum \

--start-time 2016-10-18T23:18:00 --end-time 2016-10-19T23:18:00 --period 360
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html

Amazon CloudWatch AF AT4A]
ElAAM SH EAH

24A|ZHolEts 2 HE
El QIAEAOf Z|TH
M E3ol AR £ E

Ak ZHH0l M 6= 0tCh S7| ghol BrerHElLIC 2 2t 2 6= 0l2te 54 7[zZh S X
C U A8 ES LIEILICH CIO|E 4= AlZh A= gHete|X| ei&LIc CHS2 of
2 EFELICH™A £3{0l= 24 A7 Set 6= 0tCh BHetE 0|8 247t L EHE).

{
"Datapoints": [
{
"Timestamp": "2016-10-19T00:18:00z",
"Maximum": 0.33000000000000002,
"Unit": "Percent"
I
{
"Timestamp": "2016-10-19T03:18:002",
"Maximum": 99.670000000000002,
"Unit": "Percent"
I
{
"Timestamp": "2016-10-19T07:18:002",
"Maximum": 0.34000000000000002,
"Unit": "Percent"
I
1,
"Label": "CPUUtilization"
}

C|AAM E7 ’.;!74I

ol E Sof M 2UIEZI0| #4951 E EC2 QAH A CHEt SAHE ZAE £ aLICH 712 BLEZE A
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S MH|A (p. 319) EHHE FHZEFAAIL.

Important
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EC2 QIAR A CHEt B CPU MSES EAISHEH
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= El
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E
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& SHLIE MEIEALE

E M=
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch AHS AT
ElAAM SH EA

Untitled graph 1h 3h 12h 1d 3d 1w custom - | Actions = e e
T L L T L L P L 1
M crUUtilization
All metrics Graphed metrics (1) Graph options
All > EC2 > Across Allinstances Q
Metric Name (7) -

v CPUUtilization
DiskReadByies

DiskReadOps

5. S7|& WZstaiH Oz 2 B AIE X|E BS MHELICH A 0EIZ0ILE W g8 MEiE 3 S|
= A ZolE MES|s & StLHE MRS L AL8 AL X8 HE 25 (0: po5.45) XIEELICH
6. 7|ztS HEsEH O T2 EAIE X|E |S ML & 220Ut 70 g8 M=Et = O E
e MEdstL|C}
=2 =-"1:H .

aws cloudwatch get-metric-statistics --namespace AWS/EC2 --metric-name CPUUtilization --
statistics "Average" "SampleCount" \
--start-time 2016-10-11T23:18:00 --end-time 2016-10-12T23:18:00 --period 3600

ChE2 olx E=23duch

{
"Datapoints": [

{
"SampleCount": 238.0,
"Timestamp": "2016-10-12T07:18:00Z",
"Average": 0.038235294117647062,
"Unit": "Percent"

I

{
"SampleCount": 240.0,
"Timestamp": "2016-10-12T09:18:002",
"Average": 0.16670833333333332,
"Unit": "Percent"

I

{
"SampleCount": 238.0,
"Timestamp": "2016-10-11T23:18:002",
"Average": 0.041596638655462197,
"Unit": "Percent"

I
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-staticstics.html

Amazon CloudWatch AF AT4A]
Auto Scaling 2 &% SH EAl

1,
"Label": "CPUUtilization"

Auto Scaling 1&% SH A

EC2 QIAEIA0f CHEt EH|E 8 Auto Scaling ZE2 2 EAHE £ &LICt Amazon CloudWatche 2| Z+
of CIIOIEI& EAE =+ eigLict 2lFotct X[ &7t & F5| 22|Elo] U&LCh

ol o Ml= &tLtel Auto Scaling ZE0il CHSH Cl|A T O 7|2 E|E S H FOIE +E EQlsts Y E BEoiELct
ol 37 X|H8t Auto Scaling ZE 2| 2 E EC2 QIAEI A0 M 24A| tHo 2 18 717Hol Chal AR
Ct.

=& ME3101 8t Auto Scaling I & 2| QIAF A0 CHEF DiskWriteBytesE &24H
1. https://console.aws.amazon.com/cloudwatch/0|A CloudWatch 2&& LC}.
2. B Fo|M X|EE HEIFLICH
3. EC2 HAHO|AE MEHS & Auto Scaling IEHES MEHELICH
4. DiskWriteBytes Z%3x|2| i1t £E% Auto Scaling 2158 MEHSFLICE 22T sl Auto Scaling 21E 2|
QAR A CHEt FHER| O H“7P _AIE'LIEP J2iZ O|§ & HESE™ ¢ E oto|2 S MEELICE Al
¢ HRIE HES AT MBS &l 2t B StLHE =S AL ALS X X|H S Mg LICH
Untitled graph ih 3h 12h 1d 3d 1w cusiom - | Actions + - T e
All metrics Graphed metrics (1) Graph options

Al > EC2 > By AutoScaling Group | Q

AutoScalingGroupName (28) = Metric Name
my-asg DiskReadBytes ~
my-asg DiskReadOps
v my-asg DiskWWriteBytes
my-asg DiskWriteOps
5. SHE HEst{H I2ZZ EAIE X|E &S M LICH H HEIZ 0L 7HE 2t M=t & SH =
£ AP YolE WE QS & stLHE MESHHLE A A XY ME 2{(0ll: p95.45)E XIGELICH
6. 7|¢h& 'HEsto{H O2Z 2 EAIE X|E §S M= LICH E HEI20|Lf 7HE 2t Mest = Ot E &
£ MEfELC

o

=

AWS CLIZ AF83l0{ 8+ Auto Scaling 2 & 2| QIAEIA 0 CHE DiskWriteBytesE G2

aws cloudwatch get-metric-statistics --namespace AWS/EC2 --metric-name DiskWriteBytes
--dimensions Name=AutoScalingGroupName,Value=my-asg --statistics "Sum" "SampleCount" \
--start-time 2016-10-16T23:18:00 --end-time 2016-10-18T23:18:00 --period 360

ChE2 olx £33
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html

Amazon CloudWatch A2 AT A
AMIE SH EHAH

{
"Datapoints": [
{
"SampleCount": 18.0,
"Timestamp": "2016-10-19T21:36:002",
"Sum": 0.0,
"Unit": "Bytes"
Iy
{
"SampleCount": 5.0,
"Timestamp": "2016-10-19T21:42:002",
"Sum": 0.0,
"Unit": "Bytes"
}
1,
"Label": "DiskWriteBytes"
}

Amazon Machine Image(AMI)& SH| £/ A|

M BLIE|ZI0| 2438t EC2 QIAEIA0| Chal SHIE TAE 4 AUsLICH 712 BUEYS A- st o
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1. https://console.aws.amazon.com/cloudwatch/0i| A CloudWatch 2& & iL|C}.

2. EHAMFMXIEE M=FLICH

3. EC2 UYAHO|AE MESSH £ O|O|XK|(AMI) IDE S ME4FFLICE.

4. CPUUtilization X|E &I S AMIE MEFLICH 22 X|HE AMIS| X|&E 22427} EA[ELICH
J2HZ Ol HEsIEAT ¢ ot0|2 2 MEFLICH AlZt HRIE HESEAH MBS == 2t S 6HLE
MEHSHHLE AL AL X|HE MEfELICH

Untitled graph ih 3h 12h 1d 3d 1w custom - | Actions ¥ = T e
All metrics Graphed metrics (1) Graph options
All > EC2 > Bylmage (AMI)id Q
Imageld (14) - Metric Name
¥ ami-63b25203 CPUUtilization 2
ami-63b25203 DiskReadBytes
ami-63b25203 DiskReadOps

5. SHE HEsIEAH ez 2 ZAIE X|E BE MEELICH & HEIZ0ILE 7HE 2f2 MEist = SA E
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://console.aws.amazon.com/cloudwatch/
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AWS CLIE At835to] AMIE B CP

CH2 1 ZH0| get-metric-statistics WS AL EFLICH

aws cloudwatch get-metric-statistics --namespace AWS/EC2 --metric-name CPUUtilization \
--dimensions Name=ImageId,Value=ami-3c47a355 --statistics Average \
--start-time 2016-10-10T00:00:00 --end-time 2016-10-11T00:00:00 --period 3600

Ol tei2 19 ZHAOZ 141zt 32l SH|E HHErsfLICH 2 gt RIHE AMIE A% S0/ EC2 QIARAL| H
= CPU AL &2 LIEHLICH CHE 2 oMl S Lot
{
"Datapoints": [
{
"Timestamp": "2016-10-10T07:00:00Z",
"Average": 0.041000000000000009,
"Unit": "Percent"
}I
{
"Timestamp": "2016-10-10T14:00:00Z",
"Average": 0.079579831932773085,
"Unit": "Percent"
}I
{
"Timestamp": "2016-10-10T06:00:00Z",
"Average": 0.036000000000000011,
"Unit": "Percent"
}I
]l
"Label": "CPUUtilization"
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aws cloudwatch put-metric-data --metric-name Buffers --namespace MyNameSpace --unit Bytes
--value 231434333 --dimensions InstanceId=1-23456789,InstanceType=ml.small
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aws cloudwatch get-metric-statistics --metric-name Buffers --namespace MyNameSpace --
dimensions Name=InstanceId,Value=1-23456789 Name=InstanceType,Value=ml.small --start-time
2016-10-15T04:00:00Z --end-time 2016-10-19T07:00:00Z --statistics Average --period 60
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aws cloudwatch get-metric-statistics --metric-name BucketSizeBytes --start-time
2017-01-23T14:23:00Z --end-time 2017-01-26T19:30:00Z --period 3600 --namespace
AWS/S3 --statistics Maximum --dimensions Name=BucketName,Value=MyBucketName
Name=StorageType,Value=StandardStorage --output table
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aws cloudwatch put-metric-data --metric-name PageViewCount --namespace MyService --value 2
--timestamp 2016-10-20T12:00:00.000Z

aws cloudwatch put-metric-data --metric-name PageViewCount --namespace MyService --value 4
--timestamp 2016-10-20T12:00:01.000Z

aws cloudwatch put-metric-data --metric-name PageViewCount --namespace MyService --value 5
--timestamp 2016-10-20T12:00:02.000Z
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get-metric-statistics W2 AL 3504 HIAIE! CIIOIE 240 et SHE HME =~ U&LICH

aws cloudwatch get-metric-statistics --namespace MyService --metric-name PageViewCount \
--statistics "Sum" "Maximum" "Minimum" "Average" "SampleCount" \
--start-time 2016-10-20T12:00:00.000Z --end-time 2016-10-20T12:05:00.000Z --period 60
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{
"Datapoints": [
{
"SampleCount": 3.0,
"Timestamp": "2016-10-20T12:00:00Z",
"Average": 3.6666666666666665,
"Maximum": 5.0,
"Minimum": 2.0,
"Sum": 11.0,
"Unit": "None"
}
]l
"Label": "PageViewCount"
}
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aws cloudwatch put-metric-data --metric-name PageViewCount --namespace MyService
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=
XIE 43 72 U EHS

Ely Rl gt R | MY of| &l
%Ci*
SLICE (TS[I,'S, TS[I AlAE Bl ol AR E ZHME  SLICE(SORT(METRICS(),
S)EE LICH. SORTSt Zgte i £3| SUM, DESC), 0, 10)E 2H9|
(TS, s) TS S8e Lt ol S0 AIHY | X|E HiGol A SUM Ztol 7+
HHRIOI A & 2| Z EPE Melg =& 10712l X|EE gtete
= Q& Lch ct.
274o| AZEl QI8 AH&3t | SLICE(SORT(METRICS(),
of BHEtstedE AlAIY EE AVG, ASC), 5) £ AVG S|
2 Holg £ UBLICh 27He] HE X|E HiYS Y-S OIS
AZghe BHEHE U ol AR AVGYL HE W2 58 A9l
(ZEhT ZMe)S Holghl =ZE AlAYg ergrghict.
Ch Hi¥ e 02 7|Hte 2 QI
AE|2 2 HiPo| A MY Al
71I°4° AAYL oYLlct E=
kS shLtet xl’g%* = ?Aﬂ
CloudWatchE sl 2t 2 Al
IElE RE AlHUYS ghEg
Lict.
(= (Tsp, TSI X|Get goll ek AL Bl | SORT(METRICS(), AVG,
FUNCTION, U2 HHEFLICH ALt DESC, 10)2 Zt AlAIY¥ol B
SORT_ORDER) &£ AVG, MIN, MAX EEE #Zts 74|Mo+1 240l A}
SUMY = l&LCH H™d & 2olM 7t =2 2ks 7T
(TSI, Me 7tE 22 ge o ™ AI74I°4° Y5k, ol 7t
FUNCTION, Wste QEBAEOIASC EE 2 10712 AlAIGR gkt
SORT_ORDER, o £2 #2 WK ’“E*or“ gruct.
S) DESCY == Q& Lct e
OS2 HH =M Fof xﬂ%_ o§ | SORT(METRICS(), MAX,
32 ste =XIE x|HE & ASC)E= MAX SHEE X[&E
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dolEx M1 HE 7} of
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STDDEV TS S Bt Al Q2| STDDEVE X|  m1/STDDEV(m1)
EOREHOIE{ AQ E
TS[] TS ZMRIE LIEIL = AZt2  STDDEV(METRICS())
gHEtErLICH Al HHE 2
STDDEV £ B A|AES &t
gt
SUM TS S B AlAHE el SUM2 X|E 2| | SUM(METRICS())/SUM(m1)
ZECIOIE 24 Ztol &g
TS TS LIEFLH= AZHap2 |hatst | SUM(Im1,m2])
Ch. AlHI B4l sSum 2 E
QU A|H|YS urEhEtL|C SUM(METRICS("errors"))/

SUM(METRICS("requests"))*100
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IF E3HA AR

“AZE £ BHEFSHE BB AL SHE W2 RE 8K SaLICH EHAS B
| i olofof 57| IS LIt Of2ft 3 2

IFE H|m AArRtel BT AF& 304 A|AIE|M HIOIE RAE HE{—SHL S EE ofE] AlAHEZ FHE £
g AAEE dyguot

IFE CtS QI+& AL L

IF(condition, trueValue, falseValue)

Z742 =7 olo|E 249] 2t0| 00|H FALSERZ, Z71 t0| &=2Ix| S0 le 04-'?-01|++74| 10| CHE 20|
o TRUEZ IHEILICH X710 AlAIgo|H 2 = e '

e K28 T2 SHULICH 023 T2 Zztol ot H12 BY AHGLIC

Chg EHRlof M Ol2{s 20 ChEt XAl LIS oI XIZELICH
IF(TS comparison Operator S, scalar2 | metric2, scalar3 | metric3)
e &3 AAL 2k

» TS comparison Operator S7} TRUEQ! A2 7}0| scalar2 == metric2/LIC}.
» TS comparison Operator S7} FALSEQ! A< 20| scalar3 &= = metric3 &l L|C}.
« SN OlOIEf 247t metric30l 82 7{Lt scalar3 /metric30| O] E& A0 A M2FEl 3L Bl A|AIKFL|CE

IF(metric1, metric2, metric3)

metric12] Zf CIO|E| @A 0| AL, alid &2 AAHY Zt:

)]
JI'U

+ metric12| i CllO|E 247} TRUEQ! B2 IOI metric2 I LIC}.
+ metric12| Y CIO|E| 2 A7} FALSEQ! Z< Zt0l metric3&LIC}.
+ metric12| i OIO|E| 247} TRUEO|1 3H'<:> ClolEf 2 A7} metric20] SiE B Ztol odL|ch.

- metric12] s C|OJE| 247+ FALSEO|T 32 CIOIE 2 A7t metric30fl $iE B EE metric30| E 34|
Of| M MiEk=l 4 AMX|ElL|C}.

oS E0lME ol #E2| XM E EoiE LIt

XE EE T Values
(metric1) 1,1,0,0,]
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IF E3HA AR

XEEE Values

(metric2) [30, -, 0,0, 30]
(metric3) [0, 0, 20, -, 20]
IF(metric1, metric2, metric3) [30, 0, 20, -, -]

IF(metric1, scalar2, metric3)

metric12| Zf CIO|E| Q49| B2, aliE &2 A|AHY Zt:

o

B 7t0| scalar2dLiCt.
| 22 ZfO| metric3ILIC}.

» metric12| i OIO|E| 247t TRUE
+ metric12| i ClO|E 47t FALSE

O

r

74
o
« metric12| S HIO|E| 2 A7 FALSEO|T S CIOIE] 2 A 7| metric30d §f

ol M2rEl B2 ARIELIC

XEEEES Values
(metric1) 1,1,0,0,-]
scalar2 5

(metric3) [0, 0, 20, -, 20]
IF(metric1, scalar2, metric3) [5, 5, 20, -, -]

IF(metric1, metric2, scalar3)
metric18| Zf CIO|E{ 40| B2, T &3 AAY 4k

« metric12| Y HIO|E| 2 A7} TRUEQ! Z3L ZtO| metric2LICH
» metric12| S HIO|E| 2 A7} FALSEQ! B Zt0| scalar3QIL|C}.

« metric12| s Cl|o|E] 247} TRUEO|T 8HE ClO|E{ @ A7} metric20| §F

XEEE= g Values
(metric1) [1,1,0,0,]
(metric2) [30, -, 0, 0, 30]
scalar3 5

IF(metric1, metric2, scalar3) [30, 0, 5, 5, 5]

IF(scalar1, metric2, metric3)
S £33 A|AAE 4k
« scalar10| TRUEQ! A< 20| metric2]LICt.

+ scalar10| FALSEQ! Z4< Zt0| metric3/LILC}.
+ metric30| Z3A0| M dEFE F Bl AAHIKF LT

h
(=

—
=3

o
Ze

o
T 4

EEE metric30| E 342

Zrol odLct.
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CHg WA M = IF o 7tSEt 8 & EoiELICH

H
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g‘l_-
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« X|Eo| stEhar
IF(metric1<400, metric1)

« X|EO| Zt OIOIE @A E F 2t & stLIZE HEst 1 §eh XIE Q| JrhA oetat I sHehaf e EAIStE{H:
IF(metric1<400, 10, 2)

« K| AlZto| A S =0tete 2 Bl ARHZof CHel 12 EAISt D CHE 2 E O|O|E 2401 CHai 02 &
AlStEd:

IF(latency>threshold, 1, 0)

GetMetricData APl 2fdut &7 X|E A Al

GetMetricDataZ AF235t0{ 8 E 54|

oM CH 2 X|E O|OIE HiXIE HAME == UA&LICH RtME L8 2

AMBSHE AME SEE & Q2 #Ok ofLIEt LIS API B &
GetMetricData EHHE EHE A AIL.

O Zof M A EHAM AFS

M E3HA 2 CIoudWatch JdEf=of| FIIE &= UeE £& XA REQLICH HM E3HAIS AFSSIEH &
B1El 042 4Ol XIEE I Zofl WA FIbe & QALICH E8 HS TP IS MaE mf XIET} 9iE T
oz MHE XIE% EAO ASSE FIlste 8 Ic=E HMHE = A&LICt
of|§ E04, 2|Te R E QAEAO CHSH AWS/EC2 CPUUtilization X|EE EA|StE M Z3AS MM
& 2 QI&LITH LSOl A QIAHAE AJFHSHH Af QIAEIAO| cPUUtilizationO|l 1BHZo| RSS2 &
7P.=II—IEL
JPHTO| ZM EHAS AS S M2 XIE OfF, UIYATOIA, X2 OI8 U %2 Ztol M 744 EHAS
ELCH o SEstD Zs M2 2o 22 GMAE AISE = Ui
=

+ CloudWatch AM E34Al L& (p. 59)

 CloudWatch Z244 Z 344! oA (p. 63)

o M ZFHAO| Q= CloudWatch 22HE MM (p. 65)

Z4AH 1T 54 Al =

CloudWatch = ac |_=I = o
QES AN EHA HA2 TS ZaLD
SEARCH(' {Namespace, DimensionNamel, DimensionName2, ...} SearchTerm', 'Statistic', Period)
odl:
SEARCH(' {AWS/EC2,InstanceId} MetricName="CPUUtilization" ', 'Average',6 300)

+ SEARCH EHf0{ Flofl SE 32 F04 U= #2le| X Hl FES AME X|& A7|0rLIch X|E A7(Oko|

£ stLtol X|E A o|AQ 3Lt 0|4 2| AH74 O|F 0| ZEELICH M 220 X| & A7|0HE Z &8t
E A2 M8 AL ALCH XIHE 82 X|E A7|0H0E W YA 0|27} Qlo{ok 5tH, sHE LA 0|4

=

AL
I R &2 oLt Ol4o) 342 O|E S MEiKo 2 ZEE 4 AgLict
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AM m3Al 12

|:||°'A11‘||0| L= A o|Fol S oLt W=7t otl EXIIF ZE
E MNSE EHRIt isLIc [HSEE M50k st B siE &
0|= ?JLIEP.
+ SearchTermT MEH ALEO|X|BH &8t HMolE X|E AF|0OF SearchTerm EE & & CF X & E|0]
OF gfL|Ct YUEI™M O 2 searchTermOl= ShLE 0|é~ 9| X|& O|& 0Lt RH¢4 gLol L' E[o] U&LICE
SearchTermOlE B £ x| & HEs UX|2 HAHE 0474 o] 7 &= £ U&LICH i B2 oddt
A ZaE ‘/?/!QL|E|'.

T|x| i = g x|E A7|0 Liol| S
At7h 22 E o|§E EMZEE R0

SearchTermOll= 5tLt O|& Q| X[HX7F ZEE £ UX|BHO| 00| A= MetricName=), X|'HALE ALE St
= W2 s AE O] ot Lt
X|E A7|0F Y searchTerm2 EH2MSE WO =2 FH FoqoF FLICt.

+ Statistic® R E CloudWatch 72| O|§&LICt. Ol= &2MFEE Fo{of gLCt AtAIEH LI
SH (p. 5) BHHS & T AA2.

+ Periode HA 7|ZHE)YLICH

29| oMol M= &H¥d OIE 0| Instance1d?! X|ZEH| CHEr aws/Ec2 HIRAHO|AE AMELIC
0| 52¢Ql Average EHE E0iF= I ot &7 32 ZE cruvtilization X|EE BFEtE L—|E|'

ZM EHA N
25 34 #2lol 20k 271 1024KULICH TR sLtofls 2ICH 57Ho] Z4A E#HA0| 212 4 UL

C}. Zehmoll= 2IcH 1007H2] AlAIK0] EAIE 4 UaLICh
CloudWatch M Es4Al: EZ3}

SearchTermE X|'H5tH 2M 7|52 CloudWatch7t MA| X|E O|&, X 0|8, At 2t L HIKAHO|A
oM RIS 2 MM5tE 519 BAIUR EE S ZMELICE CloudWatch= HEl 2 A0 A "‘*Ef HEXR
THEIEZS AH""°FL—|EF et =Xt EAHE M EZQ AR EROE ASE|H, Bt ot 2R &2
7122 MNEEIH, A=K7} ot EAF /Flol= EES Mg

n_

-

SUE RYES EE & 7IEE O|F0{ZT & EXtHo| & 7ol EZ 0| FuCh
MMHEIEES 25 AZAYULCH Chg Eolle YHE EZ9| U o7 Lot AU&LICH.
4} 2xt MyEEa

CustomCount1 customcountl, custom, count, 1

SDBFailure sdbfailure, sdb, failure

Project2-trial333 project2trial333, project, 2, trial, 333

CloudWatch ZAM EgdAl HE olx|

SearchTermE X|H35tH HMo{E EZSHELICEH CloudWatche 20404 A A
E, UAHO|A, X O|& & A ZiolM MEE B EED Ux|Sts B Ux(of et XIEE 34

Lict.
Er EZN ARGt B2 Ux| M2 CH/ARKE FHSHK| &LICH o|E §04, OIS ZM0{E AHSStH
CustomCountl X|E7} BHEHE &= QI&LICt

e count

* Count
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HAM 544l 2

¢ COUNT

2Lt couNTE HAOIZ AL 5 HAH0] couNTl| CHEAL| cou L NTE EES L2 R
CustomCount1g &X| &L

AAM Al 242l O|E 0l 4522 LIEILIE of EEQ S8 E20 T UX|E 4= U&LICH S8 EZ1F UR|A|
717| {Ish BM Al CH/AEXE FEELICE 06 & S04, 2l 8017} customCount1Q! A CustomCount
EE count10] CHE HAMES HEEHX|E customcount EE count10] CHEF ZHAM e AMmlish|c},

CloudWatch Z2A E 344l A=Fst 2%

sehs7 Ux(sHol sHe ZMo| REES SIS ER Bof ZMolel HersH Uxlshs Bojpt ¥E= 7
M2 Rolg 4+ ULICH OI2{E BOIE EE XA ZMO{ol FI0) ABEE H2MSEE R0l AU

LICt. 0 & £04, SEARCH(' {MyNamespace}, "CustomCountl" ', 'Maximum', 120)t O|S

0| MyNamespace@l HIZAHO|A0 X|E O|F, At ¥ O|F £ A 22 U= F2 YeEE E2Atd
CustomCount1e #&L|Ct 2L} SEARCH(' {MyNamespace}, "customcountl" ', 'Maximum',
120) IE= SEARCH(' {MyNamespace}, "Custom" ', 'Maximum', 120) A2 0| EXlPS 3 X|
ef&Lct

0
FH

Erd A Z3HA0M 22 UX| 02t MEF UX| 018 AHFE = JU&LICH ol § S0,

SEARCH(' {AWS/NetworkELB, LoadBalancer}, "ConsumedLCUs" OR flow ', 'Maximum',
120) <= O|&0| consumedr.cus?! Elastic Load Balancing X| £ & gH&H5t0d f1ow E20| Z & El Elastic
Load Balancing X|E == R 25 EHEHEFLICH
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SEARCH(' InstanceType=micro ', 'Average', 300)
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SEARCH(' (EC2 OR EBS) AND ReadOps AND ProjectA ', 'Maximum', 120)
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SEARCH(' {AWS/EC2,InstanceId} MetricName="CPUUtilization" ', 'Average', 300)
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SEARCH(' MetricName="CPUUtilization" AND ("AWS/ECS" OR "AWS/ES") ', 'Average',k6 300)
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SEARCH(' NOT Namespace=AWS ', 'Average',6 120)
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{
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}
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topic
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{
"Subscriptions": [
{
"Owner": "111122223333",
"Endpoint": "me@mycompany.com",
"Protocol": "email",
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Create Alarm

(Per-Instance Metrics By Auto Scaling Group By Image (AMI)Id  Aggregated by Instance Type  Across All Instances

1. Select Metric 2. Define Alarm
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Alarm Threshold

Provide the details and threshaold for your alarm. Use the graph on the right to help set the
appropriate threshold.

Name: | myHighCpualarm

Description: | cpy ysage exceeds 70 percent
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Actions
Define what actions are taken when your alarm changes state.
Notification Delete
Whenever this alarm. | sizie i ALaRM v
Send notification 10! | 1y topic | New list Enter st €
Email list: | pegmycompany. con
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2. Of2Het ZHo| put-metric-alarm BHEE AHE5t0{ ZEE Mg LICt

aws cloudwatch put-metric-alarm --alarm-name cpu-mon --alarm-description "Alarm
when CPU exceeds 70%" --metric-name CPUUtilization --namespace AWS/EC2 --statistic
Average --period 300 --threshold 70 --comparison-operator GreaterThanThreshold --
dimensions Name=Instanceld,Value=i-12345678 --evaluation-periods 2 --alarm-actions
arn:aws:sns:us-east-1:111122223333:my-topic --unit Percent
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aws cloudwatch set-alarm-state --alarm-name cpu-mon --state-reason "initializing"
--state-value OK
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aws cloudwatch set-alarm-state --alarm-name cpu-mon --state-reason "initializing"
--state-value ALARM
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2. ot2Het Z ol put-metric-alarm BHEES AtE5t0{ ZEE HMgLICt

aws cloudwatch put-metric-alarm --alarm-name lb-mon --alarm-description "Alarm

when Latency exceeds 100s" --metric-name Latency --namespace AWS/ELB --statistic
Average --period 60 --threshold 100 --comparison-operator GreaterThanThreshold --
dimensions Name=LoadBalancerName,Value=my-server --evaluation-periods 3 --alarm-actions

arn:aws:sns:us-east-1:111122223333:my-topic --unit Seconds
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Amazon CloudWatch A2 AT A
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aws cloudwatch set-alarm-state --alarm-name lb-mon --state-reason "initializing" --
state-value OK

E MENE orOM ALARMS 2 H4738tLIC}.
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aws cloudwatch set-alarm-state --alarm-name lb-mon --state-reason "initializing" --
state-value ALARM

c. BEo|CiE ol YBIS WASS FHUFLICH

0o
ol
hvd
|>
il
i}
Ral
>
i}
o

AWS Management 2&& A
795 Ad%d
oL = O

Ctz ttAlo] 2k AWS Management &2 AH&35H01 Amazon EBS XMZ|E 2 7|8t 2 5tz ZEE otEL
Ct.

OlHYE ELHE 2EEIX| MEIF BEE BFEtiH

1. https://console.aws.amazon.com/cloudwatch/0l A CloudWatch &2 iL|ch.

2. EtM RtO|M AR Y MMe MEistLC)

3. EBS X|EO0|M X|E HFE MEHEFL|C}.

4. EEI VolumeWriteBytes X|E 7} Qe &2 MEHFFLICH.

5. 7ol 4 Wrs MEdFLICt 7|7to| B2 5B S MEFLICH S S MEfgLICE

6. ZAE A Ztol ZEo| 118t 0|F(0l: myHighWriteAlarm)Z ZE0f CHEH AH(od:
VolumeWriteBytes exceeds 100,000 KiB/s)2 Q2d&fL|C} ZHE O|E2 ASCII EXF2F Z &3
OF gFLch

7. OS2 32 g4 =Ho A >E M5t 1000002 URABLICE 7|7H0] ¢4 7|7t 2 158 Q248 L
Ch.

2 0|2l 271 oteioll (A Ztol aeiEez EAIEII—IEP
gC 4|0|E1 i°|E7F BE e HES E2|HsX| &t =& F7+ HE 0| +& Cl|o|E ®ME|ol|M FA(B

[o0]
2 HL Hr oN

ek el | 7"E7|' drdligh A2 gafof A &EN7F ALARMRILICHE MEHFILICEH 23 ELiZ|0M Z|&E
SNS =M E A._‘|E”o|'7-||—|' AH grSLct
SNS =M E ddstedH M S52 MEHFLICH 22 2ELH7]0l SNS A O|&(: myHighCpuAlarm)
2 35t1 ZE7t arary HEHE HEAE M 222 EL O|HY FL S52 2/EE FE50{ O|HY
S50 gLt ZF olHY =42 FA 75 20l o|HYo| MEH |—|Ef. MR LSS &olsHok
gt ol oY FARE °*E'O| S E £ Usuoh

10. 42 ddg MEiFLCE

AWS CLIE AF235101 AER|R| A2 ZE M-

CtZ EAoff 2t AWS CLIE A&5H0{ Amazon EBS *2|E 2 7|Eto & st= 2 & BHELICH

88


https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch AF AT4A]
CIARIAE BX|, &, MER &= S75t= CE 4y

OlHYS ELls AEEIX| XM2|E BEE otse{™
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BHELICH
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aws cloudwatch put-metric-alarm --alarm-name ebs-mon --alarm-description "Alarm when
EBS volume exceeds 100MB throughput" --metric-name VolumeReadBytes --namespace AWS/
EBS --statistic Average --period 300 --threshold 100000000 --comparison-operator
GreaterThanThreshold --dimensions Name=Volumeld,Value=my-volume-id --evaluation-
periods 3 --alarm-actions arn:aws:sns:us-east-1:111122223333:my-alarm-topic --
insufficient-data-actions arn:aws:sns:us-east-1:111122223333:my-insufficient-data-topic

3. set-alarm-state BHO 2 BE HEIE ZANZ 48510 ZEE HAEFLICH

a. ZdH AMENZE INSUFFICIENT DATAO|M oxZ B47Z3gFL|Ct

aws cloudwatch set-alarm-state --alarm-name ebs-mon --state-reason "initializing"
--state-value OK

b. ZE MEIZ ox0IM ALARMS 2 B1ZABtLICE

aws cloudwatch set-alarm-state --alarm-name ebs-mon --state-reason "initializing"
--state-value ALARM
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aws cloudwatch set-alarm-state --alarm-name ebs-mon --state-reason "initializing"
--state-value INSUFFICIENT_DATA
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aws iam create-service-linked-role --aws-service-name events.amazonaws.com
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+ ec2:DescribelInstanceStatus % ec2:DescribeInstances - Amazon EC2 QIAEIA AME} X|E 0
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CloudWatch Synthetics is in open preview. The preview is currently available in the following Regions:

. 0|2 SRl =&

- 0= 88(R3t0|R)

- 01 MR (ZIZ Lo} S5 x|of)
. 0l M)

- 7HLH:+(§—='r

. %E.;(Ed':d)

- SE(@E)

« OFA|ot (= R)

« OtAlot EfEA(ME)

« OtA|ot Ef B (&7IZE)
« OtA|ot Ef B (AIEL)
« OtA|ot EfE X (FHIOl)
- HotHlElzhdues

The preview is open to all AWS accounts and you do not need to request access. Features may

be added or changed before announcing General Availability. Don’t hesitate to contact us with any
feedback or let us know if you would like to be informed when updates are made by emailing us at cw-
synthetics@amazon.com

Amazon CloudWatch Synthetics& Al&5t™ FtLtE|0LE 4510 QIEZQIEQ APIE ZLIEHTE &= U&
Lict ZiLt2lote 120t SUE ZEE 2D SUS HYS sste 7 7ts8t AT REQLICE 0|
S nZo| oM Do AHT F|Ae| MH|A 718 ME 2R 0M & = U&Lich

FHLIE|OLE B AlSat L BT R AME £ USLICH oIotE FHLEElobs EE $F M ot 24 Al
UHE & SIELICE Sl lote L B ol o] 713 AT AT AIZHE HeIsh S AlZE CIOJE] & US|
Fe4re MEE 4 el

FtLt2lof H4 S AR Al TTEqsiol & 2ok 2ol CHEr AHMIEH LI 2 Synthetics ZFLtE[otodl CHEF EoF 11

CloudWatch Synthetlcs._ CloudWatch ServiceLens@t 2t=45} 7| & & ElLICt. ServiceLens= CloudWatch@t
AWS X-RayE S& 5104 MH|A0f CHEE MA|AOI E7|E MSEo2M ECt 2 88Ho =2 H5 85 dHa2
motetn FE¥S '?:*E ALERHE AlE & QA ELICH CloudwWatch Synthet|csE At 3tod et FHLtE|
Oh= ServiceLens AH|A 4ol LIEFLELICH ServiceLensOll CHEH XEAISH LIS 2 ServiceLensE A& 6104 off
Zz|A0|Mo| HEf ZLIEIE (p. 106) BHHE HZSHAAIR.

+ CloudWatch 7tLt2[otol| E 5t o8t 2l H$t (p. 98)

o FtLt2(of M (p. 101)

. FHLIEIOF S U MIE HE E7] (p. 103)

« FhLEE[OF A A (p. 104)
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CloudWatch ZtLt2[0}0f] Ee3F Jg & HEt

CloudWatch Synthetics is in open preview. The preview is currently available in the following Regions:

« 0I5 SF(HXILIOF 5=
- 0I5 87(25t0[2)

« 0I5 MF(ZEIZLIoF 57 X[%)
. 02 ME(EE)

« &R

- RE(ZZIFEE)

- RURLSEE

- RHE(OILHE

- REEE)

- RE(TE)

+ OtAlo} EHE (=)

« OtAlo} EFE (M)

* OHAlo} BB (L7HER)
* OtAlo} EHEY(AIEL)
+ OtAlo} B Y (FHHOI)
- HotHlzlFH Yot F

The preview is open to all AWS accounts and you do not need to request access. Features may

be added or changed before announcing General Availability. Don’t hesitate to contact us with any
feedback or let us know if you would like to be informed when updates are made by emailing us at cw-
synthetics@amazon.com

FtLtZlor M8 HE 2 stLtE|o HIAE M- ZA1E 2248 CloudWatchSyntheticsFullAccess =&
CloudWatchSyntheticsReadOnlyAccess7t P E(|0{ Rl= IAM AL A2 23018 oF B LICH E2&0MH 2E
Synthetics CI|O|E{E 2122{™ AmazonS3ReadOnlyAccess, CloudWatchReadOnlyAccess &2 T EHQ 8L |
Ch. EE8F FtLE2[0bIt A8 SlE A4 A EE 2 2{M AWSLambdaReadOnlyAccess 20| 2 L|Ct.

FtLIZ|otE MAdEt 4~ 9lo B4H CloudWatchSyntheticsFullAccess X2 tEE= 0|9 S AbsH BB Elgt2 717
IAM MEXtE Z2Ql8of g LCH B BHE FELE2[Ok] A IAM 23 &0 ‘WM E|H CHS Qletel WA MHE
oot

M

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy"

1,

"Resource": [
"arn:aws:iam::*:role/service-role/CloudWatchSyntheticsRole*",
"arn:aws:iam::*:policy/service-role/CloudWatchSyntheticsPolicy*"

]

}
]
}
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CloudWatchSyntheticsFullAccess

CloudWatchSyntheticsFullAccess X2tio| L2 CtS 1t Z&LCh.

"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action":[
"synthetics:*"
1,

"Resource":"*"

"Effect":"Allow",

"Action":[
"s3:CreateBucket",
"s3:PutBucketEncryption",
"s3:PutEncryptionConfiguration”

1,

"Resource":[
"arn:aws:s3:::cw-syn-results-*"

"Effect":"Allow",
"Action":[
"iam:ListRoles",
"s3:ListAllMyBuckets",
"s3:GetBucketLocation"
1,

"Resource":"*"

"Effect":"Allow",
"Action":[
"s3:GetObject",
"s3:ListBucket"
1,

"Resource":"arn:aws:s3:::cw-syn-*"

"Effect":"Allow",
"Action":[

"s3:GetObjectVersion"
1,

"Resource":"arn:aws:s3:::aws-synthetics-library-*"

"Effect":"Allow",
"Action":[
"iam:PassRole"

1,
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"Resource":[
"arn:aws:iam::*:role/service-role/CloudWatchSyntheticsRole*"
1,
"Condition":{
"StringEquals":{
"iam:PassedToService":[
"lambda.amazonaws.com",
"synthetics.amazonaws.com"

"Effect":"Allow",
"Action":[
"iam:GetRole"
1,
"Resource":[
"arn:aws:iam::*:role/service-role/CloudWatchSyntheticsRole*"

]

"Effect":"Allow",

"Action":[
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics"

1,

"Resource":"*"

"Effect":"Allow",

"Action":[
"cloudwatch:PutMetricAlarm",
"cloudwatch:DeleteAlarms"

1,

"Resource":[
"arn:aws:cloudwatch:*:*:alarm:Synthetics-*"

"Effect":"Allow",

"Action":[
"cloudwatch:DescribeAlarms"

1,

"Resource":[
"arn:aws:cloudwatch:*:*:alarm:*"

"Effect":"Allow",

"Action":[
"lambda:CreateFunction",
"lambda:AddPermission",
"lambda:PublishVersion",
"lambda:UpdateFunctionConfiguration"

1,

"Resource":[
"arn:aws:lambda:*:*:function:cwsyn-*"

"Effect":"Allow",

"Action":[
"lambda:GetLayerVersionByArn",
"lambda:GetLayerVersion",
"lambda:PublishLayerVersion"
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1,

"Resource":[
"arn:aws:lambda:*:*:layer:cwsyn-*",
"arn:aws:lambda:*:*:layer:Synthetics:*"

CloudWatchSyntheticsReadOnlyAccess

CloudWatchSyntheticsReadOnlyAccess MAo| Lig2 Cl20 Z&LCt

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"synthetics:Describex",
"synthetics:Get*"
1,
"Resource": "*"
}
]
}

FtLEE|oF &S

CloudWatch Synthetics is in open preview. The preview is currently available in the following Regions:
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The preview is open to all AWS accounts and you do not need to request access. Features may

be added or changed before announcing General Availability. Don’t hesitate to contact us with any
feedback or let us know if you would like to be informed when updates are made by emailing us at cw-
synthetics@amazon.com
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The preview is open to all AWS accounts and you do not need to request access. Features may

be added or changed before announcing General Availability. Don’t hesitate to contact us with any
feedback or let us know if you would like to be informed when updates are made by emailing us at cw-
synthetics@amazon.com
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The preview is open to all AWS accounts and you do not need to request access. Features may

be added or changed before announcing General Availability. Don’t hesitate to contact us with any
feedback or let us know if you would like to be informed when updates are made by emailing us at cw-
synthetics@amazon.com
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« ECS %24 HM9o| g — Amazon ECS= O| Q& Ar&5to ZAEIO|LHE Aot Al&ELICEH O]
dsr2 o|0| ‘HA T B AmazonSSMReadOnlyAccess, AmazonECSTaskExecutionRolePolicy %!
CloudWatchAgentServerPolicy &g ali' 2d&tol| =g LICH.

Amazon ECSOIM AFR317| I8l ol £ 28 C|OIEIE XM&tslo st AL RHMIEH LIRS Z 28 o|o|E] |
S AESAAL.
IAM 38 A4 Mofl CHEF AFAIEH LIRS 1AM 8 A e IR SHAAIR.
Of0|ME FAE SSM m2t0|E| AE0{0d X%
C

O0|ME T4 mtedof Ct§ 40| !

rr

7;| = o]

{
"logs": {
"metrics_collected": {
"emf": {}
}
}
}

OO|ME 4 & SSM 1}2HO|E| AE 00| YZ =5t H™

1. OO|IME Fd LI82 24 ¥ /tmp/ecs-cwagent. json0l| E&LICH
2. CI2 BES UHELICH regiong E{AEH9 EIHS 2 HHELICH

‘aws ssm put-parameter \

109
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Amazon CloudWatch AFE A40EA]
CloudWatch 0f0|ME 4! X-Ray Ci|2 HHZE

-—-name "ecs-cwagent" \

--type "String" \

--value "“cat /tmp/ecs-cwagent.json™" \
--region "region"

ol atefo| Bl EC2 AlSt R 88 AHBE K| OFLIH Fargate At R 82 AFSEX| ofo] mat CHELIC

| o o
EE TS5 FH YEE X-Ray HlE222 ©MEELICH

/tmp/ecs-cwagent-ec2.jsondt Z2 2Z JSON It of| CtS 2] Ho|E SAMEfLICt ChS 1 20| &t
2l EAIRHE HHELICH

+ {{ecs-task-role}}S ECS & 248 0| ARNSZ H}ZLIC}

s {{ecs-task-execution-role}}= ECS & Al&l o4& 0| ARNSE HtHELICH

+ {{demo-app-image}} & X-Ray SDK && 0| &s}El ofZ2|71|0|M o|0|X|Z H}ELICt demo-app2l
O|E2 ALE At 1 Ro| o EE|AHI0|M O|§ 22 HAELICE

« {{region}}2 ZE|O|{of CHEt ETE T&tEd= AWS E|T12| O|F2Z HEELICE 0f, us-west-2.

{
"family": "ecs-cwagent-ec2",
"taskRoleArn": "{{ecs-task-role}}",
"executionRoleArn": "{{ecs-task-execution-role}}",
"networkMode": "bridge",
"containerDefinitions": [
{
"name": "demo-app",
"image": "{{demo-app-image}}",
"links": [

"cloudwatch-agent",
"xray-daemon"

1,
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-create-group": "True",
"awslogs-group": "/ecs/ecs-cwagent-ec2",
"awslogs-region": "{{region}}",
"awslogs-stream-prefix": "ecs"
}
}
Iy
{
"name": "xray-daemon",
"image": "amazon/aws-xray-daemon:latest",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-create-group": "True",
"awslogs-group": "/ecs/ecs-cwagent-ec2",
"awslogs-region": "{{region}}",
"awslogs-stream-prefix": "ecs"
}
}
Iy
{
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"name": "cloudwatch-agent",
"image": "amazon/cloudwatch-agent:latest",
"secrets": [
{
"name": "CW_CONFIG_CONTENT",
"valueFrom": "ecs-cwagent"
}
1,
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-create-group": "True",
"awslogs-group": "/ecs/ecs-cwagent-ec2",
"awslogs-region": "{{region}}",
"awslogs-stream-prefix": "ecs"
}
}
}
1,
"requiresCompatibilities": [
"EC2"
1,
"cpu": "256",
"memory": "256"

-

CHS B =stod 2] Holg WHELICH ({region} & S{AE L E|H2 2 HiELICH

aws ecs register-task-definition \
--cli-input-json file:///tmp/ecs-cwagent-ec2.json \
--region {{region}}

Ct= HWHES =450 2 ARELICE {{cluster-name}} & {{region}}2 EAES 0|F Y 2

Sy
Moz HELICH

aws ecs run-task \
-—-cluster {{cluster-name}} \
--task-definition ecs-cwagent-ec2 \
--region {{region}} \
--launch-type EC2

2] £ MMErLict. o] oilA|oil A ZdEl0]L] “demo-app” X-Ray SDK X|EZ CloudWatch 01/0|
EZ ME5n £ HEE X-Ray HIE2Z M&ELICH

/tmp/ecs-cwagent-ec2.jsondt Z2 2Z JSON It of| CtS 2] Ho|E SAMEfLICt ChS3 20| &t

2| EARHE HhELICH

+ {{ecs-task-role}}= ECS & 248 9| Amazon 2|4 A O|F(ARN)2Z HFELICH

s {{ecs-task-execution-role}}= ECS Z¢] Al 248 0| ARNS Z HIEL|C}.

+ {{demo-app-image}}E X-Ray SDK && 0| &s}tEl ofZ2|71|0|M o|O|X|Z H}ELICt demo-appll
O|E2 ALE At 1 Ro| oEE|AHI0|M O|§ 22 HAELICE

« {{region}}2 ZIEO|L{0l CiEt ZOE T&ted= AWS 2|F12| O|E2Z HFELICH of, us-west-2.

"family": "ecs-cwagent-fargate",
"taskRoleArn": "{{ecs-task-role}}",
"executionRoleArn": "{{ecs-task-execution-role}}",
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"networkMode": "awsvpc",
"containerDefinitions": [
"name": "demo-app",

"image": "{{demo-app-image}}",
"logConfiguration": {

"logDriver": "awslogs",
"options": {
"awslogs-create-group": "True",
"awslogs-group": "/ecs/ecs-cwagent-fargate",
"awslogs-region": "{{region}}",
"awslogs-stream-prefix": "ecs"
}
}
Iy
{
"name": "xray-daemon",
"image": "amazon/aws-xray-daemon:latest",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-create-group": "True",
"awslogs-group": "/ecs/ecs-cwagent-fargate",
"awslogs-region": "{{region}}",
"awslogs-stream-prefix": "ecs"
}
}
Iy
{
"name": "cloudwatch-agent",
"image": "amazon/cloudwatch-agent:latest",
"secrets": [
{
"name": "CW_CONFIG_CONTENT",
"valueFrom": "ecs-cwagent"
}
1,
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-create-group": "True",
"awslogs-group": "/ecs/ecs-cwagent-fargate",
"awslogs-region": "{{region}}",
"awslogs-stream-prefix": "ecs"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "512",
"memory": "1024"
}
Che B2 2stol 2ol HolE MMBILICH ((region) )& B2IAE(Ql BToR HhELICH

aws ecs register-task-definition \
--cli-input-json file:///tmp/ecs-cwagent-fargate.json \
--region {{region}}

Fargate 2242 E{7} 0|0O| """oEIO-I AE B¢ Uz dge ¥ Ho |E ASstod TIPS AME = AGLICH
O} %] Fargate 222 E{7t 9i= F 7| 218
d2 HESHAIR.

n
ro
r [
E 0
=
X
§
:."':
ok
>
x
o
=
olo
rlo
x
T
[ 1
-4
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_GetStarted_Fargate.html#first-run-service
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_GetStarted_Fargate.html#first-run-service

Amazon CloudWatch AFE A40EA]
CloudWatch 0f0|ME 4! X-Ray Ci|2 HHZE

Amazon EKS = KubernetesOll CloudWatch 0| O|ME 3! X-Ray
o= b=

0| FA|olAHE Amazon EKS EEE KubernetesOll X-Ray B2 & CloudWatch 00| EE Mx|5HE gedoll Cf
s AHErLIct

Amazon EKS EE &= KubernetesOl X-Ray Gl = HHE

Amazon EKS & KubernetesO| CloudWatch 00| E & X-Ray O£ 2 MX[57| /50 HHE HMHEHE A
£ U&LICH

ok

CloudWatch 00| E 4! X-Ray HIE & Amazon EKS EE = Kubernetes0l| A x|5t2{H

1. EC2 QIAEA K= Kubernetes X AL = =0i 4ZAE! IAM &0 CloudWatchAgentServerPolicy &
AWSXRayDaemonWriteAccess o*—' | AZE|o] U=X| =elEhLct.

2. L} BPS UH”ELICH

curl https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-container-
insights/master/k8s-deployment-manifest-templates/deployment-mode/daemonset/cwagent-
fluentd-xray/cwagent-fluentd-xray-quickstart.yaml | sed "s/{{cluster_name}}/cluster-
name/;s/{{region_name}}/region/" | kubectl apply -f -

0| B0 A= CloudWatch Ol0|ME 3! X-Ray CIE 2| thHE A&of CHaH A s|ct.

o W2 MYE2 ChS oY L2 7 kubectl apply -f WHE2 & X-Ray OIE2S MxIgL|CH

apivVersion: apps/vl
kind: DaemonSet
metadata:
name: xray-daemon
namespace: amazon-cloudwatch
spec:
selector:
matchLabels:
name: xray-daemon
template:
metadata:
labels:

name: xray-daemon

spec:
containers:

- name: xray-daemon
image: amazon/aws-xray-daemon:latest
imagePullPolicy: Always
ports:

- containerPort: 2000
hostPort: 2000
protocol: UDP

resources:

limits:
cpu: 100m
memory: 256Mi

requests:
cpu: 50m
memory: 50Mi
terminationGracePeriodSeconds: 60
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CloudWatch 0f0|ME 4! X-Ray Ci|2 HHZE

it 2 M2 T7{ 0|0|X| HZ/B|O0I8 1.231221.0 O|4 EE&= |4 HTE AL 5104 CloudWatch O 0|HE
£ dlo|E & LIC}. https://hub.docker.com/r/amazon/cloudwatch-agent0i|A{ O|0|X|& &Qlg 4= Q&L
Ct.

X-Ray SDK7} E2{AE{ 0| L 2| HEE 22 = UL S 57| flsH & Hd™2 7 o|0|X| T/
Bl0l& 1.231221.0 O|4& == Z|Al HEE A& 5H0{ CloudWatch O O|MEE H|O|E & LICH. https://
hub.docker.com/r/amazon/cloudwatch-agentoi| A O|0|X|E & Qg &~ Ql&LICt

X-Ray SDK7} 22{AE{ 0| L 2| HEE 22 = UL S 57| fla thE d™HoM Chs 28 =7t ZF
El a2 MAISH £ kubectl apply -f WD 7 ME3M&LICH

# create role binding for XRay SDK to read config map
apivVersion: rbac.authorization.k8s.io/v1l

kind: Role

metadata:

name: container-insights-discovery-role

namespace: amazon-cloudwatch

rules:

- apiGroups:

resourceNames:
- cluster-info
resources:

- configmaps
verbs:

- get

apiVersion: rbac.authorization.k8s.io/v1l

kind: RoleBinding

metadata:

name: service-users-cloudwatch-discovery-role-binding
namespace: amazon-cloudwatch

roleRef:

apiGroup: rbac.authorization.k8s.io
kind: Role

name: container-insights-discovery-role
subjects:

- apiGroup: rbac.authorization.k8s.io
kind: Group

name: system:serviceaccounts

W= A% X-Ray SDK X|EZ 4 A5t CloudWatch O|0|ME ZEE EA|BLICH 7|2 ZEE= UDP
258882L|C}.

ports:
- containerPort: 25888
hostPort: 25888
protocol: UDP

it E MHE2 o O|ME F4 JSONE CFE JSONO| /U= X-Ray SDK X|E T30t HEH gLt

"logs": {
"metrics_collected": {
"emf": {}
}
}
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Amazon CloudWatch AF AT4A]
MH|A B AL

Amazon EC201 CloudWatch 00| ME 2! X-Ray G| H{ZE

CloudWatch O O|ME & X-Ray C|lE 2| & MX|= CFS CloudWatch O O|ME 74 MM oM & F 7t
501 Amazon EC20{ M ServiceLensE &5t5t7|0l SE2FLICH of|O|HE Mx[of CHE XFAMIE LIS 2
CloudWatch 00| E A %[ (p. 190) B2 E A 3HAA|2. CloudWatch MO E 44 mQlof| CHEH REAIEH
LIE2 CloudWatch MO|ME T It US 502 MM = HE (p. 227) S FXMAI2.

CloudWatch 0O|HEE FEE mf 7+ ool CtS MM Z 3 erLict

{
"logs": {
"metrics_collected": {
"emf": {}
}
}
}

MHIA Mg E24H AWS
2 ServicelLens Hi Z (p. 1

—_.

PR S AIAIQ

EE8t CloudWatch 2&2 = = U&= TEHO OfL|2} AWSXrayReadonlyAccess EHEI-E HHO| Qle HH
of 2 1lsHoF gct. LIS 2 IAMOIA AWS X-RayE A8 3t 24! & Amazon CloudWatch CHA|
HE A& (p. 16) B 2 :

Mo sy
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to

MHIA M ALE S AlRf5HEH

1. https://console.aws.amazon.com/cloudwatch/0i| A CloudWatch 2£& iLIC}.

2. EfA 3ol M Service Map(MH|A BH)S MEHSHL|CH,
MH|A o] LIEFE LICH Chs S 20| Z& o] &Lch

z
FAWS MHIA 2 AL AL X o Z 2|7 0|Mo| ¢ = “cEV2 EAIELULCH ZH L E

- FHg gystE
ol 37|e s MH|IAR O|SstE FHE ¥l 40X +& LIELIC

« JHERE EE L E 2ol AE2 L EE WESE MR EAFLCH 7IEMeR Mo| FAE Y
LE Zhol FME 2F-o| o £ LIEHLIC
2EZ YHO| EEO2 & M85101 . E A IHEXIE| 37| ZHo| FHE Y +8 ASEX|
OFLIT B@ X|2A AZHS AISEX| MY = AgLIc 2E == U 7HERI2(of Chal YHE 2718
MESIEE Mg =5 lgLch

« LEO| TIUHE %ol “2Et0[AUE"Z EAIELICEH “22t0[AUE"E ¥ M Ecf=t FHE AP H
U ¥e 25 LELIC

« FEMNOR WM FEM T HAMOR Q20| EAIE 2o 2X7F U&LICEH O2{E L Eof
CHEt Uf FME QYols 2, 27 EE S HY0| UGLICH MY = Mo| M2 g2 EH 7
£ FME QYo g2 LIEHHELIC)

« LE of SET QIE 420l /o™ oiE EoF ##E CloudWatch ZE & stLt 0l 0] BE
Efoll QL& LTH

3. ZIEXMoR MO H|0|E= 7HE 22 6AlZt SOl Cllo[E{ LTt 7|Zhof Alzh Zj|ls HPSEdH &t
HREZ 2ol e HEES AL LICH ZAIE AlZh Hels 2|0 6AlZHOIM 2474 307t X| 7hs &L
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https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-filters.html#console-filters-syntax

Amazon CloudWatch AF AT4A]
ServiceLens 24| 12

4. T HE{O|A BHEHEH =Xl SH A7t BEZE LHEHHE SIAET#D Z 7 FM2 EAlStE £E
E{M 3l ofp|B o2 A3 EFLIC

Ho[x|olE FHg FHsts 24 MAHETH 2&E EFAEIRI0| EAIELICH i stsE 8
25104 7} 22 HEICIOIE|S B MIHES Mefgich 208 HAZE 4 s £
HEE =3 F0| Etdetel of2foll EAIELICH

O3 Ch8 MEfX{o 2 CloudWatch Logs Insightstl M lilE 21 58 2 ¢+
View in CloudWatch Logs Insights(CloudWatch Logs InsightsOil A £7))& 4
= BHLCh

=30
i
l_l C

|CF. Of=d7| st24H
t& #el dds

« Amazon EC2 E = Amazon EKSOH et 23 &=0| EAIEX| i 4
eid|o|E 5l oF o+1_||:+. AEMIBE LI 2 AWS X-Ray HHZE (p. 107) B HESHAAL.

« ServiceLens= O|E£0| /ecs/E Al&tst= 21 2120|2074 0]5t9! ZA<048t Amazon ECSO]| CHEt
2O 58 EAIELLCH

. Xl Fargate FXof| CHEt 21 =2 AL E £ giaLch.

. - —_
ServiceLens X sHZ&
Ct2 B2 CloudWatch ServiceLensH| EX|7t e B2 E20| 2 £ U&LICH

Ll 237} 25 EA|ILX| &S

ServiceLensOll ZAIL|E§ 2O & FM5t= WS Mu|Aof et CHELICEH

ojo

« APl HO|ES0]| 2= API HO|ES| 0| 2Z 0| MHEE B LIEFLICE.
+ Amazon ECS & Amazon EKS 21 & #|Al H{F19| X-Ray SDK 2! CloudWatch 0I|O0|HEE AFS35lE B2
LIEFEFLICE. 7<HH|°P LI ServicelLens HIZ (p. 107) BHHES AT AA2.

* Lambda 2= QE ID7t 23 50| U= B LIEILLICH 0| FRE O Z0of LIEE &%
OF drMsh |Ct AE AlZo| =X D7} AHS E EZEEX| ot CIE BR0l=e FHIDE 522 X8
& = &Lt

Runtime 2 EIL =0 2™ D7 AIE 22
I\I\ = L‘|77|-’7
Java context.getLogger.log od

aws-lambda-java-log4j2
Java System.out.printin oL
Python context.log of
logging.info/error/log/etc...
Python print otLR
Node.js context.log o

console.log/info/error/etc...
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MH|A ol L] ZE7} 25 EAIZX| oS

Runtime g

S =
dotnet context.Logger.log
Console.WriteLine()
Go Fmt.printf
log.Print
Ruby puts

MH|A Mo LY BE

250 2F D7 RIS2E2
UELITH?

ARE

ot

ot

oL

D& EAZX S

ServiceLens= lilE =9} ¢1ZAE ZE 7 ALARM & E{QI B0iT = =of CHSF A1 ol0|2 S EAIELICEH
ServiceLens= LI =C|E AI85l04 ZEE =9 ¢4Zg Lt

« 7} AWS MHIAE LIEHLE B2 oH':"' MH[AL}F @
ZELICH o|& £01AWS: :Kinesis Y
7|8e 2 ot BE BAEet dZAEL O
L EJF AWS E|AAE LIEHNE B2 &
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ZE AWS Z|lAAT M8 LEZ EAIEE [ ofHLICt UE AWS MH|AE MH|A0 CHEE 2E 2%
Bl =2 EAELCH CHS ElAA RER2 ElAAE L E P?:MI “AIQLIEP
* AWS::DynamoDB: :Table
* AWS::Lambda: :Function
Lambda &&= F /el = EZ E A|E|=0| tLH= Lambda ZAElO|L0dl CHE Z30|1 StLtE &40l CiEt
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* AWS::ApiGateway: :Stage
* AWS::SQS::Queue
* AWS::SNS::Topic

L MH[A

2 M8

Hoil LHF Lg8 L3

X-Ray 15 5to{ WE o] We

Al2.
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{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
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"Action": "sts:AssumeRole"
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"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
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"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "org-id"
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CloudWatch Contributor Insights is in open preview. The preview is open to all AWS accounts and you do
not need to request access. Features may be added or changed before announcing General Availability.
Don’t hesitate to contact us with any feedback or let us know if you would like to be informed when
updates are made by emailing us at contributorinsightsfeedback@amazon.com
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CloudWatch Contributor Insights is in open preview. The preview is open to all AWS accounts and you do
not need to request access. Features may be added or changed before announcing General Availability.
Don't hesitate to contact us with any feedback or let us know if you would like to be informed when
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Amazon CloudWatch AFHE MM
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"Schema": {
"Name": "CloudWatchLogRule",
"Version": 1
Iy
"LogGroupNames": [
"API-Gateway-Access-Logs*",
"Log-group-name2"
1,
"LogFormat": "JSON",
"Contribution": {
"Keys": [
"$.ip"
1,
"ValueOf": "$.requestBytes",
"Filters": [
{
"Match": "$.httpMethod",
"In": [
"PUT"
]

]

Iy
"AggregateOn": "Sum"
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CHSH 20| W AELICH |8 NECI B2 20 OS2 A2 AMSH o 7|X| &2 30| grae
£ U&LICh RFMIE LI& 2 Amazon CloudWatch 222 EHZEFHAAIL.

LogFormat

2% %42 gson L cLrdLCt.
Contribution

ol Z4x|oll= %|CH 47H2] HE7I Q= Keys I, MEHE O 2 THY valueof L MEHR{O 2 A|CH 4719]
Filters7} Q& HiQgo| ZEELICH

7
7|0xE 2R5te AHSE ALSE 2|0 4710 2 EHEo| BHEULICH F 7 ol& el 71§ =I5HH
7loi cHet Ztztol Bt 2t XE 0| IRE 7ITXE 71|A|'E|L—|E|' LIE= JSON £ 4 27|HE M
&3toqd X|sHoF Lt

ValueOf
(ME AR suME Aggregateon®| 222 X|H5t= F<o0iTt 0| %ﬁ% X’Eg Lt valueof= A}
e #= 21 HEE X|IYELICH ol R #E0AM 7|2X =2l 2O °FE°‘||A‘|°| gl S oAl
O| ZE Zto| & 74|§ ?é"g'ﬂl-—“:f olE &0 7|2RE U™ 7|zt %O._l' % BytesSentZ HZ o|‘E4I_ a=

ValueOfE& BytesSent® A% 51T Aggregateon0ll sumE X|HFLIC.
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=g
(MEH ALE) 2o Mol Z8HE 20 O|HE S| HRIE &517 | ?I5H x|cH 4709 LE{7t U= BHIPEE RIHE
LICt. o3 HEE RIH oP':H Contributor Insights= =2Z| AND @44tXHE At&3tod TE|E HIHELICE. Of

S e A B0l MoK B G 2 OMEE BERIErIL Bl 7In A B Heistol i 542
Mg 4 st

1z
ok

HiE ol Zt M= Match HESQF AEE URIstE MK

o
=3
Match HEE ZEOM B7te 23 e g X|IYELICH 23 HEE JSON §d B4 7|42 ME3t
=]

Ux|etE MAF EEE In, NotIn, StartsWith, GreaterThan, LessThan, EqualTo,
NotEqualTo EE& IsPresent & StLtodof gFL|Ch QAMKF ZEJ} In, NotIn EE Startswith@! 4
2 zolst 2 XY 7o HH°"0| o SLIc}. Contributor InsightsE OR ._A._”(FE AP stod 22Xt Zk—l
st
=

I:I
LICH HiE2 ZICH 107He] EXtE 28 Z&E =+ UA&LICH

QMR E EJ| GreaterThan, LessThan, EqualTo & NotEqualToQl A< Hlm& B =X} Z10|
Foi Suct.

QMK ZET| IsPresent? B2 £l true E& false?Zt SLICH O] QAHAL= 21 O|HIEOf K|
ME 23 ZeTt el ofFol met 2 O|'i'i|E§ U X|AIZILICH isPresent= JSON £49| 2|=
oo Qe ZEo B ZFSELICH 0 & E04 c-count® Lx|slE 52 &= ZEE details.c-
count.cl Zt0| = 21 O|HEE HWII5HK| et&Lct.

ZE A= ChEE HZsHAMAIL.

{"Match": "$.httpMethod", "In": [ "PUT", ] }
{"Match": "$.StatusCode", "EqualTo": 200 }

{"Match": "$.BytesReceived", "GreaterThan": 10000}
{"Match": "$.eventSource", "StartsWith": [ "ec2", "ecs" ] }
AggregateOn

2% 7t2 counT L suMULICH g Sl EEE= valueof HEO]| X|HE ZE ZIo| §HE 7|ZcZ2 H
IME HAEK| 04 £ X|-Egict.

JSON &9 &4 27[H

Keys, ValueOf & Match EEE M Z7|H0| = JSON &4 EAIS 2 0{7|M $= JSON Zx[e| £
EE LIEtLICE O Flol= Ot R EQ 6t9 £89| O|F 2 7H8 FxAt EAtQ0| SLct. ofg] &4 BllEo|
X|#E L

ChE SHolA= JSON &4 49| R &8 oE 2o FLICH

$.userAgent

$.endpoints[0]

$.users[1].name
$.requestParameters.instanceld
CLF 2Z10f cist #=le| 7} EHE

CLF(YEH™ 23 HAl) 23 o|HIEo|= JSONI 22 ZE=of Cist 0|§ 0| 81&LICt. Contributor Insights T
20| A8 LEE MZ5t7| /8 CLF 20 O[HIES QIEAT} 126 AR oHe HIUR 328 4 UL
E_I- 01'% %O-I 7_5:| HI_-lle EEE lll"i = I:HIKH _u.||: E nonid x|x-|sl- 2 Q,JQL“:I.

17| &H ttE2{™M FieldsE ASFELICH O A 5t™ CLF ZE @{x|oi CHE O]
l&LICH ol E S04 Qx| “4"7} IPAddress7}t E|E & X|™HE 4= Ql&LICt X|& st
20| M Reys, Valueof 2 FiltersQ| MO 2 AISE -’r‘- U&LICEH
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C;22 rields ZEE AE35lE CLF 210 CHEt 7 &lo] of Lct.

"Schema": {
"Name": "CloudWatchLogRule",
"Version": 1
T
"LogGroupNames": [
"API-Gateway-Access-Logs*"
1,
"LogFormat": "CLF",
"Fields": {
"4": "IpAddress",
"7": "StatusCode"
T
"Contribution": {
"Keys": [
"IpAddress"
1,
"Filters": [
{
"Match": "StatusCode",
"EqualTo": 200

]
Iy
"AggregateOn": "Count"

Contributor Insights 7! 0| K]

0| EH4oi|= Contributor Insights T#2{2] AFE AtE|E Eo{F= M7t =

VPC 58 21: A4 L4 IP FAH HIOIE TS

L [oF]

ol
A

P
=

LIcH

"Schema": {
"Name": "CloudWatchLogRule",
"Version": 1

}I

"LogGroupNames": [
"/aws/containerinsights/sample-cluster-name/flowlogs"

]I

"LogFormat": "CLF",

"Fields": {
"4": "srcaddr",
"5": "dstaddr",
"10": "bytes"

}I

"Contribution": {
"Keys": [

"srcaddr",
"dstaddr"

]!
"ValueOf": "bytes",
"Filters": []

}I

"AggregateOn": "Sum"

VPC 58 E:HTTPS & 7t 7t B &
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{
"Schema": {
"Name": "CloudWatchLogRule",
"Version": 1
3
"LogGroupNames": [
"/aws/containerinsights/sample-cluster-name/flowlogs"
1,
"LogFormat": "CLF",
"Fields": {
"5": "destination address",
"7": "destination port",
"9": "packet count”
3
"Contribution": {
"Keys": [
"destination address"
1,
"ValueOf": "packet count",
"Filters": [
{
"Match": "destination port",
"EqualTo": 443
}
1
3
"AggregateOn": "Sum"
}

VPC 28 21 HE= TCP ¢4

"Schema": {
"Name": "CloudWatchLogRule",
"Version": 1

I

"LogGroupNames": [
"/aws/containerinsights/sample-cluster-name/flowlogs"

1,
"LogFormat": "CLF",
"Fields": {

"3": "interfaceID",

"4": "sourceAddress",

"8": "protocol",

"13": "action"

I
"Contribution": {

"Keys": [
"interfaceID",
"sourceAddress"

1,

"Filters": [

{
"Match": "protocol",
"EqualTo": 6

I

{
"Match": "action",
"In": [

"REJECT"

]

}

1
T
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"AggregateOn": "Sum"
}

Contributor Insights 21A £ 7|

EM OlolEel aeiz et w0 ofs Y7AE Z|TRe| =27t 7T S5& EedH OhE BHE WMEAA
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IHETME Ee{H
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https://console.aws.amazon.com/cloudwatch/0l A CloudWatch &S dL|C}H.
Et M 20f| A Contributor InsightsZ MEHEHL|CEH

N

2Bl AlEel & 50| U&LICH
EHS

3. 7 =SS0lM 72l o8 Mz

JeiEZ &= K| 3AIZH S0 #E| ZAtgE EAIFLICE e = otgiol Eoll= &2 107H2] Z| A7t Lot
U&Lct.

4. Eo| EAE 7|0xt & HEse{™ Jef= AErof U= Top 10 contributors(42| 107H2| 7| T XHE M
EH S LICH

5. B 7|oxtol Autgt ZAISHES I & TE{EstedH £ HaolM siE 7| TAHE MEdELCH 2 E
7|2 AHE CHA| R AlSHE{H el M S8t 7| D AHE CHA| ME4EFLICH

6. EIAMO| EAIE AlZt HRIE #HZEStEA™ T2z HEoM 15m, 30m, 1h, 2h, 3h EE= custom(AFE X}
XE)S MEELICH

B M9| 2|ch AlZt BRl= 24 A1ZHOIX|BE X|CH 15 Tof| A5t 24 |2t 7|Z2tS MEHE =~ Ql&LCt ot
72| 717t E MEHEE{H custom(AHS AF K| ), absolute(HCHZL)E MESSH CHS 7(7t2 X1 ELIC

7. ZInxte| HAH U =20l A8 El= 7Iztel Zo|E HEsEAH Jelx AEoll M period(712HE MEY
ChHZl 7|ztE Ed YR o 2 Amo|3 7t 7| gle Ol REE2 ET M7t ZEAELICH o 2 7|
Ztg MEistH Anto|3 7t LHEHE 7tsdol o &Lt

8. Ol Z2iZ & CloudWatch CHAIE =0f F=7}t6t2{™ 324 & THof Rl CHAIE =0 FIHE MERELICH

9. OlE1Meol 21 ago| #Hel &xtof 0O|2] E=E! 4 EHZE CloudWatch Logs Insights # 2| &2 Q24
21 27|58 MEigEhLct

10. E1MOO|EE ERECLt CcSV IHUZ LHELHE{™H LHE W7 |E MERELCt

o] olaH MAIE K|E TN B

Contributor Insights= X|E 3% 4= INSIGHT RULE METRICS MBS LICH O] &+E AIE5IH
Contributor Insights 2 1A 2| H|0|E{& CloudWatch 2& 2| X|E Bof U= aeizof FIte £ U&LICH
Ol 8t gh~E 7|Hto2 AEE AHE & UELICH X|E % g of ChEt RHMIEH LI8E <

2 (p. 49) S HZSHAEAIR.

O| K| & ==& &+E A835t2{™ cloudwatch:GetMetricData &
cloudwatch:GetInsightRuleReport ™&H0| ZF U= HHo| 2l of FLICt

T &2 INSIGHT RULE_METRIC(ruleName, metricName)RLIC}. ruleName2 Contributor Insights Tt
%|0| 0|E 0| metricName ChS S8 9| gt & HLILICH metricNamel| Zt2 5 &7} gHEH5lE
ClolE{e| Re ZdELct

* UniqueContributors — Zf CI|O|E| ZRIEof CHEt T/ 7| At =ILICt.

+ MaxContributorValue — 2} Ol|O|E| ZQIEof CHEr (4| 7| Aol ZflLICt e = ol Zf ool =
OlEof CHaH 7| Ate| ID7F HAE £ &L|CH
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INSIGHT RULE_METRICS A}&3}+0{ Contributor Insightsoi

ct

O #%/0| COUNTZ EAElE B2 Z olole ZQIEO| 2|49 7|nxt= siF 7ztol 7HE Bro| W45t
ZIDAULICE &0l SUMR R HAElE B2 249 7|nAte s 7|7t S 752 valueo oJ5H X|
YE 2O HeolM 7k 2 AHIE 7HE 7| TR Lo

SampleCount — &0t YX|5t= HIO|E ZQIE Q| =L |C}.

sum — i CIO|E ZRIEJ} LIEtLE 7|7t S¢t 2E 7| At Zko| g A ILict.
Minimum — SHY CIO|E ZRIEJ} LIEtILE 7(7F S¢t B BEX(of £|AgtlLICt
Maximum — S CIO|E ZRIEJ} LIEtIL = 7(7F S¢t BH & x|l Z|chZhlulct.
Average — o HIO|E{ ZRIEJ} LIEtL = 7|2t S 2E 7|TAto| HE g lLICt
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"Schema": {
"Name": "CloudWatchLogRule",
"Version": 1
}l
"LogGroupNames": [
"/aws/containerinsights/sample-cluster-name/flowlogs"
]l
"LogFormat": "CLF",
"Fields": {
"3": "interfaceID",
"4": "sourceAddress",
"8": "protocol",
"13": "action"
}l
"Contribution": {
"Keys": [
"interfaceID",
"sourceAddress"
]I
"Filters": [
{
"Match": "protocol",
"EqualTo": 6
}!
{
"Match": "action",
"In": [
"REJECT"
]

]
}l
"AggregateOn": "Sum"

"Schema": {
"Name": "CloudWatchLogRule",
"Version": 1

}l

"LogGroupNames": [
"/aws/containerinsights/sample-cluster-name/flowlogs"
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1,
"LogFormat": "CLF",
"Fields": {

"3": "interfaceID",

"4": "sourceAddress",

"8": "protocol",

"13": "action"

Iy
"Contribution": {

"Keys": [
"interfaceID",
"sourceAddress"

1,

"Filters": [

{
"Match": "protocol",
"EqualTo": 6
}
"AggregateOn": "Sum"

JHCHE 242 X|E HoM TS XIE £5F EHAE A8sto T2z & YHFLch

el INSIGHT_RULE_METRIC("RejectedConnectionsRule", "Sum")
e2 INSIGHT_ RULE_METRIC("TotalConnectionsRule", "Sum")
e3 (el/e2)*100

RIE 2B &t 2 %
7F (p. 50) B B ZBHAIAIR.

0 R0l 3 EHAE 7=l e1zdol o 2
208 2Igo = Mol S BN Ja 8 HHE + olaUt XIE BolM 21 2ls
AR ZEE EAIE AIE HolM 2 ofo|2 s HEE LI 2k ofolze SAE Helith

RIE IBHZ At 9 R|E 23 34 ALSOl CHEH REMIEF LIS CloudWatch 1220l 48 E34| 5
7} (p. 50) EHelg A AAlR.

Contributor Insights 7|2 M3 & AFS

CloudWatch Contributor Insights is in open preview. The preview is open to all AWS accounts and you do
not need to request access. Features may be added or changed before announcing General Availability.
Don't hesitate to contact us with any feedback or let us know if you would like to be informed when
updates are made by emailing us at contributorinsightsfeedback@amazon.com

CHE AWS AMH|AE SHE AWS AH|A S| X|EE T7tstE 7|2 RZ Contributor Insights =12 A A38HL|
Ct. 4§ Amazon DynamoDBE 7|2 X3 #2IE2 X|

KEMIBH LHE 2 Contributor Insights for Amazon DynamoDBE 2t Z 5 AA|2.
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aws ecs put-account-setting --name "containerInsights" --value "enabled"
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aws ecs update-cluster-settings --cluster myCICluster --settings
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2. EfAM 2ol M Account Settings(7A1& A&)E MEdSELICH
3. Container Insights 7|22 &3} 5t2{2 H 0| X| 5tEtol &Qlehg MEdEhL|Ct.

2E M Z2{2H0o| 7[2X 22 Container InsightsE &4338t5t7| 2IaH ool LI2 MAHE AFSStX| 2 42
Container Insights 7} & 4 §PE._ ArEfo M CHE EHAlo| (2t AR E MM AAR.

Container Insights & &3t IS M 2HAEHE MMsE{H

1. https://console.aws.amazon.com/ecs/0l A Amazon ECS &2 L|ch.
2. EfAM 2ol M ClustersE ME4SHLICH
3. [Create cluster]S ME§EFL|C}.
4. CtZ HO|X|o|M Ct&E s=—FLICH
a. EAE 0|§2 XIHELIC
b. VPC7} Qi A<, &QIEtS MEisto] A2 MAMELICE vPCol 7|BZt2 AF8E &= U&LICH
c. QAEA QS ZHHECIE Ledt 2E HEE gL ct
d. Enabled Container Insights(Z 43}l Container Insights)S AME48tL|CH.
e. CreateE ME4ELICH
OlX| EEHAEM 2 ol iy, =hed M3, MH|A AR S & £ UGLICH RHAMIEH LIS2 OIS KMHEE F

AWS CLIE AF83l MZ2 Amazon ECS 22 AE{0{| M Container Insights A&

£ M Z2{AE{0lM Container InsightsE 7|2Mo 2 &435t5tedH Ctg BHES L=FLct

aws ecs put-account-setting --name "containerInsights" --value "enabled"

DE MZ2 ZeiAEol 7|EX2Z Container InsightsE &
AL, Container Insights & &g3tz(|o] /2 I MEE EHAHE
2 HYo| 2 55t24H AWS CLI {7 1.16.200 0|42 A™Y 5

aws ecs create-cluster --cluster-name myCICluster --settings
"name=containerInsights,value=enabled"

Amazon ECS 22{AE{0 M Container Insights HI& A3}
C|

7|& Amazon ECS £2{AE{0| A Container InsightsE & 43} 5t2{™

aws ecs update-cluster-settings --cluster myCICluster --settings
name=containerInsights,value=disabled

Amazon ECSO{|M EC2 QIAEA B X|EE £=Z&l6t7| &5

CloudWatch 0|O|E HiE

EC2 QIAEIAO|M B AEIE|= Amazon ECS 2 Z{AE{0|A] QIAEIA pj#l X|EE £ EI5tE 2 CloudWatch
I.

OOIMEE HiZ5tedH 7|8 TFH2 = WHE AR AHE AL8st7LL o0|MEE ALEAL X|HE & ULS =
so2 Mx|guct.

==
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https://console.aws.amazon.com/ecs/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-task-definition.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_run_task.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-service.html

Amazon CloudWatch AFE A40EA]
Amazon ECS0i| X Container Insights A%

F YUY D5 EC2 AR RE 22 HiEEl Amazon ECS Et{AE{7} 0|0| 5kt Of4F Qlojof & L|Ct. o|z{st
g2 AWS CLIE Ax|E|od Qlohkm 7F-EtLCt =8t ChS Mitol M HHEE A¥S 2™ IAMFullAccess 3!
AmazonECS_FullAccess M20| e AN £&= dstof 2 19l8H0F g LCt.

=
+ AWS CloudFormation2 At& &t 2 A (p. 140)
« =5 X ASR XIE DRI (p. 141)

AWS CloudFormation2 At i E A%

& MHEZ2 AFS5tE{™ Ol HEE2 %. 15104 AWS CloudFormation2 AtE3H of|0|MEE M x|&hLct.
cluster-name & cluster-region2 Amazon ECS Z{AEQ| 0|F & 2|2 HiELICH

0| BH2 IAM & CWAgentECSTaskRole 2! CWAgentECSExecutionRole2 Ai438tL|C}. 0|28t 3&to|
74|7“|01| OIEII ‘,?A".: 7='° HHZS U2e [ parameterKey=CreateIAMRoles,ParameterValue=True CH
| ParameterKey—CreateIAMRoles,ParameterValue=False§ AEELCH JEX| pfo™ HHO|
AIEH%I-L||:|.

= = .

ClusterName=cluster-name
Region=cluster-region
aws cloudformation create-stack --stack-name CWAgentECS-${ClusterName}-${Region} \
-—-template-body https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-
container-insights/latest/ecs-task-definition-templates/deployment-mode/daemon-service/
cwagent-ecs-instance-metric/cloudformation-quickstart/cwagent-ecs-instance-metric-cfn.json
\
--parameters ParameterKey=ClusterName,ParameterValue=${ClusterName} \
ParameterKey=CreateIAMRoles,ParameterValue=True \
--capabilities CAPABILITY NAMED IAM \
--region ${Region}

(CHOH AFSAF TR 2| IAM 3E AL

CWAgentECSTaskRole %! CWAgentECSExecutionRole 238 CH4l 738t AFZ Al x| ECS 2He] &gt 4l

ECS 2] A3 &S A8 5tE{H HX{ ECS &2 Q&= AIEE °—.§ | CloudWatchAgentServerPol|cy7|'
047=|Elo'l ‘ZA'E | %'FO.J ghulct £t ECS & *E!%'i o452 A8 E 24Eod CloudWatchAgentServerPolicy &
AmazonECSTaskExecutlonRoIePollcy MHMO| ZF ddE|of [U=X] 2RlErLct olo{M Clg BHES =
gt HWEHM task-role-arn2 AFE AL X1 ECS Q] 248 0| ARNS 2 HI 11 execution-role-
arng AF8A XY ECS %Y A~ &€ 9| ARN2 Z HHELICH

_n__n_

=2
S
=2
S

ClusterName=cluster-name

Region=cluster-region

TaskRoleArn=task-role-arn

ExecutionRoleArn=execution-role-arn

aws cloudformation create-stack --stack-name CWAgentECS-${ClusterName}-${Region} \

--template-body https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-

container-insights/latest/ecs-task-definition-templates/deployment-mode/daemon-service/

cwagent-ecs-instance-metric/cloudformation-quickstart/cwagent-ecs-instance-metric-cfn.json
\

--parameters ParameterKey=ClusterName,ParameterValue=${ClusterName} \
ParameterKey=TaskRoleArn,ParameterValue=${TaskRoleArn} \
ParameterKey=ExecutionRoleArn,ParameterValue=${ExecutionRoleArn} \

--capabilities CAPABILITY_NAMED_IAM \

--region ${Region}

=K

IEE

AWS CloudFormation AEHO| A EHE & 0I5t2{MH Ot B2 U=AFLICt

ol

Hh A

ri
Ho

ClusterName=cluster-name
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Region=cluster-region
aws cloudformation describe-stacks --stack-name CWAgentECS-$ClusterName-$Region --region
$Region

CREATE_COMPLETE 5£ & CREATE_IN_PROGRESS 0|2|2| stackStatus7t EA|L|H AEH O|HEE 0I5}
Moaaxumﬁhqomaomaguq

—TT= X= | oo=E |1

ClusterName=cluster-name

Region=cluster-region

aws cloudformation describe-stack-events --stack-name CWAgentECS-$ClusterName-$Region --
region $Region

cwagent Ol2 MH|A Q| #EHE & QlstE ™ O WHE UAAFLICH £240{M runningCount7t
deployment MlM9| desiredCount®t ZE A2 £ £ UELICH X A2 F2 EH0M failures Al
MZ EelFrLct.

ClusterName=cluster-name

Region=cluster-region

aws ecs describe-services --services cwagent-daemon-service --cluster $ClusterName --region
$Region

et

CloudWatch Logs Z2&2 At&35t04 o O|HME 218 & ¢l
service 21 158 3t&LCt

= Q&LICH /ecs/ecs-cwagent-daemon-

CloudWatch 00| E o CHEH AWS CloudFormation 2B ALK

AWS CloudFormation AEHZ AMA|3HOF 5t= A< CHS WHES Y=gt

ClusterName=cluster-name

Region=cluster-region

aws cloudformation delete-stack --stack-name CWAgentECS-${ClusterName}-${Region} --region
${Region}

_)I\_o ol A|.9_x|. 7;|7(-I A—|x|

O| Eh@do| EFA|of 2t CloudWatch OO|MEE =82S 2 HYEZ 5104 EC2 QIAEIA0|A EAEIE|= Amazon
ECS BRIAE{OIM QIABIA 2id XIEE 4 HeLich

Lt IAM g U Y

12

5 7HRI IAM jgto| = EtLICt ol & EXMEHX| St= E M4AdsHok EFLICE olz{8r &t of CHEF AEAMIBH LIS
2 Amazon ECS Q4 238 &l Amazon ECS £rQ] Aldl od5h2 Rt ZSHAIAIR.

+ Amazon ECS 00| E 7} CloudWatch 01|0|7.‘_‘|E§ AI”&E AH&3HE ECS 2hed Al o4t o] &to|
0|0| = B AmazonECSTaskExecutionRolePolic cy & CloudWatchAgentServerPollcy Sk
o AZAE[of U=x| = lsHok & Lct.

Ol2{#t 2480| O} X! Qi Z Cfe WS AR50 UE S MMdstn WS MM H7AY £ Lt of
% I 24232 ECS AHed o452 AHAIEHL |C}
A = O O - = T2 ooH-H .

aws iam create-role --role-name CWAgentECSTaskRole \
--assume-role-policy-document "{\"Version\": \"2012-10-17\",\"Statement\": [{\"Sid\":
\"\",\"Effect\": \"Allow\",\"Principal\": {\"Service\": \"ecs-tasks.amazonaws.com\"},
\"Action\": \"sts:AssumeRole\"}]}"
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html

Amazon CloudWatch AFE A40EA]
Amazon ECS0i| X Container Insights A%

Q| H2 2245t & HI E240{|AM Arn U2 “TaskRoleArn”2 £ 7|E 8l SLICH LISoi ¢ XHo|E MAdst
I Ab&3HoF B LICt Olo{M CHS HHES U2dsto R Mg o488t

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

\
--role-name CWAgentECSTaskRole

Sk

0%

ct ECS %] A&l g g MdgrLict.

ojo
rlo

aws iam create-role --role-name CWAgentECSExecutionRole \
--assume-role-policy-document "{\"Version\": \"2012-10-17\",\"Statement\": [{\"Sid\":
\"\",\"Effect\": \"Allow\",\"Principal\": {\"Service\": \"ecs-tasks.amazonaws.com\"},
\"Action\": \"sts:AssumeRole\"}]}"

ecutionRoleArn”2 E

D4%§ E “Ex
of E*LIEP OIOM-I CH3 o%%% isto] et d

o

< 2 Y |Z=3H SLICH LSl 2y Holg
MM I AR o
o o= o

J"'
o
r_l.l.
[N
o
r
D_

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

\

--role-name CWAgentECSExecutionRole

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/service-role/
AmazonECSTaskExecutionRolePolicy \
--role-name CWAgentECSExecutionRole

XFo{ X4 O| AHAY QI |2 A{H|A A|EF

>

Sted B0|8 MA43HT 0|8 ALB5H04 CloudWatch OOITES Tl2 MHIAZ ASHELICH 5Hed ol A
*"OFE=|':'=| Cl= HE2 n=a'E—|§| LICH 33 |l Zoi A RI2| ZAIRLE HH;‘.‘;OI AN Zte 2 HF"IL—“:f logs-
region CloudWatch Logs 7|' -r|7<|°|' 2|1™0|1 cluster-region EE{AE7} -r|7<|°|' 2l Lct.
task-role-arn2 A& B2 ECS 2 A& 9| Arn0O|1 execution-role-arn® ECS ¢4 A& ef&tof

ArneL|Ct,

TaskRoleArn=task-role-arn
ExecutionRoleArn=execution-role-arn
AWSLogsRegion=1logs-region
Region=cluster-region
curl https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-container-insights/
latest/ecs-task-definition-templates/deployment-mode/daemon-service/cwagent-ecs-instance-
metric/cwagent-ecs-instance-metric.json \

| sed "s|{{task-role-arn}}|${TaskRoleArn}|;s|{{execution-role-arn}}|
${ExecutionRoleArn}|;s|{{awslogs-region}}|${AWSLogsRegion}|"

| xargs -0 aws ecs register-task-definition --region ${Region} --cli-input-json

Ol M CtZ BHES MAstod CIE MH[AE AIZELICH cluster-name & cluster-region® Amazon
ECS 28{AE2| 0|§ & Z|Me 2 "iEL|Ct.

=

ClusterName=cluster-name

Region=cluster-region

aws ecs create-service \
--cluster ${ClusterName} \
--service-name cwagent-daemon-service \
--task-definition ecs-cwagent-daemon-service \
--scheduling-strategy DAEMON \
--region ${Region}

An error occurred (InvalidParameterException) when calling the CreateService
operation: Creation of service was not idempotent 2F HA|X|7} EA|E|H cwagent-
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daemon-servicet= OIE MHIAE O|0| HMFH ZdL|Ct CHS HHEE 0l 2 AFE5H0d HA] e AMH|A

£ AfA|siol grLict.

ClusterName=cluster-name
Region=cluster-region
aws ecs delete-service \

--cluster ${ClusterName} \
--service cwagent-daemon-service \
--region ${Region} \

--force

Eito 2 SSME2 At&35t0] EC2 QIAEANM EARE|E= Amazon ECS &2{AE{ 9| CloudWatch 0f 0|
tE 7+ 842 xI9e + l&Lich ol2fE M2 oh3 24Ut

metrics_collection_interval — CloudWatch O{O|MEJ} X|EE +=&5tE YIT(X)LICt 7|23k
2 GOOIL—“:I' H2|= 1-172,000!LIC}.

endpoint override - (MEH A1) E0E MEE CIE JEXZQIEE XHE

A A5t S0l 21 CIO|E{E VPC AEXQIER 0|S35tEds B2 Ol s ¢E = U&LIch
endpoint_override?| gt URL?! —EKPOE#0|010|= ghct.

force flush_interval - 237} MHE MEE[7| Mol HZ 2| H{Z{ol] ot U Z[CH AlZHE)E RIY
BrL|Ct o] Ze=of cHet AAdot AP akeio] LH 239 37|7FMMBO| EEEIH 27 HA| AHZE ©S
ElLIct 7|18 7k 5Z lLict.

region- 7|22 2 0f0|TE = Amazon ECS ZIE(O|L] RAARAT} Q= 21T S U 2|Tol| X|EE

HAIELICE O|& FAlstEd™ 047]|0 M CHE 21 E XI™FELICH o], "region” : "us-east-1"
CHE2 AL X XI™E 742 of Lt
{
"agent": {
"region": "us-east-1"
}l
"logs": {
"metrics_collected": {
"ecs": {
"metrics_collection_interval": 30
}
}l
"force_flush_interval": 5
}
}

Amazon ECS Z1E|0|L{0{| M CloudWatch Ol O|ME A2 AF2 A} X| & 5HE{H

1.

AmazonSSMReadOnlyAccess 20| Amazon ECS &t A8 o %Eoﬂ o1Z4E|of UEX| EOl

LI ol A stedH ChS Y S =etLct of 01|X1|01|HE azon ECS Zfd A& 23&o|
CWAgentECSExecutionRoleO|2t 1 7HHELICH CHE HE 2 AME s},_ A C}S HAo| A s At
O|ESZ HtELICH.

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/AmazonSSMReadOnlyAccess

\

--role-name CWAgentECSExecutionRole

ol oi|N|et HIxBH ASA X|HE 74 TS MAMELICH O] Yol O|F 2 /tmp/ecs-cwagent-
daemon-config.json2Z X|HELICt
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Amazon CloudWatch A2 MEHM
Amazon ECS0i| X Container Insights A%

0| 442 Parameter Store0l 2o C}
HAE Q| 2|FeZ HhELICH o] W2 Assa{H
odstof 2 1 QlsHoF gFL|C}.

= B2 MAMFLICH cluster-region2 Amazon ECS £

mazonSSMFullAccess Z20| Q= AF Xl EEE

>

Region=cluster-region

aws ssm put-parameter \
--name "ecs-cwagent-daemon-service" \
--type "String" \

--value "“cat /tmp/ecs-cwagent-daemon-config.json™" \
--region $Region

Ad Mol mtlg 24 1t (0| /tmp/cwagent-ecs-instance-metric.json)E CHR 2 =g LICH

chttps://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-container-insights/
latest/ecs-task-definition-templates/deployment-mode/daemon-service/cwagent-ecs-
instance-metric/cwagent-ecs-instance-metric.json -o /tmp/cwagent-ecs-instance-
metric.json

Y golmtelg Yo ot MM X E Lo

"environment": [

{
"name": "USE_DEFAULT_ CONFIG",
"value": "True"

"secrets": [

"name": "CW_CONFIG_CONTENT",
"valueFrom": "ecs-cwagent-daemon-service"

1,

Ct= EtAloll 2t ol O|MEE OIE MHIAR CHA| AIZHELICH

o424
[=Ne)

Al
=

a. C}

mio
0%

flfo
ok

FLct.

TaskRoleArn=task-role-arn
ExecutionRoleArn=execution-role-arn
AWSLogsRegion=1logs-region
Region=cluster-region
cat /tmp/cwagent-ecs-instance-metric.json \
| sed "s|{{task-role-arn}}|${TaskRoleArn}|;s|{{execution-role-arn}}|
${ExecutionRoleArn}|;s|{{awslogs-region}}|${AWSLogsRegion}|"
| xargs -0 aws ecs register-task-definition --region ${Region} --cli-input-json

b. COIE MHIAE AlEfstE{™ Chg BHES M-ELICH cluster-name & cluster-regiong
Amazon ECS 22{AE{2| 0|& X 2|Ho = HHELICH

ClusterName=cluster-name

Region=cluster-region

aws ecs create-service \
--cluster ${ClusterName} \
--service-name cwagent-daemon-service \
--task-definition ecs-cwagent-daemon-service \
--scheduling-strategy DAEMON \
--region ${Region}
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An error occurred (InvalidParameterException) when calling the
CreateService operation: Creation of service was not idempotent 257 MIA|X|
7t EME|H cwagent-daemon-servicegt= OIE MH|AE ofO| MAME HelL|ct Cf2 BES
|2 At&5to4 HA{ sHE MH|AE Abx|SHok &Lt

ClusterName=cluster-name

Region=Region

aws ecs delete-service \
--cluster ${ClusterName} \
--service cwagent-daemon-service \
--region ${Region} \
--force

Amazon EKS 2! Kubernetes0i| A Container Insights A
x4
o

Amazon EKS EE & Kubernete0 A Container InsightsE A& 5= MUl T2 MAE C2 0t 2 &Lt

1. WOt AFM ZAS ZHE=9i=x| &olstLC}.

2. CloudWatchoi| X|E& A& 5HE{MH Amazon EKS E2{AE| EE = Kubernetes 2 2{AE{0| A CloudWatch
OoO|MEE DaemonSetE MAstLICH 2|1 CloudWatch Logsdl 2 18 M45H24™ FluentiDE
DaemonSet2 A& gtL|C}.

O| CHHIE HHE AR MHO| URZ S&-SHL HE R 38 &= Ql&LICH

3. (M= ALEH) Amazon EKS Ao Ei|Ql 228 ™ L C

4. (t‘E” M) CloudWatcholl StatsD X|E & & 5248 F{AE 0| M CloudWatch 00| HE & StatsD =
ZOolEZ2 Mt}

=
o AT ET &2l (p. 145)
+ Amazon EKSO| M Container Insights tFE A|ZH A% (p. 146)
+ 2BAE X|EE &S TS CloudWatch OJ0|TE MH (p. 147)
» DaemonSet2 £ FluentDE A% 5t04 CloudWatch Logsoll 21 & (p. 150)
o« (MEf AFEH) Amazon EKS Ao ZBQ! 22 AH (p. 154)

o (MEH4 AFE) CloudWatchof| StatsD X|EE& & 57| 2|51 CloudWatch 0| 0|ME & StatsD QIEXQIEE
M (p. 154)

» Amazon EKS 2! Kubernetes0ll A Container Insights &IGI0|E & AFA| (p. 157)

A 27 22

Amazon EKS EE £ KubernetesOll Container InsightsE A%|sl7| 2o CtS & &QlghLct.

+ Amazon EKS 2! Kubernetes& Container Insights= XI%&E ElJH & stutol =7t edAE|o] U=
Amazon EKS E{AHE E£ Kubernetes 28{AE 7} &S LICH X|#El= 2™ S 82 Container
Insights AF& (p. 136) EHE FESIAAIL.

X}
[ [
+ kubectl2 MX[5l04 &SI T U&LICEH REMIEH LI 2 Amazon EKS AF8 A AMO| kubectl M X|E
A RS AIA|D.

« Amazon EKSE A8t X| ot AWS Ol A KubernetesE Als ZO|2IH CH21 242 A =HE S5
of ghLict.
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https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html

Amazon CloudWatch AFE A40EA]
Amazon EKS 2! KubernetesOl A Container Insights A%

+ Kubernetes E2{AE{ 7} &g 7|8 HA|A X|0{(RBAC)E XIHSt=X| &OIELICH AtAIE LIS
Kubernetes £ &X 2 M2l RBAC 50! AF2 S & XFHAA2.

+ 042 9| Kubelett A= Webhook 215 ZEE K|l 2t&LICH ALAIEH LI 2 Kubernetes & 2 M
9| Kubelet Q1&/HEF F0{E & Z5HAAIL.

. ZE|o|] A8 A|ZH2 DockerlLICt.

EEBt Amazon EKS Z R =E 9| IAM Q& of HAMZ 4745104 CloudWatche 2 x| U 2O E MEE £
UL 5 sHof gfLict.
At = EO| IAM g0l EFt HAME FI+5t2{™
1. https://console.aws.amazon.com/ec2/0|A Amazon EC2 2£& Lich.
2. MUKt o= QIAHA F LS MEISH T TOIM IAM 24E S MEiELICH
3. 1AM &g 0| X|0{ M Attach policies(Z = 9374)E MEAEHL|CE.
4. HA™ S Z0iM CloudWatchAgentServerPolicy 39| &fQIEH2 MEABILIC EQFt A AM MXIE Al
835tod o] Mg FraLct
|2 X = .
5 ™M AHAg MEFLCH

Amazon EKSO|A 810{L} Kubernetes 2{AEE A= 42, HUA =0 HAZE 1AM A& 0| glg =
= &LICH ol38t ARolleE HX QAR A IAM Qe 4785t T O] CHAoIM M
7haHoF BrLict. QIAEIAN| HAE o445 wdol| CHE XFMIBH L& 2 Windows QIAE

A8 MBMo| AV 322 QIAEIA| ¢iEE HASHAAL,

Amazon EKS 2|5 0i M Kubernetes EE{AEE A™StE & X|E0AM EBS 28 IDE s+&5l2{H QAEHA
o AZZE! IAM &hol CHE M2 FII6H0F EfLICH CHS LIS Izt Mo 2 FILELICH RHMISH LI
2 IAM AHE dEMOl IAM At 5 Mt =71 2 MHE HEFHAAIL

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ec2:DescribeVolumes"
]V
"Resource": "*",
"Effect": "Allow"
}
]
}
Amazon EKSO{| A Container Insights ttF £ A|ZF M X
Container Insights 42 2t23524H 0| ol iHE AlZf X|EE MEMAIL.

= 28{AH XIEE S=EGHES CloudWatch 00| E M (p. 147) & DaemonSet2 £ FluentDE A
504 CloudWatch Logs0ll 21 & (p. 150) BHQl X|&l2 [HE &= Y&LICt o] Bl M= CloudWatch

o 0|ME 7} Amazon EKS 2! 41} ot Ao 2 HASE|=X|of B8t 71 M8 HEE MB gLt sx|a
F7t Ax| EHHE +=&3HoF gt

t

>

A2,

ol

k= AlZF2 A3l Container InsightsE HHEZ 51240 CH2 BHES o=

curl https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-container-insights/
latest/k8s-deployment-manifest-templates/deployment-mode/daemonset/container-insights-
monitoring/quickstart/cwagent-fluentd-quickstart.yaml | sed "s/{{cluster_name}}/cluster-
name/;s/{{region_name}}/cluster-region/" | kubectl apply -f -
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet-authentication-authorization/
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html

Amazon CloudWatch AFHE MM
Amazon EKS ! Kubernetes0i| A Container Insights 447

0| HAHNMM cluster-name Amazon EKS EE= Kubernetes 22{AE 2| O|§ 0| cluster-region2
237t AlMElE 2lxo| olFLIcH AWS 0|'7:HF-C"-': Hiole ™M& HI&E £017] ?Isi SHAETI HiZ K|
= cIdn S 2T A 8stE Wol E&LICH

0| & E0{ Myclusterzts E2{AE{0lA Container Insights& HIZ35t T 21 & X|EE 0|F MHE(2EI2)
off AlAlsted™ ot S By U=FLICH

curl https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-container-insights/
latest/k8s-deployment-manifest-templates/deployment-mode/daemonset/container-insights-
monitoring/quickstart/cwagent-fluentd-quickstart.yaml | sed "s/{{cluster_name}}/
MyCluster/;s/{{region_name}}/us-west-2/" | kubectl apply -f -

Container Insights 4t Al

2 AIZH M3 S AL 8H £ Container InsightsE A 7{5l24™ CHS W2 Q=S AA2

curl https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-container-insights/
latest/k8s-deployment-manifest-templates/deployment-mode/daemonset/container-insights-
monitoring/quickstart/cwagent-fluentd-quickstart.yaml | sed "s/{{cluster_name}}/cluster-
name/;s/{{region_name}}/cluster-region/" | kubectl delete -f -

Zo{AE X|EE =& CloudWatch Of|0|ME M™

Container InsightsE A%d5t0o{ X| &
M (p. 146)e| MxIE 2 7L} o] B9
""’* % IE & CloudWatch M|O|HEE

1EHA|: CloudWatchOd| CHEH | (IAH O A AAd

#3524 Amazon EKSOI|A{ Container Insights & A|ZF A
| Mt 2™ Euct k2 Bl et E2AEMAM X ZRE =

=
=
ol ™R

MAEguch

-

CtS EHAHIE S350 CloudWatcholl CHEH amazon-cloudwatchEh= Kubernetes WA H O|AE MAMEFLICTH
O] HIAHO|AE o|O| HMFMCIH O] EtAHE ALE + U&LIC.

CloudWatchofl CHEt U A HO|AE 444 5tE{H

aTH

«  OS BES U™Euoh

kubectl apply -f https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-
container-insights/latest/k8s-deployment-manifest-templates/deployment-mode/daemonset/
container-insights-monitoring/cloudwatch-namespace.yaml

2CHA|: 2 {AE{0| A AMH|A A A
OF=| AH|A H|%40| QICHM C}S EHAIE S35l CloudWatch Ol O|MEofl CHEF MH|A A S A8t |C}.
CloudWatch O|O|ME0f CHEH MH|A HHE MM Se{H

« OS5 BES d™Fuoh

kubectl apply -f https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-
container-insights/latest/k8s-deployment-manifest-templates/deployment-mode/daemonset/
container-insights-monitoring/cwagent/cwagent-serviceaccount.yaml

Ol BHHIE WEX| 2k AX|BH A5 R 5t= CloudWatch O O] Eoff CHE A‘|H|/\ Aol ool /Y= B2
o= Ct& # &g 7t x| U=X| 2elatiof gFLct. Bk ot L2t Container Insights &X|& {8 LEH K| EHA|
0 M cloudwatch-agent CHAI O] MH|A H %ol O|&E ArE3H ok & LICH
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rules:

apiGroups: [""]

resources: ["pods", "nodes", "endpoints"]
verbs: ["watch", "list"]

apiGroups: [""]

resources: ["nodes/proxy"]

verbs: ["get"]

apiGroups: [""]

resources: ["nodes/stats", "configmaps", “events”]
verbs: ["create"]

apiGroups: [""]

resources: ["configmaps"]

resourceNames: ["cwagent-clusterleader"]

verbs: ["get", "update"]

nonResourceURLs: ["/metrics"]

verbs: ["get"]

3EHA| CloudWatch 0| O|E04| CHEF ConfigMap 24844

CHe EHAE &3l Cloudwatch 01| O[T E0| CHEF ConfigMaps 438t L|Ct.

CloudWatch 01| O|ME.0i| CHEF ConfigMap 48 435t24™

CS WY Al350] kubectl 2EI0|HE 5AE Z ConfigMap YAMLE CH2E2E=8HLC}.

curl -0 https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-container-
insights/latest/k8s-deployment-manifest-templates/deployment-mode/daemonset/container-
insights-monitoring/cwagent/cwagent-configmap.yaml

CH2Z2 =8 YAML g ChS1F Zo| WEELICH

+ cluster_name — kubernetes AMOIM {{cluster-name}}E E8{AE O[22 HIELICL {{}}
ZXHE M AHELICE cHalol Amazon EKS 2HAEE A5t U= AR0|=E "cluster_name" E
E 2l zte AAE £ Qe oA ™ Cloudwatch 0| O] E 7} Amazon EC2 Ef10iM 2844

E{ OIS AAELIct

(MEH ALE CH2 3 20| ZUEE T Ao 2t ConfigMaps F 72 HZAELICH

« metrics_collection_interval — kubernetes AAMO|A O{O|FMEJ} X|EE

&Lich 718272 60X 2LICH Kubelet2] 7|2 cadvisor %! ZH742 1
glgte 2 M™M= of Euct.

« endpoint_override-7 |2 AEZQIEE RHHO|5tE4H 1ogs 44404 A] CloudWatch Logs AEEQIEE
XHE = J}&LICH vPCel F2BHAEMM H Al S HIO|EE VPC SEHESE 0|SA|Z|D A2 8
20 MHo|E HE += UBLICH

+ force_flush_interval- 1ogs AlM0{ M CloudWatch Logs0ll AIAIZ|7| ol 22 o|HEE Hix|E5t=
HAE XEE = JaLict. 7|2ak2 5x Lot

* region- 7|2 HO 2 ofO|HEJ} &Rt =Tt fx[E 2|0l X E HAIRIELICE 0|8 Hlst7|
2l "region": "us-west-2"*XH agent MMM region EEE FIHE 5= USLICH

+ StatsD MM - SB{AE{9| ZF & X} L =0{ M StatsD 2|AL{2 A CloudWatch Logs O0|MEE 4l
5l24H CFS ol Z0l metrics MOl statsd MMEE FI7HE £ QlaLict o] Aol ClE
StatsD Mo CHEt REMIBH LI 2 StatsDE AlEfSt= AFEAL K| X E AM (p. 253) HRHE &=
AL,

"metrics": {
"metrics_collected": {
"statsd": {
"service_address":":8125"

}
¥
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}
JSON M Mof CiEt MA of = ot Z&Lch
{
"agent": {
"region": "us-east-1"
}l
"logs": {
"metrics_collected": {
"kubernetes": {
"cluster_name": "MyCluster",
"metrics_collection_interval": 60
¥
}I
"force_flush_interval": 5,
"endpoint_override": "logs.us-east-1.amazonaws.com"
}l
"metrics": {
"metrics_collected": {
"statsd": {
"service_address": ":8125"
¥
}
}
¥

4. Ch2 HHS MASod F2{AE{0|A ConfigMape M« &LICt.

kubectl apply -f cwagent-configmap.yaml

4E+7|: CloudWatch DaemonSet2 £ A{ 00|

m
i
=
2

CloudWatch O O|ME Q| MX|E 2t2 511 ZIE|O|L] X|E $£EIS AR SIE{H CHS EHAIE MR AAL.
DaemonSet2 2 M CloudWatch Of|O|HEE A|ZHslE{H

1.+ BHAEOIM StatsDE AHS3H24E CFS HHS Ut AAIL.

kubectl apply -f https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-
container-insights/latest/k8s-deployment-manifest-templates/deployment-mode/
daemonset/container-insights-monitoring/cwagent/cwagent-daemonset.yaml

Ls —

+ StatsDE AL83StX| ofo2{® Chg HAIE MEMAIL.

a. CI2 H2 M50 kubectl 22H0|ME & AE0] DaemonSet YAMLE CHZ2 = 5HL|C}.

curl -O https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-
container-insights/latest/k8s-deployment-manifest-templates/deployment-mode/
daemonset/container-insights-monitoring/cwagent/cwagent-daemonset.yaml

b. CISI 20| cwagent-daemonset.yaml IFUO|M port MMO| FA XE|E SHA|E LICH.

ports:
- containerPort: 8125
hostPort: 8125
protocol: UDP

=

c. Ct

njo
fijo

Alsstod E2{AE{0|M CloudWatch || EE HYxZ &fL|C}.
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kubectl apply -f cwagent-daemonset.yaml

2. [C}3 BHE USto{ o 0|HET BHZ ZIE K| B QIELICH

kubectl get pods -n amazon-cloudwatch

&olo| 22 | CloudWatch H|O|METJ} /aws/containerinsights/Cluster Name/
performanceftE 21 I5E M8 D 0| 20 250 M5 21 O|HEE MEELICH E3 StatsD EI
AHEM MO|MEE MHSHE B2, olO|TEE OfE E|91|0|/EI Pod7} I El =9| P F % Sl X
81250{| M StatsD X|EE £AIELICH

OO|MEM|AM HHEZ 7} ZHEA E|X| pto™ S

o
02
_9I|=l
HL
-
>
[0

A
e

« OHS BYPE &A5t0d Pod S5 7S LICH

kubectl get pods -n amazon-cloudwatch

24
=]

. C}

O
0z
o
>

st E= stEHolAM O[HIEE #QIghLICt

kubectl describe pod pod-name -n amazon-cloudwatch

. C}

ol

BFE ddstod 2O E FlFLch

kubectl logs pod-name -n amazon-cloudwatch

DaemonSet2 £ FluentDE A% 35104 CloudWatch Logs0ll 21 ™
2
o

FluentDE M 3to4 ZAE|O|L{o|MH 22 E £=Z5H24™ Amazon EKS0| A Container Insights tiF& A=

M (p. 146)2] MALE 2Lt o] Bl MiHE M= oot CfS B0 AE DaemonSete 2
FluentDE A%3t04 CloudWatch Logsol 22 & M&ELICH o EtA|I7 &t 25|17 23 T 0| of & EXHst
x| oo™ FluentD7} Ct21 20| 2 252 MAEHLICH

2338 0|8 EOAA
/aws/containerinsights/Cluster_ Name/ /var/log/container59—| ez ¢
application
/aws/containerinsights/Cluster_Name/ /var/log/dmesg, /var/log/secure 8! /var/
host log/messagesOAS| 21
/aws/containerinsights/Cluster Name/ kubelet.service, kubeproxy.service =
dataplane docker.serviceO| CEt /var/log/journal®
Mol 2.

1EtA|: CloudWatchof CHEE H AT O| A A

CtS EHAHIE S35 CloudWatcholl CH8H amazon-cloudwatchEl= Kubernetes WA H O|A S M AIEHLICTH
O] HIJAHO|AE O|0| HAMFMCIH O] EtAHE HALE = A&
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CloudWatchoi| CHEH LA H O|AE MAd5ie{™

kubectl apply -f https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-
container-insights/latest/k8s-deployment-manifest-templates/deployment-mode/daemonset/
container-insights-monitoring/cloudwatch-namespace.yaml

2EHA|: FluentD A %|

FluentDE CIRZE5104 0| Z2AM|AE AIZHELICE o248t BHHIE 225l HHZE of 0| ME|M 2 E{AE
ol Chall CHS 2 &2 2laAT7 HEE Lo

+ amazon-cloudwatch HIYAMHO|AS| f1luentdOlZtE MHIA HH. 0] MH|A AT FluentD
DaemonSet2 A& 3= O AFREILICH REAISH LIE 2 Kubernetes £ X EAMO| AMH|A HHE EHEIE & X
SHAAIL.

+ amazon-cloudwatch HAmHO|AQ| fluentd0|E|'= AR Q. 0| EBHAE Y fluentd A

HIA H&ol| CHalH Pod 220 get, 1ist 2! watch BEHE F048HLICH XFAIEH LI 2 Kubernetes &=
20| API HEO B AT SHAINS.

+ amazon-cloudwatch LA HO|A Q| fluentd-configO|2H= ConfigMap. 0| ConfigMapdle=
FluentDOM AHE El= 74 0| ZZ & E|0f U&LICH RHAMEH LI& 2 Kubernetes ¢ AHE A 2| ConfigMape
MESTS Pod 748 HESIMAIR.

FluentDE& A x|5l2{™

504 cluster-infoO|2tE ConfigMape A48t

1. ZHAEO|En 27} MEE AWS 2|H2 ZF
O|EoZ RIE|EAIRIE o|o|EgLCt.

Ch ChE BE S ddstod FoiaEet 2l

kubectl create configmap cluster-info \
--from-literal=cluster.name=cluster_name \
--from-literal=logs.region=region_name -n amazon-cloudwatch

2. LC}s HA2 A3lst0od FluentD DaemonSetS CH2 ZE 8t £ Ze{AFEof Bl Z &L|CH.

kubectl apply -f https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-
container-insights/latest/k8s-deployment-manifest-templates/deployment-mode/daemonset/
container-insights-monitoring/fluentd/fluentd.yaml

3. |:-|'° %'Eg% Ao HHEZ E EQIFLICH 2 = E0= fluentd-cloudwatch-*2t= O|& 2| Pod7t
I.

kubectl get pods -n amazon-cloudwatch

3EH7|: FluentD A% & Q!
Ct2 EHIE 0|8504 FluentD MHE &QlghL|Ct.
Container Insights& 2|8t FluentD A& &0l52{H

. https://console.aws.amazon.com/cloudwatch/0H| A CloudWatch &2 JLct.
2. EM oM 238 MEigtLIC ZHE|O|L{0l FluentDE HiZ 8 2|™of Q= K| &HelghL|ch.

sie 2lMel 23 & S50l Ch&2 & lstof gLch

151


https://kubernetes.io/docs/reference/access-authn-authz/service-accounts-admin/
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-pod-configmap/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-pod-configmap/
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* /aws/containerinsights/Cluster_Name/application
* /aws/containerinsights/Cluster_Name/host

*» /aws/containerinsights/Cluster_ Name/dataplane
olg4st 21 2152 2™ FluentD A% 0| =QlFLIC

i & 21 X[¥

2019'A 8 192! FluentDOI| M £=&IEt 210i| CiEt 048] & 21 XS Tt &LICEH

2 EXZ AlEets ZE 23 dol AHE 04E-| ES E:L YEo=E thFEE SR

AtAf| O Z 2|70l 20 M CHE 02 & AIZALE MEdHE E? fluentd.yaml THAMM F 7HXK[ ALY
2 #3d35t0{ 0|& X|HE = A&LICH

1o
1
N
o

X fluentd.yaml2| containers MM0i| QU= exclude_path EEO| 21 2tQo| BZ 0|F
01 7|8 o] E X|RlolM ST 2O E X'||2|§."I_|E|'. Ct2 e oA Lct.

<source>
@type tail
@id in_tail_container_logs
@label @containers
path /var/log/containers/*.log
exclude_path ["full_pathname_of_log_file*", "full_pathname_of_log_file2*"]

achg 23 ohof CHet E5 2 fluentd.yaml T+Uof| FIHEFLICE ofeH oAM= EFRUARME

£ 0424 & AIERIE AH&35HE CloudWatch OilolxdE_QI 27 mtdof ArZEUCH ol 252 % P%P 4
fluentd.yamlOll 718 4 Q&LICH EAIE £ G504 AL stedE olZ2/7old 21 ut 0|21}
042] & AIRRE gHEstA & LCh

<source>
@type tail
@id in_tail_cwagent_logs
@label ecwagentlogs
path /var/log/containers/cloudwatch-agent#*
pos_file /var/log/cloudwatch-agent.log.pos
tag *
read_from head true
<parse>
@type json
time_format %Y-%m-%dT%H:%M:%S .%NZ
</parse>
</source>

<label e@cwagentlogs>
<filter **>
@type kubernetes_metadata
@id filter_ kube_metadata_cwagent
</filter>

<filter **>
@type record_transformer
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@id filter_cwagent_stream transformer
<record>
stream_name ${tag_parts[3]}
</record>
</filter>

<filter **>

@type concat
key log
multiline_start_regexp /A\d{4}[-/]\d{1,2}[-/]\d{1,2}/
separator ""
flush_interval 5
timeout_label @NORMAL

</filter>

<match **>
@type relabel
@label @NORMAL
</match>
</label>

FluentD2| 21 28 SA(MEH ALY

712X 22 AWSE FluentD OHZZ|7|0|MH 21 3! Kubernetes HIEFE|O|E{E CloudWatchZ ™M&&FLICH.

—_O H
CloudWatchZ2 M&E|= C|0o|E{el E82 £0|2{™ o] HIO|E HE ™A E£= 3 5 5tLt7t CloudWatch2
HMEE|R| RetH & = U&LiCh.

AAEH

FluentD OHE2|7i|0|d EOE FHStE{T fluentd.yaml THUO|A CHE MM E K HSH AR

—_.

<source>
@type tail
@id in_tail_fluentd_logs
@label @fluentdlogs
path /var/log/containers/fluentd*
pos_file /var/log/fluentd.log.pos
tag *
read_from_head true
<parse>
@type json
time_format %Y-%m-%dT%H:%M:%S .%NZ
</parse>
</source>

<label @fluentdlogs>
<filter **>
@type kubernetes_metadata
@id filter_ kube_metadata_fluentd
</filter>

<filter **>
@type record_transformer
@id filter_fluentd_stream transformer
<record>
stream_name ${tag_parts[3]}
</record>
</filter>

<match **>
@type relabel
@label @NORMAL
</match>
</label>
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Kubernetes H|EC|O|E{E X|748t04 CloudWatchZ F&ElE 21 O[HIEO| FIH|X| Rt A 5tEdH
fluentd.yaml T 9| record transformer MMo| & E22 FII6HMAIL. O] HIEIH|O|EE X75tE4
= B AA0M OE &S F7HeLCH

remove_keys $.kubernetes.pod_id, $.kubernetes.master_url, $.kubernetes.container_image_id,
$.kubernetes.namespace_id

of:

<filter **>

@type record_transformer

@id filter_containers_stream transformer

<record>

stream_name ${tag_parts[3]}

</record>

remove_keys $.kubernetes.pod_id, $.kubernetes.master_url,

$.kubernetes.container_image_id, $.kubernetes.namespace_id
</filter>

22X a2

Olgfet 21 I 52 =fQletx| ot SHIE 2IHS A HED U= E®, 2LFE ¥ 224 FluentD
CHE!

DaemonSet Podol| CiEt 23 & & QlghL|Ct.

ct

mjo

HH2 Ao HEI7F Running @I K| & QIghL|Ct.

kubectl get pods -n amazon-cloudwatch

O|™ Ha&do| A0 A fluentd-cloudwatchE A|EHSl= Pod 0|2 XMo{ESL|Ct CF2 E2d0{ M O Pod
O|&2 AMSFLct

kubectl logs pod name -n amazon-cloudwatch

230 1AM #HEta 2HAFEl @ 7 TL Qo™ 2 AH h:':01| HAZEE IAM HE 2 =QIELICH Amazon EKS &
HAEE M7 2l 2 st TEtol CHEt AFMIE LIS 2 Amazon EKS AFHE A A Q| Amazon EKS 1AM
ol s

K'lX_FL 0_13E|- = |_|_|-% él-iﬁl'gAl_(?_

Pod &4 Ei7} createContainerConfigErrorO|™ CtS HHES Al&sto] Hetst 2R E JHXSLICH

kubectl describe pod pod_name -n amazon-cloudwatch

(AMEH AFEH) Amazon EKS Ao EI0l 224 X

Amazon EKSE A2 Zo|ztm MEdo] 2t Amazon EKS Ao Z 8@l 228 &44515101 Amazon EKS A
o Z&2lofl M CloudWatch LogsE Z7H ZHAL L Zit 232 M2 £ Q& LIch RHAMIEH LI 2 Amazon
EKS Mo ZiQ 242 FEFAAL.

(MEH AFE) CloudWatchoi| StatsD X|EE & 35H7|
CloudWatch O|O|ME & StatsD HEZQIER MY
0| MlMoiME Amazon EKS E2{AE] EEE Kubernetes 2 2AE{ 40{ M Sta

sD
CloudWatch O O|MEE M 9l £ HF o 2 M ZIEl|O|L{2 F E StatsD X|EE =+ =!3P04 0
o HAIStE WS ABEFLICH StatsDE 0|0 ALE F0[2HH of2{8t W2 &1 A2 = U&LIch

.—n-
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https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
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1A

E{AE{0| M StatsD A=EZQIE Z M CloudWatch OIO|MEE HiZ 5= &2 ChS1F ZHo| Ml 71HXR|71 Y&
Lict.
E{AE LHE o 2 CloudWatch 00| EE MHIAZ HiZ

CloudWatchoil HlAl5t7| Zioi| 2EHAE{M|M 2 StatsD X|EE HA ST 42 d20 0| SME FH
BLICH o M HA &0l ¥ ElH O0|HEE AOIEFIZE HiZ St ZWECH M M2 2|laAE AHIF

Lict.
CloudWatch OO|MEE Zt 54X} = =0f DaemonSet2 Z HHE
Kubernetes Zr2JA} = =0 M StatsD X|EE A5t A HL ®A Z{AE{0|M 2 E StatsD X|EE K|

HstE B Y CloudWatch 00| HE o] ¥ H0| 2B{k|= B20l= ol ME FHE I—IEP Ol M Al
OOIMEE MO|EFtZ HiZstE ZWECH H M2 2|AAE AH|FLICH

B2 Zt eof stLtol ZEfo|L{at AsiE|7| mEol Bt L EolME &&o| E7tsstcte ALt
CloudWatch 00| MEE AIO|EZIZ HIE

042{ Podofl %4 StatsD X|EE ZlAIsX| 224 O] FME FHELICE CPU, HEE|, HERZ S92
2laAE TZ40[ 0 O|HEE Podll HAY = UTSE RSO SIEZ ZE +FE0|ME AEIEl] UE

LICH.

O| Yol EHH2 BlAaA AH|7F Bichs ZULICH - o & S04 10007H2] Podoil 100071 2| CloudWatch
ofOIE HEOIL{7} QeLICh 3t Chekat ahodolA] WAists X|EE ZHE & gigLich

1EHAl: CloudWatchOd| CHEH | (IAH O A A4

CHE EHAHE S3H CloudwWatchodl CHEH amazon- cloudwatch0|E|"_ Kubernetes A H O|A S MAIEHL|
Ct. olg4&t WA H O|A T o|O| MaE|o] Q= B2 olz8t BHES ALELICH

CloudWatcho CHEH L UAH O|AE MA5tE{H

« OS2 BES A5t WYAHO|A YAMLE CHR2EZEE # kubectl 22I0/UE ZAE | HEF L
ct

kubectl apply -f https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-
container-insights/master/k8s-yaml-templates/cloudwatch-namespace.yaml

2EHA|: StatsDO| CHE ConfigMap 4443
o SME ME4SHE StatsDOI| Ci 8t ConfigMap= 2443t ok & LICt.
EHAEOM X|EE ™S 57| 28l StatsDO| CHEF ConfigMap2 A4 5t2{H

1. CH2 HES A35l0{ kubectl 2EI0|HE SAEZ ConfigMap YAMLE CH2 2= 8fL|Ct

curl -0 https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-container-
insights/master/k8s-yaml-templates/cwagent-statsd/cwagent-statsd-configmap.yaml

0| YAML mof= JSON T£44 BLOB7F Z & |0 Q& LICt.

2. JSON T+ BLOBE HZ&gLICt T 0| Bkt [ JSON BLOBO| R & JSON 8AIE KI5t U=
x| =elghct.
a. statsd M{0fM StatsD T2 HEEY &= USLICH KtAMEH LIS 2 StatsDE AlZSH= AFE A K|
MREA 7%H (p. 253) HHHlg FXT 2.

2 HZtalAl
=3 b
=

I- [=]
b. agent MAMolA Ut H=S WEE 4 UsLIch XM LIS CloudWatch o 0[FE 744 14:
ofl0|E MM (p. 227) BRI B EBHAIAIR.
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agent MMM omit_hostnameE trueSE M¥5t= W0l ELLICH OIHX| oM of0|HE
7} StatsD X|E 2| A2 Z A 0|0|HE Pod7t A& S A UK =0 SAE O|FS FIHELICH
O| SAE O|F2 A2 AE5H o 0|HME Pod7t CHE EAL L EZ CHA| o X E ZAR0] X|E

£ #olste Aol o 7tttz g & AU&LIC

7|22 2 CloudWatch2 XAt = E7t X8 AWS Z|T 0| X|ZE A AR LICE ol& M
9|5t7| f5H agent MMol region EEE FIHE £ QU&LICH 0E £0{ "region": "us-

west-2"9} ZI2 AZE A& £ QlaLich

3. O HHES A™stod F2{AE0|M ConfigMapS A EFLICH.

kubectl apply -f cwagent-statsd-configmap.yaml

3EHA|: CloudWatch 0| O|FME HHZ

CloudWatch 00| EE HHZ 30 StatsD X|EE HE8H2{H CFS MM & StLI0I M O|2{E EHHIE ol

M 1: 2 AE0] B CloudWatch 0 0|FEE Hij &=

o| MM M= E{AE | B CloudWatch 01| 0| MEE HiZE 5104 CloudWatchod| StatsD X|E & T
&t W e MY LCH =7 22510 o|o|METJF A# 50|™ URL cloudwatch- agent—
statsd.amazon-cloudwatch.sve:81250|A =410| A|ZHEILICH E8{AE LHQ| o Z2[F|0|H2 0]

URLZ StatsD X|EE YEE = U&LICH

2 AE{0| A B CloudWatch O|O|ME E HYfzZ 6l

1. Ot HHS A50 HIE YAMLS CHREC Ql Hj Z 3t

kubectl apply -f https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-
container-insights/master/k8s-yaml-templates/cwagent-statsd/cwagent-statsd-
deployment.yaml

2. LIS BPES UHsto HiZE HBSELICH

kubectl get pods -n amazon-cloudwatch

M 2: ZF 2R} = E0f DaemonSet2 £ A CloudWatch O|O0|HEE Hi®Z

0| M2 DaemonSetZ A CloudWatch 00| MEE Zt ZrA}t - =0i HZ 5t= W QILICH HHE 7} 22 &
T olo|ME7} A¥ S0|H Node1P: 81250 M = 410| A|ZHEILICH S2{AE L9 of Z2|F0|M2 o Z 2|
70| Pod7t 01I<—>.F5_I T EO|IPE AH83510q StatsD X|EE X E 81252 WEE = U&LICH

<AL

Zt 24X} = =0l M CloudWatch 00| E E Wi Z 5tE4H

—
M
11
oo
(u}
ATH
i
AL
m|o
oT-
==
ol

to{ DaemonSet YAMLE CI2 2 L HiZ & LC}.

kubectl apply -f https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-
container-insights/master/k8s-yaml-templates/cwagent-statsd/cwagent-statsd-
daemonset.yaml

2. CH2 B2 M5t WZS ZHoIBrLIC

kubectl get pods -n amazon-cloudwatch
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2M 3: ALO|EF2 M CloudWatch OfO|MEE Hi =

0| MM ME ALOI=7HZ M CloudWatch O|O[ME E HiZSHE Y HEELICE Ol MOIMEE Z2 Pod
oM &= Sl o Z2|7 0|2 2 R E StatsD X|EE T LICH CHS2 Amazon Linux ZiE{ O|LAof| CHEH
ALO|EZ7LE M CloudWatch 00| EE AlEtst= YAML T of o M| lL|Ct.

apiversion: vl
kind: Pod
metadata:
namespace: default
name: amazonlinux
spec:
containers:
- name: amazonlinux
image: amazonlinux
command: ["/bin/sh"]
args: ["-c", "sleep 300"]
- name: cloudwatch-agent
image: amazon/cloudwatch-agent
imagePullPolicy: Always
resources:
limits:
cpu: 200m
memory: 100Mi
requests:
cpu: 200m
memory: 100Mi
volumeMounts:
- name: cwagentconfig
mountPath: /etc/cwagentconfig
volumes:
- name: cwagentconfig
configMap:
name: cwagentstatsdconfig
terminationGracePeriodSeconds: 60

Amazon EKS & KubernetesO{| A Container Insights &ICl|0|E &£
= Al-x."
— =
O| Et@do| MxtE &3l CloudwWatch 0| E Z4E| 0|4 0|0|X|E& Y| 0|E 5t 7Lt Amazon EKS E&=
Kubernetes 24 AE{ 0| M Container InsightsE A|74&fL|Ct.
A

« CloudWatch 0i|0|E Z4E{|0[|L{ O|O|X| YC|O|E (p. 157)

+ Container Insights& CloudWatch 00| E & FluentD AtA| (p. 158)

CloudWatch 0i|0|ME Z1E{| 0|4 O|D0|X| FH[0|E

=)
=

ZiEl|olLA O|0IX|E z[& HE o= UO|0|E3H ok 3t F< Ol

m
E
_>,T_-
i
I
>
>
to

Zie|ol o|O|x|& Yo|Oo|EstedH

S

1. Ot

mjo
o

2124504 %Al cwagent-serviceaccount.yaml IFYE M EFHL|CH

kubectl apply -f https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-
container-insights/latest/k8s-deployment-manifest-templates/deployment-mode/daemonset/
container-insights-monitoring/cwagent/cwagent-serviceaccount.yaml
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Amazon CloudWatch AFE A40EA]
Amazon EKS 2! KubernetesOl A Container Insights A%

2. O] EtAHl= Z4E| 0|4 Al CloudWatch O|O|MEE 2019 82 200l &2|AEl 1.226589.0 HHT O H
Mol Ya@ol= 8 1 ZoAHgr B4t

Configmap It 2?2l cwagentconfigOllAl structuredlogsetE 7|HEE logsE HAELICH

a. WX CE BPE U™stod HE Z=0ofM 7|E ARl cwagentconfigE YLICH

kubectl edit cm cwagentconfig -n amazon-cloudwatch

0| ZI+U0l structuredlogsite 7IHETL US™ 1ogs 2 HAF LICE
|235tod I MAEStT ME 2EE ZFEFLICEH

1245104 %|4l cwagent-daemonset.yaml I} S MEEL|C}

ol

kubectl apply -f https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-
container-insights/latest/k8s-deployment-manifest-templates/deployment-mode/daemonset/
container-insights-monitoring/cwagent/cwagent-daemonset.yaml

cwagent-configmap.yamlOi|A 74& B41Z5t= CloudWatch 0| O] E DaemonSet2| &HA|

XM A o|EE MNER| 2t2g £ ‘,?,JQL.I Ct. 0|8 {8 M= cwagent-daemonset.yaml I

9—| .spec.template MMof| A AL O| Q=X =HelsHof & LICH T K| k2™ Kubernetes

= DaemonSet2 WA EIX| 2f2 4EHE ME|FLch YEtael g2 ot F ol Ao et 20|
.spec.template.metadata.annotations.configHashOll ConfigMapl| Sl A| Zt2 F7tst= AL
Ct.

yq w -i cwagent-daemonset.yaml spec.template.metadata.annotations.configHash $(kubectl get
cm/cwagentconfig -n amazon-cloudwatch -o yaml | sha256sum)

O|ZH| 3t™ CI2 oMol et 20| cwagent-daemonset.yaml LtO1 SHA| ZfO| F7HE L|C}.

spec:
selector:
matchLabels:
name: cloudwatch-agent
template:
metadata:
labels:
name: cloudwatch-agent
annotations:

configHash: 88915de4cf9c3551a8dc74c0137a3e83569d28¢c71044b0359c2578d2e0461825

J2|7 chE BEE At M 7-8o| MEELICH

kubectl apply -f cwagent-daemonset.yaml

yqoll CHEF AR LHE 2 yqB EZSHMAIR.
Container Insights& CloudWatch 0|0|E 4! FluentD AfA||
CloudWatch 00| E I FluentD9} BHEEl D E BlAAE A6 O} S WHS Y2istAlA2. 0] Hof

M clusterE Amazon EKS £ Kubernetes 22{AE{Q| 0| 0|MH, Region2 227} HAIZlE 2IF2Q| 0]
EEOIL“j
[==Jy—| .

curl https://raw.githubusercontent.com/aws-samples/amazon-cloudwatch-container-
insights/latest/k8s-deployment-manifest-templates/deployment-mode/daemonset/
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https://mikefarah.github.io/yq/

Amazon CloudWatch AH& A A
Container Insights X|& 27|

container-insights-monitoring/quickstart/cwagent-fluentd-quickstart.yaml | sed "s/
{{cluster_name}}/Cluster_ Name/;s/{{region_name}}/Region/" | kubectl delete -f -

Container Insights X[ &7

Container Insights& &4 3t0o4 X|£& &t & F0l= CloudWatch AHS CHAIZ =0 M O|2{8t X|IZE =
£ l&Lct

CHA|E =0 Container Insights X|EZ .EAI%PE#.:‘_ Container Insights &2 g2 35H0F &LICH XtAIEH LIS
£ Container Insights 47 (p. 137) B (SENS FOPNER

o
T

Container Insights X|Z& E2{™

https://console.aws.amazon.com/cloudwatch/0l Al CloudWatch 2& & ¢LC}.

2. St 22 MEolM 7R 29| otelZ st EE MBSt T Container InsightsE AME4ELICEH
Z{AE ]| CHEt X|EE EoiF= ezt 2 7 LIEFELICH JeiZ otefel AR S5o= 4 2
2HAE ol CHa & e & 7|2 XIE7F EAIELICH
S S{AEol ois 2718 ZEsteiH 720 8o 4xtE ArS L

3. Clusters(2HAE)7} EAIE 21% AT ZEE HHH7IH £, Pod, MH|A, 2F] 2 | ¢AHO|A
+ZO| X|EE EQIFrLICt ofif 7HE Pod X = EBH BT & 0|28t 7|8 TEAE T U&LCh

E 8t Amazon EKS X|E 2} Amazon ECS X|E ALO|E FEHE 4= Q&L
ofH JBZ A ME &Hefl EolM HA Qlod e &

=
5. CHAEOIM BEIALI 3 SfLiol 28 BRIAE| 20| 218 LRt 5101 o/
ool 9= HE S Mei3tLich 321 g Srelg Mestn SRoiM 24 3 siLtE ML

|_|'|

>

| 2Bt X7} LIEFLt T S 2|4 0] CHEF CloudWatch Logs Insights #2174 E AIELICH
el s MeEdgrLct 2| 2o EAIE U
CloudWatch Logs Insights0il CH8F XFAM|BH L& 2 CloudWatch Logs Insights2 271 Ci|O|E| 2448 & =X
AN,

6. E,Pod = &Y &0l H0|x| tCEHo| S=oi SR EA|E & 7

P40 s 21440 0|8 Yol 9l SHolEte Melsfiich J7 oh S Afodg

StLIE MEHSL|CH 2™ oHEl' E|Aé9_| 23 E= AWS X-Ray FHg2 2
M EE2tX{7} LEtLt D @38 WE I EAIELICH

Container Insightsoll A £ 'EIE 2 E X|ZE0of CH3H CloudWatch ZEE H™HE = U&LICH RS LIS
Amazon CloudWatch BE ALE (p. 67) EHH2 R ZHAAIL.

CloudWatch Logs Insights2 AF& 304 Container
Insights Cl|O|E{ £ 7|

Container Insights= CloudWatch Logs0ll XM E H& 23 0|HEE Al
g

o X| £ & =& gLIct. ZE|o|
L cio|&oil cigt =71 E7|0d M CloudWatch Logs Insights #ZIE AHS p?

!
30
o>
C
o

CloudWatch Logs Insights0i| Ci$t RHAIEH LIE 2 CloudWatch Logs Insights2 21 O|0|E EME &=
StAAIR. FE|oM Al 4= Qe 21 Zeof et REMIEH LI 2 Amazon EKS 2l KubernetesOi| CHEt
Container Insights A5 21 O[HIE (p. 170) & ’é.*ZF_éh*:.'AIO.
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html

Amazon CloudWatch AH& A A
CloudWatch Logs InsightsS AMS
5l0{ Container Insights G 0|E{ £7|

CloudWatch Logs Insights& At&3t0{ ZIE|O|L] X|E C|O|EE #EI5ted™

1. https://console.aws.amazon.com/cloudwatch/0| A CloudWatch &2 JL]C}.

2. EfAY 20| A Insights® MEEtLICH
st AE 2ol F2| HETI7F Q&L CloudWatch Logs InsightsE XS 22 Y™ o] & Xlof= %
A 2 O|HIE 207HE Hretete 7|2 A7t ZEE[of /&Lt

3. FHalHE7| el 4XtoM FE[E Container Insights 21 252 MEHEHLICH 24 CHS oAl # 2|
oAM= 23 3 & 0|& 0| performanceZ ZL}+ok & L|C}.

23 358 ME5tH CloudWatch Logs Insights7t 21 25 L CIO|E{0M ZHEZ AHSo 2 HMSI T
9.%5—4 ol U= HME Lol EAIFLUCH £3t 0| 21 OO0/ 21 O[HIE % ol 58 1| met 2
0{ZF = akcj :LEH&_'.:_ EAIELICE o] gt aeHZ o M= EIO|go ZAIE O|HIER T ofL|Et 22| W

Alzt tH°I9P QAx|ete 21 15 LHO|HIES| Ex E Ho{FLICH
4. ZZ| HET|oM 7|2 FEIE Ct2 FEZ "3 e A-yeS MEigtLcH

STATS avg(node_cpu_utilization) as avg _node_cpu_utilization by NodeName
| SORT avg_node_cpu_utilization DESC

Ol HElz LE S5 WFXQ = CPU 0|8 &0 et FHstod HoiELct
| AlS EHS}

5. ELCIE OE Alsted™ #2|E O FEl2 v 22| ddeS MEELIc F71 HE #{2l= ol H ol
x| 2ol Lidx(o] Q&L

STATS avg(number_of_container_restarts) as avg_number_ of_container_ restarts by PodName
| SORT avg_number_of_container_restarts DESC

Ol #2l= Pod S52 E
6. ECHE FEIE

25191 ZHEolLf AR H4oi et B stod BoiELIC
NE3tT Ale 3
of Chet xFMIH LY

2 ZR0s &@HEZ 550 2
P

o
Lt i =4
82 CloudWatch Logs Insights # 2| FE2& & ZXslAAI.

k=13
=

Container InsightsOf| CHt 7|El M E 22

59l He| 0l RAISE H4of mat HEE Pod 25

STATS avg(number_of_container_restarts) as avg_number_of_container_restarts by PodName
| SORT avg_number_of_ container_restarts DESC

LHEE Podet A& QI Pod 7+ H|

fields etimestamp, @message

| sort etimestamp desc

| filter Type="Pod"

| stats min(pod_number_ of_containers) as requested, min(pod_number_ of_running_containers)
as running, ceil(avg(pod_number_of_ containers-pod_number_of_ running containers)) as
pods_missing by kubernetes.pod_name

| sort pods_missing desc

So{AE L E Al

o

A
e

stats avg(cluster_failed_node_count) as CountOfNodeFailures
| filter Type="Cluster"
| sort etimestamp desc

OfEEIFOIM Za 2F
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html

Amazon CloudWatch AHS AT A
Container Insightsol M +=Z|El X|E

Count by container name: stats count() as countoferrors by kubernetes.container_name
| filter stream="stderr"
| sort countoferrors desc

ZielolL ool Cla3 AL 8™

stats floor(avg(container_filesystem usage/1024)) as container_ filesystem_usage_avg_kb by
Instanceld, kubernetes.container_name, device

| filter Type="ContainerFS"

| sort container_filesystem usage_avg_kb desc

ZiE{|o|L] O|E 2| CPU A2k

stats pct(container_cpu_usage_total, 50) as CPUPercMedian by kubernetes.container_name
| filter Type="Container"

Container Insights0| M +=&E X|E

Container Insightsoil A= Amazon ECS & AWS Fargate0i| Ci$t X|E 8t MIEQF Amazon EKS &
KubernetesOi| CHEF CHE MIEE = &ELICH

S|
« Amazon ECS Container Insights X|Z& (p. 161)
» Amazon EKS 2! and Kubernetes Container Insights X|Z (p. 165)

Amazon ECS Container Insights x|

ofzH “Oil" Amazon ECSO| CH3H Container Insightstil M =Z&8t X| & LU R} 0| SH{O| LIt A&LICH Of
o8 X|E= EcS/ContainerInsights HIRIATH O|AO Ql&LICEH X|'A‘||°|_|' &2 X
SHAlAI2.

2 &0l Container Insights X|Z7} 20|X| &t = Z<, Container Insights 282 2t2#H=x| &olghLICt.
Container Insights &50| 2t2£|7| o= X|E 7t LIEFLEX] f&LICH REA[E LIE 2 Container Insights A
M (p. 137) EHHE FHEFAAIL.

Note

$E=E HEQT U C|A3 HEZI2 Amazon ECS e =X ELIC} o|gf8t &5 X|E 7}
CloudWatchollAM ZIH|El CHS raTE &7} "*QEI7I [EH—.-_—01I 0|24t X|Z0llA Amto|=Z 7} gF st
o 2 o 4 ELICH o2 E01 2B{AE 0 = F Amazon ECS 2] & stLI7F A& 0| 37<IEI‘:H
£ U EL3 HEZQ raTEE W2 S X|E Amazon ECS "*°.=101IA-I +EE HEL3 HEZ o]
E{Qt St ClolEf ZOIEO EH?_ % 9 /\MPOIEL E AIELICE CloudWatch El2 O|38t S&t2
CIRItE QoM +™ X|EE £E5tn ZLERS D ZBEE MME £ e 7‘I“QI 2SS o415t
I &Lk

RATE g0 CHEt AHM[EH LHER X|E &+

i

T2 9l 84 (p. 50) B HESAAIL.

Che XEE 24 2 MH|A B X|EE 2/53H Amazon ECS0I| A Container Insights A% (p. 138)2]
EHHE 2t=EstH AFSE = /U&LIcH

X|E o|& 2 A
ContainerInstanceCou@itusterName ZHAEN S5E

Amazon Amazon ECS
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Amazon CloudWatch AH& A A
Amazon ECS Container Insights X| &

CpuUtilized

CpuReserved

DeploymentCount

DesiredTaskCount

MemoryUtilized

MemoryReserved

At

TaskDefinitionFamily, ClusterName
ServiceName, ClusterName

ClusterName

TaskDefinitionFamily, ClusterName
ServiceName, ClusterName

ClusterName

ServiceName, ClusterName

ServiceName, ClusterName

TaskDefinitionFamily, ClusterName
ServiceName, ClusterName

ClusterName

TaskDefinitionFamily, ClusterName
ServiceName, ClusterName

ClusterName
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Oo|MEE ddst=
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AN EZQI XM MER
KIHE 2lAA 0| Z o
M AFESHE CPU %
Lfct.
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Amazon ECS MH|A Q|
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Amazon CloudWatch AH& A A
Amazon ECS Container Insights X| &

X|E 0|

At

NetworkRxBytes TaskDefinitionFamily, ClusterName
ServiceName, ClusterName
ClusterName
NetworkTxBytes TaskDefinitionFamily, ClusterName
ServiceName, ClusterName
ClusterName
PendingTaskCount ServiceName, ClusterName
RunningTaskCount ServiceName, ClusterName
ServiceCount ServiceName
StorageReadBytes TaskDefinitionFamily, ClusterName
ServiceName, ClusterName
ClusterName
StorageWriteBytes | TaskDefinitionFamily, ClusterName
ServiceName, ClusterName
ClusterName
TaskCount ServiceName
TaskSetCount ServiceName, ClusterName
CHE X|EE Amazon ECSOIA EC2 QIAEIA B X|EE 4

= (p. 139)9| HHE 2EstHASE = U&LICHL

A& Sl Aol M XY
F EIAA|AM = AIE HE
O|E 9| =RtQIL|Ct.
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23 2EofA ZE|o|L
ofl CHsl Mo XM= =E/L|C}H
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A& Sl AH#dollM XY
8t BlaAo] AEZ|X|of
M e45{Zl Hto|E 9| = A
Lt
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El5t7] ?I3H CloudWatch 00| E. HY
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Amazon CloudWatch AH& A A
Amazon ECS Container Insights X| &

XE 0|2 ¢

instance_cpu_limit | ClusterName

instance_cpu_reserveGlustgrilains

EC2Instanceld, Containerinstanceld, ClusterName

instance_cpu_usage_tOGtusierName

instance_cpu_utiliza€lusterName

EC2Instanceld, Containerinstanceld, ClusterName

instance_filesystem Ghsieriatien

EC2Instanceld, Containerinstanceld, ClusterName

instance_memory_limi€lusterName

instance_memory_reseClusterbapee ity

EC2Instanceld, Containerinstanceld, ClusterName
instance_memory_utliGChsterdlame

EC2Instanceld, Containerlnstanceld, ClusterName

instance_memory_workGhusterdlame

instance_network_totElustsriasne

instance_number_of rGlusierdlateesks
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Amazon CloudWatch AH& A A
Amazon EKS 2! and Kubernetes Container Insights X| &

Amazon EKS 2! and Kubernetes Container Insights X|

FH

of2l Eoi= Container Insnghtsoﬂkl Amazon EKS 2! Kubernetes8 2 2 %8t X| & 4 x} 0| S 50| LI}
U&LICH 0|28t X|E= containerInsights |-‘||°'All‘||0|/*01| &LICH REMIE LIS X|E (p. 3) Bt
2 XA,

ir
arc

£ 20l Container Insights X|E7} £0|X| gtE=
Container InS|ghts MYo| 22 E|7]| Moll= K|
M (p. 137) BHHEE FHESAAIR.

2 Container InS|ghts MHEE 22X =QIF L
7t LFEFLER| eE& LI REMIEE LI& 2 Container Insights A

74

o
7
ac

X% Ol& At M
cluster_failed_node GlustearName S{AE 9| AMlufst xHd

At =0 AL

cluster_node_count | ClusterName 334/‘54 | |='|'X|' =3

namespace_number_ of Namebpgce&dssterName Mg B2l xpHoll M X|H
et El*"gl I-‘||°'*1H|0|
ClusterName AL AISH =0 pod =X}
°'L—|EP.
node_cpu_limit ClusterName S{AEMH EY L E

of stetst & ol= %|CH
CPU &% =AtlLct

node_cpu_reserved_cabNadeéidgame, ClusterName, Instanceld kubelet, kube-proxy,
Docker 5 = 4 2
ClusterName A0] o2 E CPU R 2]
Hig L|ct.
node_cpu_usage_totalClusterName EHAES =0 A}
8 QI CPU X9l %
Rtdi|ct.
node_cpu_utilizationNodeName, ClusterName, Instanceld —=-E4/\E-|°| ol A
g 5°lCcPU Rl B
ClusterName “-'.*—E—% IL|C}
node_filesystem utillledellame, ClusterName, Instanceld SAEO|M =0 A
235l 0 A|AE 22
ClusterName o| & w9 L |C}

node_memory_limit | ClusterName

Ct.
node_memory_reservedNodebarney ClusterName, Instanceld SHAELS =0 3
M ALE B2l Hzele
ClusterName Hl2 2L E}_
node_memory_utilizathlodeName, ClusterName, Instanceld Bt 7 EE= 042 74Ol =
oM X Al S0
ClusterName Mz zlel HlgelL|c}.
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Amazon CloudWatch AF AT4A]

Amazon EKS 2! and Kubernetes Container Insights X| &

X|E 0| A2

node_memory_working EkisterName

node_network_ total_bNodeName, ClusterName, Instanceld

ClusterName

node_number_ of_ runniNgdeNamwifdusterName, Instanceld

ClusterName

node_number_ of_runnilNgdeNdme, ClusterName, Instanceld
ClusterName
pod_cpu_reserved_capBodMgme, Namespace, ClusterName
ClusterName
pod_cpu_utilization PodName, Namespace, ClusterName
Namespace, ClusterName
Service, Namespace, ClusterName
ClusterName
pod_cpu_utilization_BoudNapwd Nammespace, ClusterName
Namespace, ClusterName
Service, Namespace, ClusterName
ClusterName
pod_memory_reserved Paghadiey Namespace, ClusterName
ClusterName
pod_memory_utilizatiBadName, Namespace, ClusterName
Namespace, ClusterName
Service, Namespace, ClusterName
ClusterName
pod_memory_utilizatiBadName, dNaindspace, ClusterName
Namespace, ClusterName
Service, Namespace, ClusterName
ClusterName

pod_number_ of_contaiRedNametarsespace, ClusterName
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Amazon CloudWatch A2 AT A
Hds z2a &=z

X|E 0|8 R

pod_network_ rx_ bytesPodName, Namespace, ClusterName
Namespace, ClusterName
Service, Namespace, ClusterName
ClusterName

pod_network_tx bytesPodName, Namespace, ClusterName
Namespace, ClusterName
Service, Namespace, ClusterName
ClusterName

service_number_of_ ruBervice,idaisespace, ClusterName

ClusterName

Container Insights &8s £

Z23 0H

w

0| B+ ol = Container Insights7} M5
EEElof JU&LICt

=
» Amazon ECSO1| Cit Container Insights s £ O|HIE (p. 167)

PodolM LEQIE &
8l M& S0l = Hio|

E =Qluct,

SRIAEIM B EE
=40| MHIAE Hst
Lk,

e POdQ—l TXI'OI

» Amazon EKS 2! Kubernetes0ll CHEt Container Insights 25 21 O|HIE (p. 170)

« Amazon EKS 2! KubernetesOl| CHEt 445 21 O[HE S| 28 = (p. 181)

Amazon ECSO{| CH8t
HE

CH22 Container Insights7t Amazon ECSOHIM £=ZlstE M5 2

Container Insights 4 Z1 0|

1 O|HIE 9| o LC}.

-~

"Version": "O",

"Type": "Container",

"ContainerName": "mysql",

"TaskId": "7c7bce41-8f2f-4673-bla3-0e57ef51168f",
"TaskDefinitionFamily": "hello_world",
"TaskDefinitionRevision": "2",
"ContainerInstanceId": "12345678-db61-4blb-b0ec-93ad21467cc9",
"EC2InstanceId": "i-1234567890123456",
"ServiceName": "myCIService",

"ClusterName": "myCICluster",

"Timestamp": 1561586749104,

"CpuUtilized": 1.8381139895790504,

"CpuReserved": 30.0,

"MemoryUtilized": 295,

"MemoryReserved": 400,

"StorageReadBytes": 10817536,
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"StorageWriteBytes": 2085376000,
"NetworkRxBytes": 6522,
"NetworkRxDropped": 0,
"NetworkRxErrors": O,
"NetworkRxPackets": 83,
"NetworkTxBytes": 3904,
"NetworkTxDropped": O,
"NetworkTxErrors": O,
"NetworkTxPackets": 44

}
2. 5y
{
"Version": "O",

"Type": "Task",

"TaskId": "8b03d710-al0de-4458-b6ee-e9829e9d1440",
"TaskDefinitionFamily": "hello_world",
"TaskDefinitionRevision": "2",

"ContainerInstanceId": "12345678-e797-496b-9d70-4edfda2700a4",

"EC2InstanceId": "i-1234567890123456",
"ServiceName": "myCIService",
"ClusterName": "myCICluster",
"Timestamp": 1561586269429,
"CpuUtilized": 2.4353688568190526,
"CpuReserved": 60.0,
"MemoryUtilized": 314,
"MemoryReserved": 800,
"StorageReadBytes": 11124736,
"StorageWriteBytes": 2100379648,
"NetworkRxBytes": 12062,
"NetworkRxDropped": 0,
"NetworkRxErrors": O,
"NetworkRxPackets": 149,
"NetworkTxBytes": 8064,
"NetworkTxDropped": O,
"NetworkTxErrors": O,
"NetworkTxPackets": 96,
"CloudWatchMetrics": [

{
"Namespace": "ECS/ContainerInsights",
"Metrics": [

{
"Name": "CpuUtilized",
"Unit": "None"

T

{
"Name": "CpuReserved",
"Unit": "None"

T

{
"Name": "MemoryUtilized",
"Unit": "Megabytes"

T

{
"Name": "MemoryReserved",
"Unit": "Megabytes"

T

{
"Name": "StorageReadBytes",
"Unit": "Bytes/Second"

T

{
"Name": "StorageWriteBytes",
"Unit": "Bytes/Second"
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I
{
"Name": "NetworkRxBytes",
"Unit": "Bytes/Second"
I
{
"Name": "NetworkTxBytes",
"Unit": "Bytes/Second"
}
1,
"Dimensions": [
[
"ClusterName"
1,
[
"ServiceName",
"ClusterName"
1,
[
"ClusterName",
"TaskDefinitionFamily"
1
]
}
1
}
S&: MH|A
{
"Version": "O",
"Type": "Service",
"ServiceName": "myCIService",
"ClusterName": "myCICluster",

"Timestamp": 1561586460000,
"DesiredTaskCount": 2,
"RunningTaskCount": 2,
"PendingTaskCount": 0,
"DeploymentCount": 1,
"TaskSetCount": 0,
"CloudWatchMetrics": [

{
"Namespace": "ECS/ContainerInsights",
"Metrics": [
{
"Name": "DesiredTaskCount",
"Unit": "Count"
T
{
"Name": "RunningTaskCount",
"Unit": "Count"
T
{
"Name": "PendingTaskCount",
"Unit": "Count"
T
{
"Name": "DeploymentCount",
"Unit": "Count"
T
{
"Name": "TaskSetCount",
"Unit": "Count"
}
1.
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"Dimensions": [

[
"ServiceName",
"ClusterName"
1
]
}
1
}
Y B2AH
{
"Version": "O",
"Type": "Cluster",
"ClusterName": "myCICluster",
"Timestamp": 1561587300000,
"TaskCount": 5,
"ContainerInstanceCount": 5,
"ServiceCount": 2,
"CloudWatchMetrics": [
{
"Namespace": "ECS/ContainerInsights",
"Metrics": [
{
"Name": "TaskCount",
"Unit": "Count"
}I
{
"Name": "ContainerInstanceCount",
"Unit": "Count"
}I
{
"Name": "ServiceCount",
"Unit": "Count"
}
]I
"Dimensions": [
[
"ClusterName"
]
]
}
]
}

Amazon EKS 2! Kubernetes| CH &t Container Insights
Ms 23 o|HIE

CHZ 2 Container Insights7F Amazon EKS 2! Kubernetes 2EHAE{0|M &6t M5 21 0|HIE Q| 0f
Lct.

0%

- =

o
T

{

"AutoScalingGroupName": "eksctl-myCICluster-nodegroup-standard-workers-
NodeGroup-1174PV2WHZAYU",
"CloudWatchMetrics": [
{
"Metrics": [

{
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"Unit": "Percent",
"Name": "node_cpu_utilization"
Iy
{
"Unit": "Percent",
"Name": "node_memory_utilization"
Iy
{
"Unit": "Bytes/Second",
"Name": "node_network_total_bytes"
Iy
{
"Unit": "Percent",
"Name": "node_cpu_reserved_capacity"
Iy
{
"Unit": "Percent",
"Name": "node_memory_ reserved_capacity"
Iy
{
"Unit": "Count",
"Name": "node_number_of_running pods"
Iy
{
"Unit": "Count",
"Name": "node_number_of_ running containers"
}
1,
"Dimensions": [
[
"NodeName",
"InstancelId",
"ClusterName"
]
1,
"Namespace": "ContainerInsights"
Iy
{
"Metrics": [
{
"Unit": "Percent",
"Name": "node_cpu_utilization"
Iy
{
"Unit": "Percent",
"Name": "node_memory_utilization"
Iy
{
"Unit": "Bytes/Second",
"Name": "node_network_total_bytes"
Iy
{
"Unit": "Percent",
"Name": "node_cpu_reserved_capacity"
Iy
{
"Unit": "Percent",
"Name": "node_memory_ reserved_capacity"
Iy
{
"Unit": "Count",
"Name": "node_number_of_running pods"
Iy
{
"Unit": "Count",
"Name": "node_number_of_ running containers"
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Iy
{
"Name": "node_cpu_usage_total"
Iy
{
"Name": "node_cpu_limit"
Iy
{
"Unit": "Bytes",
"Name": "node_memory_working_ set"
Iy
{
"Unit": "Bytes",
"Name": "node_memory_limit"
}
1,
"Dimensions": [
[
"ClusterName"
]
1,
"Namespace": "ContainerInsights"
}
1,
"ClusterName": "myCICluster",
"InstanceId": "i-1234567890123456",
"InstanceType": "t3.xlarge",
"NodeName": "ip-192-0-2-0.us-west-2.compute.internal",
"Sources": [
"cadvisor",
"/proc",
"pod",
"calculated"
1,
"Timestamp": "1567096682364",
"Type": "Node",
"Version": "O",
"kubernetes": {
"host": "ip-192-168-75-26.us-west-2.compute.internal"
Iy

"node_cpu_limit": 4000,

"node_cpu_request": 1130,
"node_cpu_reserved_capacity": 28.249999999999996,
"node_cpu_usage_system": 33.794636630852764,
"node_cpu_usage_total": 136.47852169244098,
"node_cpu_usage_user": 71.67075111567326,
"node_cpu_utilization": 3.4119630423110245,
"node_memory_cache": 3103297536,
"node_memory_failent": O,
"node_memory_hierarchical_pgfault": 0,
"node_memory_hierarchical_pgmajfault": 0,
"node_memory_limit": 16624865280,
"node_memory_mapped_file": 406646784,
"node_memory_max_usage": 4230746112,
"node_memory_pgfault": 0,
"node_memory_pgmajfault": 0,
"node_memory_request": 1115684864,
"node_memory_reserved_capacity": 6.7109407818311055,
"node_memory_rss": 798146560,
"node_memory_swap": O,

"node_memory_usage": 3901444096,
"node_memory_utilization": 6.601302600149552,
"node_memory_working set": 1097457664,
"node_network_rx_bytes": 35918.392817386324,
"node_network_rx_dropped": O,
"node_network_rx_errors": 0,
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"node_network_rx_packets": 157.67565245448117,
"node_network_total_bytes": 68264.20276554905,
"node_network_tx_bytes": 32345.80994816272,
"node_network_tx_dropped": O,
"node_network_tx_errors": 0,
"node_network_tx_packets": 154.21455923431654,
"node_number_of_ running containers": 16,
"node_number_of_ running pods": 13

-

2% NodeFS

{

"AutoScalingGroupName": "eksctl-myCICluster-nodegroup-standard-workers-
NodeGroup-1174PV2WHZAYU",
"CloudWatchMetrics": [
{
"Metrics": [
{
"Unit": "Percent",
"Name": "node_filesystem utilization"
}
1,
"Dimensions": [
[
"NodeName",
"InstancelId",
"ClusterName"

1,
[

"ClusterName"
]
1,
"Namespace": "ContainerInsights"

}
1,
"ClusterName": "myCICluster",
"EBSVolumeId": "aws://us-west-2b/vol-0a53108976d4a2fda",
"InstanceId": "i-1234567890123456",
"InstanceType": "t3.xlarge",
"NodeName": "ip-192-0-2-0.us-west-2.compute.internal",
"Sources": [

"cadvisor",

"calculated"
1,
"Timestamp": "1567097939726",
"Type": "NodeFs",
"Version": "O",
"device": "/dev/nvmeOnlpl",
"fstype": "vis",
"kubernetes": {

"host": "ip-192-168-75-26.us-west-2.compute.internal"
T
"node_filesystem_available": 17298395136,
"node_filesystem_capacity": 21462233088,
"node_filesystem_inodes": 10484720,
"node_filesystem_inodes_free": 10367158,
"node_filesystem_usage": 4163837952,
"node_filesystem utilization": 19.400767547940255

-

2% NodeDisklO
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"AutoScalingGroupName": "eksctl-myCICluster-nodegroup-standard-workers-
NodeGroup-1174PV2WHZAYU",
"ClusterName": "myCICluster",
"EBSVolumeId": "aws://us-west-2b/vol-0a53108976d4a2fda",
"InstanceId": "i-1234567890123456",
"InstanceType": "t3.xlarge",
"NodeName": "ip-192-0-2-0.us-west-2.compute.internal",
"Sources": [
"cadvisor"
1,
"Timestamp": "1567096928131",
"Type": "NodeDiskIO",
"Version": "O",
"device": "/dev/nvmeOnl",
"kubernetes": {
"host": "ip-192-168-75-26.us-west-2.compute.internal"
Iy

"node_diskio_io_service_bytes_async": 9750.505814277016,
"node_diskio_io_service_bytes_read": 0,
"node_diskio_io_service_bytes_sync": 230.6174506688036,
"node_diskio_io_service_bytes_total": 9981.123264945818,
"node_diskio_io_service_bytes_write": 9981.123264945818,
"node_diskio_io_serviced_async": 1.153087253344018,
"node_diskio_io_serviced_read": 0,
"node_diskio_io_serviced_sync": 0.03603397666700056,
"node_diskio_io_serviced_total": 1.1891212300110185,
"node_diskio_io_serviced_write": 1.1891212300110185

-

2% NodeNet

-~

"AutoScalingGroupName": "eksctl-myCICluster-nodegroup-standard-workers-
NodeGroup-1174PV2WHZAYU",

"ClusterName": "myCICluster",
"InstanceId": "i-1234567890123456",
"InstanceType": "t3.xlarge",
"NodeName": "ip-192-0-2-0.us-west-2.compute.internal",
"Sources": [

"cadvisor",

"calculated"
1,
"Timestamp": "1567096928131",
"Type": "NodeNet",
"Version": "O",
"interface": "eni972fébfa9%al",
"kubernetes": {

"host": "ip-192-168-75-26.us-west-2.compute.internal"
T
"node_interface_network rx_bytes": 3163.008420864309,
"node_interface_network_ rx_dropped": 0,
"node_interface_network rx_errors": 0,
"node_interface_network rx_packets": 16.575629266820258,
"node_interface_network_ total_bytes": 3518.3935157426017,
"node_interface_network tx_bytes": 355.385094878293,
"node_interface_network_ tx_dropped": 0,
"node_interface_network_ tx_errors": 0,
"node_interface_network_ tx_packets": 3.9997714100370625

-

o
0%
5
o

o
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"AutoScalingGroupName": "eksctl-myCICluster-nodegroup-standard-workers-
NodeGroup-1174PV2WHZAYU",
"CloudWatchMetrics": [

{
"Metrics": [
{
"Unit": "Percent",
"Name": "pod_cpu_utilization"
I
{
"Unit": "Percent",
"Name": "pod_memory utilization"
I
{
"Unit": "Bytes/Second",
"Name": "pod_network rx bytes"
I
{
"Unit": "Bytes/Second",
"Name": "pod_network tx bytes"
I
{
"Unit": "Percent",
"Name": "pod_cpu_utilization_over_pod_limit"
I
{
"Unit": "Percent",
"Name": "pod_memory utilization_over_pod_limit"
}
1,
"Dimensions": [
[
"PodName",
"Namespace",
"ClusterName"
1,
[
"Service",
"Namespace",
"ClusterName"
1,
[
"Namespace",
"ClusterName"
1,
[
"ClusterName"
1
1,
"Namespace": "ContainerInsights"
I
{
"Metrics": [
{
"Unit": "Percent",
"Name": "pod_cpu_reserved_capacity"
I
{
"Unit": "Percent",
"Name": "pod_memory_ reserved_capacity"
}

1,
"Dimensions": [
[
"PodName",
"Namespace",

175




Amazon CloudWatch AF AT4A]
Amazon EKS 2! Kuberneteso| S M5 21 O|HE

"ClusterName"
1,
[
"ClusterName"
]
1,
"Namespace": "ContainerInsights"
Iy
{
"Metrics": [
{
"Unit": "Count",
"Name": "pod_number_of_container_restarts"
}
1,
"Dimensions": [
[
"PodName",
"Namespace",
"ClusterName"
]
1,
"Namespace": "ContainerInsights"
}
1,
"ClusterName": "myCICluster",
"InstanceId": "i-1234567890123456",
"InstanceType": "t3.xlarge",
"Namespace": "amazon-cloudwatch",
"NodeName": "ip-192-0-2-0.us-west-2.compute.internal",
"PodName": "cloudwatch-agent-statsd",
"Service": "cloudwatch-agent-statsd",
"Sources": [
"cadvisor",
"pod",
"calculated"
1,
"Timestamp": "1567097351092",
"Type": "Pod",
"Version": "O",
"kubernetes": {
"host": "ip-192-168-75-26.us-west-2.compute.internal”,
"labels": {
"app": "cloudwatch-agent-statsd",
"pod-template-hash": "df44£855f"
Iy
"namespace_name": "amazon-cloudwatch",
"pod_id": "2f4ff5ac-c813-11e9-a31d-06e9dde32928",
"pod_name": "cloudwatch-agent-statsd-df44f855f-ts4q2",
"pod_owners": [
{
"owner_kind": "Deployment",
"owner_name": "cloudwatch-agent-statsd"
}
1,
"service_name": "cloudwatch-agent-statsd"
Iy
"pod_cpu_limit": 200,
"pod_cpu_request": 200,
"pod_cpu_reserved_capacity": 5,
"pod_cpu_usage_system": 1.4504841104992765,
"pod_cpu_usage_total": 5.817016867430125,
"pod_cpu_usage_user": 1.1281543081661038,
"pod_cpu_utilization": 0.14542542168575312,
"pod_cpu_utilization_over_pod_limit": 2.9085084337150624,
"pod_memory_cache": 8192,
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-

"pod_memory_failcnt": O,
"pod_memory_hierarchical_pgfault": 0,
"pod_memory_hierarchical_pgmajfault": 0,
"pod_memory_limit": 104857600,
"pod_memory_mapped_file": 0,
"pod_memory_max_usage": 25268224,
"pod_memory_pgfault": O,
"pod_memory_pgmajfault": 0,
"pod_memory_request": 104857600,
"pod_memory_reserved_capacity": 0.6307275170893897,
"pod_memory_rss": 22777856,

"pod_memory_swap": 0,

"pod_memory_usage": 25141248,
"pod_memory_utilization": 0.10988455961791709,
"pod_memory_utilization_over_pod_limit": 17.421875,
"pod_memory_working set": 18268160,
"pod_network_rx_bytes": 9880.697124714186,
"pod_network_rx_dropped": O,
"pod_network_rx_errors": O,
"pod_network_rx_packets": 107.80005532263283,
"pod_network_total_bytes": 10158.829201483635,
"pod_network_tx_bytes": 278.13207676944796,
"pod_network_tx_dropped": 0,
"pod_network_tx_errors": O,
"pod_network_tx_packets": 1.146027574644318,
"pod_number_of_container_restarts": 0,
"pod_number_of_containers": 1,
"pod_number_of_running containers": 1,
"pod_status": "Running"

o
T

23: PodNet

{

"AutoScalingGroupName": "eksctl-myCICluster-nodegroup-standard-workers-

NodeGroup-1174PV2WHZAYU",

"ClusterName": "myCICluster",
"InstanceId": "i-1234567890123456",
"InstanceType": "t3.xlarge",
"Namespace": "amazon-cloudwatch",
"NodeName": "ip-192-0-2-0.us-west-2.compute.internal",
"PodName": "cloudwatch-agent-statsd",
"Service": "cloudwatch-agent-statsd",
"Sources": [
"cadvisor",
"calculated"
1,
"Timestamp": "1567097351092",
"Type": "PodNet",
"Version": "O",
"interface": "etho",
"kubernetes": {
"host": "ip-192-168-75-26.us-west-2.compute.internal",
"labels": {
"app": "cloudwatch-agent-statsd",
"pod-template-hash": "df44f855f"
T
"namespace_name": "amazon-cloudwatch",
"pod_id": "2f4ff5ac-c813-11e9-a31d-06e9dde32928",
"pod_name": "cloudwatch-agent-statsd-df44f855f-ts4q2",
"pod_owners": [
{
"owner_kind": "Deployment",
"owner_name": "cloudwatch-agent-statsd"
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1,

"service_name": "cloudwatch-agent-statsd"
T
"pod_interface_network_rx bytes": 9880.697124714186,
"pod_interface_network_rx dropped": 0,
"pod_interface_network_rx_errors": 0,
"pod_interface_network_rx_packets": 107.80005532263283,
"pod_interface_network_total_bytes": 10158.829201483635,
"pod_interface_network_tx bytes": 278.13207676944796,
"pod_interface_network_tx dropped": 0,
"pod_interface_network_tx_errors": 0,
"pod_interface_network_tx_packets": 1.146027574644318

-

& delolH

-~

"AutoScalingGroupName": "eksctl-myCICluster-nodegroup-standard-workers-NodeGroup-sample",
"ClusterName": "myCICluster",
"InstanceId": "i-1234567890123456",
"InstanceType": "t3.xlarge",
"Namespace": "amazon-cloudwatch",
"NodeName": "ip-192-0-2-0.us-west-2.compute.internal",
"PodName": "cloudwatch-agent-statsd",
"Service": "cloudwatch-agent-statsd",
"Sources": [

"cadvisor",

"pod",

"calculated"
1,
"Timestamp": "1567097399912",
"Type": "Container",
"Version": "O",
"container_cpu_limit": 200,
"container_cpu_request": 200,
"container_cpu_usage_system": 1.87958283771964,
"container cpu_usage_total": 6.159993652997942,
"container_cpu_usage_user": 1.6707403001952357,
"container_cpu_utilization": 0.15399984132494854,
"container_memory_cache": 8192,
"container_memory_ failcnt": O,
"container_memory_ hierarchical_pgfault": 0,
"container_memory_hierarchical_pgmajfault": 0,
"container_memory limit": 104857600,
"container_memory mapped_file": 0,
"container_ memory max_usage": 24580096,
"container_memory_pgfault": 0,
"container_memory_pgmajfault": 0,
"container_memory request": 104857600,
"container_ memory_rss": 22736896,
"container_memory_swap": O,
"container_memory usage": 24453120,
"container_memory utilization": 0.10574541028701798,
"container_memory working set": 17580032,

"container_status": "Running",
"kubernetes": {
"container_name": "cloudwatch-agent",
"docker": {
"container_id": "8967b6b37da239dfadl197c9fdea3e5dfd35a8a759ec86e2e4c3£f7b401e232706"
T
"host": "ip-192-168-75-26.us-west-2.compute.internal",
"labels": {
"app": "cloudwatch-agent-statsd",

"pod-template-hash": "df44f855f"
T
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"namespace_name": "amazon-cloudwatch",
"pod_id": "2f4ff5ac-c813-11e9-a31d-06e9dde32928",
"pod_name": "cloudwatch-agent-statsd-df44f855f-ts4q2",
"pod_owners": [
{
"owner_kind": "Deployment",
"owner_name": "cloudwatch-agent-statsd"
}
1,
"service_name": "cloudwatch-agent-statsd"

I

"number_of_container_restarts": 0

-

2% ContainerFS

{
"AutoScalingGroupName": "eksctl-myCICluster-nodegroup-standard-workers-
NodeGroup-1174PV2WHZAYU",
"ClusterName": "myCICluster",
"EBSVolumeId": "aws://us-west-2b/vol-0a53108976d4a2fda",
"InstanceId": "i-1234567890123456",
"InstanceType": "t3.xlarge",
"Namespace": "amazon-cloudwatch",
"NodeName": "ip-192-0-2-0.us-west-2.compute.internal",
"PodName": "cloudwatch-agent-statsd",
"Service": "cloudwatch-agent-statsd",
"Sources": [
"cadvisor",
"calculated"
]l
"Timestamp": "1567097399912",
"Type": "ContainerFsS",
"Version": "O",
"container_filesystem available": 0,
"container_filesystem capacity": 21462233088,
"container_filesystem usage": 24576,
"container_filesystem utilization": 0.0001145081217748071,
"device": "/dev/nvmeOnlpl",
"fstype": "vis",
"kubernetes": {
"container_name": "cloudwatch-agent",
"docker": {
"container_id": "8967b6b37da239dfadl97c9fdea3e5dfd35a8a759ec86e2e4c3£f7b401e232706"
}l
"host": "ip-192-168-75-26.us-west-2.compute.internal”,
"labels": {
"app": "cloudwatch-agent-statsd",
"pod-template-hash": "df44£f855f"
}l
"namespace_name": "amazon-cloudwatch",
"pod_id": "2f4ff5ac-c813-11e9-a31d-06e9dde32928",
"pod_name": "cloudwatch-agent-statsd-df44f855f-ts4q2",
"pod_owners": [
{
"owner_kind": "Deployment",
"owner_name": "cloudwatch-agent-statsd"
}
]l

"service_name": "cloudwatch-agent-statsd"

-

Fo
0%
iy
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>
m
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{
"CloudWatchMetrics": [
{
"Metrics": [
{
"Unit": "Count",
"Name": "cluster_node_count"
Iy
{
"Unit": "Count",
"Name": "cluster_failed_node_count"
}
1,
"Dimensions": [
[
"ClusterName"
1
1,
"Namespace": "ContainerInsights"
}
1,
"ClusterName": "myCICluster",
"Sources": [
"apiserver"
1,
"Timestamp": "1567097534160",
"Type": "Cluster",
"Version": "O",
"cluster_failed_node_count": 0,
"cluster_node_count": 3
}

2% ClusterService

{
"CloudWatchMetrics": [
{
"Metrics": [
{
"Unit": "Count",
"Name": "service_number_of_ running pods"
}
1,
"Dimensions": [
[
"Service",
"Namespace",
"ClusterName"

1,
[

"ClusterName"
1
1,
"Namespace": "ContainerInsights"
}
1,
"ClusterName": "myCICluster",
"Namespace": "amazon-cloudwatch",
"Service": "cloudwatch-agent-statsd",
"Sources": [
"apiserver"
1,
"Timestamp": "1567097534160",
"Type": "ClusterService",
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"Version": "O",
"kubernetes": {
"namespace_name": "amazon-cloudwatch",
"service_name": "cloudwatch-agent-statsd"
T

"service_number of_running_pods": 1

-

F&: ClusterNamespace

{
"CloudWatchMetrics": [

{
"Metrics": [
{
"Unit": "Count",
"Name": "namespace_number_ of_ running pods"
}
1,
"Dimensions": [
[
"Namespace",
"ClusterName"

1,
[

"ClusterName"
]
1,
"Namespace": "ContainerInsights"
}
1,
"ClusterName": "myCICluster",
"Namespace": "amazon-cloudwatch",
"Sources": [
"apiserver"
1,
"Timestamp": "1567097594160",
"Type": "ClusterNamespace",
"Version": "O",
"kubernetes": {
"namespace_name": "amazon-cloudwatch"
T

"namespace_number of_running pods": 7

Amazon EKS 2! KubernetesOi CHEF A= 27 O|HE

of gted HE

Amazon EKS 2! Kubernetes2| Z2<, Z1E0|L43HEl CloudWatch H|O|MEE M5 21 O|HE Z H|0|EE
& grct. kA CloudWatch7t ZC|'22IE|7} =2 CI0IEE & 2 K& & = U&LICH CloudWatch
M5 23 o|HEQ| H|OIE|E AF25lod MEXMQI HEE x| T SHAE, =& L Pod £F0M EA
El CloudWatch X|E & M-dgHL|Ct.

CtS ZofE ol2{8t 45 21 o[HIE0|M Container Insights X| & C|O|E{9| =&t ptedE L7t Lo} Q)
&LICH CloudWatch Logs Insights& AF&3Hi 028 LE & o Zlofl CHSHAME #2I& +~stod CIOIEIE
HotHL EXME ZAE = U&LICH RME LI 2 CloudWatch Logs Insights2 21 H|O|E £412 &
ZHAlL.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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Pod

Pod
Pod

Pod

Pod

Pod

Pod

Pod
Pod

Pod

_cpu_utilization

pod_cpu_usage_total

pod_cpu_limit

pod_cpu_request

pod_cpu_utilization over_pod_limit

pod_cpu_reserved_capacity

pod_memory_utilization

pod_memory_working_set

pod_memory_limit

pod_memory_request

Source

A 2tz

cadvisor

Hab 22

Hab 2tz

AL 2tE

Hab b2

Aot 2t®

cadvisor

A 2tz

Hab b2

pod_cpu_usage_total /
node_cpu_limit

Al
S .

sum(container cpu_limit]

Pod 2| ofH ZiE]|
olL0ol= CPU &
T Holzlof U
x| gfe deoes
23 o|HEO. o]
ZETt LIEHLER]
er&Lch

T Al-
[= 2 1)

sum(container cpu_reques

container_cpu_requestO|
MYE|0] UK oF

2 I AsL

Ch M- El Zdet

Ao ZEEL

ct.

34
pod_cpu_usage_total /
pod_cpu_limit

34
pod_cpu_request /
node_cpu_limit

Al

o .
pod_memory_working_ set ,
node_memory_ limit

Al
o .

sum(container memory_lir

PodQ| o Z1E]|
olL{ol= M2 2|
=71 Holx|of
UXR| et 2 B2
= 27 o|HED
O| 2 =7} LtEFLt
x| et&LiCt

Al
o -
sum(container memory_rec

container_memory_request
MEElo] U}UR|
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Pod

Pod

Pod

Pod

Pod

PodNet

PodNet

Zief|olLA

Hu
|
e
In

Source

pod_memory utilization_ over pod_ limi#|{t =

pod_memory_reserved_capacity Aok 2t 2
pod_network_tx_bytes Ao g2
pod_network_rx_bytes Hbk 22
pod_network total bytes Ao g2
pod_interface_network rx bytes cadvisor
pod_interface_network_ tx bytes cadvisor
container_cpu_usage_total cadvisor

pod_memory_ working_set ,
pod_memory_ limit

Pod] o 74|
olLfolE HZ 2]
8% 7} Zo|go]
oIx| k2 Zeof
= 27 oEof
o ZE7h LiEfLE
x| ef&sLich.

Al

o .
pod_memory_request /
node_memory_ limit

Al
[= 2 1)

sum(pod_interface_netwo:

O| HIO|E{& Pod
HZ I E HEY
3 QUAEHANM
MEE = A&
C}. CloudWatch

oo|MEE & &
HE HAbstD K|
E g

FL|C|

M

=
e

7t

40 HH
O

I

Al
[=Ta N

sum(pod_interface_netwo:

Al
o -
pod_network_rx bytes
+

pod_network_tx bytes

0| HIO|E{& Pod
HER3 2le{m|
o|Aof cHst =&
HE 23 rx HFO|
ElL|ct.

0| H|0|E& Pod
HE23 QEH
o|Aof Cigt =&
HE <3 tx 1} O]
EQlL|C}.
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& 23 IEc Source

0
A
0
Q

Fal= [O%] container cpu_limit cadvisor

4
|.|'|
o0~
Iy
C

Hrio;
ba!
[
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o>
r
o

Fal= IR container_cpu_request cadvisor MHT[o] UX| &
o

A=|X| ef&Lch

Fal= [O%] container memory working set cadvisor

Z1E| 0| container _memory limit pod MHElo] UR| &

gk Aau

A=|X| ef &Lt

Zieo|L container memory_request pod MHEE|0] UKX| &
oS A OIAL|
= T L AAE
Ch =30l &|x|
o2 Feoles &
AlE|R| ef& Lt

ContainerFS container_ filesystem capacity pod o| Hlo|E= ClA&
3 C|Ho|AEM 2

ANEY = A&

ct.

ContainerFS container filesystem usage pod o| dlo|E&= ClA&
3 CclHfolalE
ANEE £ UAsY
Ct.

ContainerFS container_ filesystem utilization HA gtz =46

container filesystem us:
container filesystem caj

ol dlo|E &= ClA
O O|EEHE A

g+ A&LICH

LE node_cpu_utilization Hbk 22 B4
node_cpu_usage_total /
node_cpu_limit

= node_cpu_usage_total cadvisor

= node_cpu_limit /proc

e = node_cpu_request H A et 2 Al
sum(pod_cpu_request)
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NodeNet

NodeNet

NodeFS
NodeFS
NodeFS

EaZc

node_cpu_reserved_capacity

node_memory_utilization

node_memory_working set
node_memory_limit

node_memory_request

node_memory_reserved_capacity

node_network rx_bytes

node_network_tx bytes

node_network total_bytes

node_number_of_ running_pods
node_number_of_ running_containers

node_interface_network rx bytes

node_interface_network tx bytes

node_filesystem capacity
node_filesystem usage

node_filesystem utilization

Source

Hab 2t=2

A 2tz

cadvisor
/proc

AL 2tE

Hab b2

Aot 2t®

Hab 2tz

A 2tz

Pod S5
Pod &5

cadvisor

cadvisor

cadvisor
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Ha etz

Al ce
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OH
rir

L E

Al-

[= 2 1)
node_cpu_request /
node_cpu_limit

H

Al

o .
node_memory_working set
node_memory_ limit

Al

[= T 1)
sum(pod_memory_request)
Al

o -
node_memory_request /
node_memory_limit

Al

o .
sum(node_interface_netwc
Al

[= 2 1)
sum(node_interface_netwc
Al
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node_network_rx_bytes

+
node_network_tx_bytes

ol HIo|E{E =Y
e HESA
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Bt xE HER3a
rx HFO|E QJL|C}.
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A HERZ3
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node_filesystem usage /
node_filesystem capacit;
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Amazon EKS Z! Kuberneteso| CH
Bt8s 22 OIHJEP_I H e

fd = R = Source

E{AH cluster failed node_ count APl MH
EAH cluster_node_count APl Mt
MH|A service_number_ of_ running_ pods APl MHH

HAHO|A namespace_number_ of_running_pods APl AMH

K|E AL ol |

ol Aladofl= ool EollM W ZHE 0l of | AV EINEXIE HoiF e ORIt Z ot Elol s

S{AE{7} 2 ArERO] QCt 7S B 704U,

OH
>

AAEH

LIcH
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rr
b

|m

Nodel
node_cpu_limit = 4
node_cpu_usage_total = 3

Podl
pod_cpu_usage_total = 2

Containerl
container_cpu_limit = 1
container_ cpu_request = 1
container_cpu_usage_total = 0.8

Container2
container_cpu_limit = null
container_cpu_request = null
container_cpu_usage_total = 1.2

Pod2
pod_cpu_usage_total = 0.4

Container3
container_cpu_limit = 1
container_cpu_request = 0.5
container_cpu_usage_total = 0.4
Node2
node_cpu_limit = 8
node_cpu_usage_total = 1.5

Pod3
pod_cpu_usage_total =1

Container4
container_cpu_limit = 2
container_cpu_request = 2
container_cpu_usage_total = 1

CHE Eoll= O] CIOIE{E AF83t0{ Pod CPU X|EE HlAtste 20| Lot A& LICt

OH

A Pod1 Pod2

XE

pod_cpu_utilization | pod_cpu_usage_total / 2/4=50% 04/4=
node_cpu_limit 10%

Pod3

1/8=
12.5%
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Amazon CloudWatch A2 A
Container Insights EAl| 14

INE:S B4 Pod1 Pod2 Pod3
pod_cpu_utilization_oped ppd lLsmge total / Container20.4/1 = 1/2=50%
sum(container cpu_limit) CHEFCPU | 40%
%l-Ej|. X O|
E|01 x|
o7 [LH—-oﬂ
s Abe
ole
HA B
pod_cpu_reserved_capaeimnfcontainer_cpu_request) (1+0)/4= 05/4= 2/8=25%
node_cpu_limit 25% 12.5%

ChE #0|= o| HIOIE{E AL83t04 .= CPU X|EE HMsHE Yol Lok AJ&LIcH

XE =4 LE1 L2

node_cpu_utilization node_cpu_usage_total / 3/4=75% 15/8=
node_cpu_limit 18.75%

node_cpu_reserved_capacitsum(pod_cpu_request) / 15/4= 2/8=25%
node_cpu_limit 37.5%

Container Insights A 5HZ

Container Insightsofl 2X|7t Rl= A< CtF EHa8 FZst™ =20| Fuloh

Amazon EKS EE &= KubernetesOf| A Al $F HY Z

0{0|ME 7} Kubernetes E2EH{AE{M S2HIE2H| HIZ3HX| 2t= 3
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o
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glzl
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>
>
to

« O BP¥E AA5t0d Pod S5 7S LICH

- ChE BYE LAt £3 stErol M O|HEE FlFfLct

o
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o
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>
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i
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C
ul

Unauthorized panic: Cannot retrieve cadvisor data from kubelet 2F 7} EA|IE|THAM
HiEZ of| Almli$t 3L kubelet 0 Webhook 215 2 E7} &3t E|0] UX| &S £ UELICE O|= Container
Insightsof| “'°°F peolict KHMIE LIS AP =7 =2l (p. 145) _%% AR SHAAIL.
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Amazon CloudWatch AHS MEAM
ARIZUCH CHA| 448t 22{AE{0f Container Insights BiE

ARIZHCEIF CHA| M8t E2{AE{0] Container Insights
HH =
Container Insights 7t & 43tE|X| &2 7|& EHAEE AXRUCHIH 2 E CHA| dd5tE B2 COHA|

CH 22 ol§=2
Wste AIHol= of M 2E2{AE0|A Container InsightsE &&8tE &= Qi&LICH CHA| et = Ol &
qu o|245loF Dt A48} £~ Q& LCt.

aws ecs update-cluster-settings --cluster myCICluster --settings
name=containerInsights,value=enabled

Z&0 X| &7} LIEFLIX| B 5

AWS Management &£ 0{ Container Insights X|ZE7} 2 0|X| o= Z < Container Insights dH & 2= 3
=X| & IELIC}. Container Insights7t 2t75| MY E(X| et ™ X|ZE 7} LIELLEX| b & LCH. XMﬂ‘* LI 2
Container Insights A% (p. 137) 22 XA,

CloudWatch 01|O|ME 9| CrashLoopBackoff 2/

CloudWatch 0{0|ME o CH3H crashlLoopBackoff 2F7F EA|E|H IAM HEto| HESHAH MHEE|o] YK

IR LICH REMIEH LHE 2 AFE! =74 =2l (p. 145) HRHE HZSHAAIL.

AEJO| M = CloudWatch O|O|ME EE=
FluentD Pod

Pending AEHOIA BZF| Q7L Failedscheduling 2F 7} Q= CloudWatch M|0|E EE & FluentD Pod
7t e B2 ollo|FE B8t F0{9| £t RAMO| &0l 2750 =0 EEE AFE 2lAaATH UEK]
§I-O|—|.AIA|O_ ChE Hye 2243 °|.o;| Pod= MEEEL|C}

oco= H71 =2 =2o0oH-

kubectl describe pod cloudwatch-agent-85ppg -n amazon-cloudwatch

CloudWatch O{|O|ME T=74 O|O|X| &=

https://github.com/aws-samples/amazon-cloudwatch-container-insights/blob/master/cloudwatch-agent-
dockerfile/Dockerfile0f| 2= Dockerfile & Z=35t04 XF&l| CloudWatch O|0|ME =7 0|0|X|E E=F 4 Q!
&Lk
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https://github.com/aws-samples/amazon-cloudwatch-container-insights/blob/master/cloudwatch-agent-dockerfile/Dockerfile
https://github.com/aws-samples/amazon-cloudwatch-container-insights/blob/master/cloudwatch-agent-dockerfile/Dockerfile
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E
U
L
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£ % CloudWatch MIO|MEE AIHH CIS S 88 & laLct

« 24 A A Hetol 2R Amazon EC2 QIAEBAZEE|{ O Bl 2 A|AE £+F X|EE £33 £ &Lt x|
Eol= EC2 QIAHA X|E#OF ofL|2t AHAE X|EE Z8E 5 ‘BA'QL—lEF e £ e FIHK|EE
CIoudWatCh O O|ME7} =E5t= X|E (p. 255)0f Lt E|o] &Lt

. 2Z0A MHERE] A|AE £Z X|EE £FELICH 0{7|0l= AWSTE 22|65 K| Sf= A{{#at ofL|a}
oPOIEEl': EtHo| MHE Z &= £ aLct

+ statsD X collectd ZEEZE AFE504 OfZE[F|0|M == MH[AMAM AFERF X|H X|EE HAME
== &Lt statsDE Windows Server7t ML= ML Linux MEHHIAM 25 X|HEIH, collectdE
Linux A0l AMBF X[ §4EILICE

« Linux EE£ Windows ServerE Al&list= Amazon EC2 QIAEIA Sl 2ug|0|A MHERE 2212 £%g
L|Ct.

CHE CloudWatch X|E 2} OF2H7FK|Z CloudWatcholl A CloudWatch (IO|MEE AF835t04 =gt X|EE X

&stn 2 = USLICH CloudWatch OO|ME 7 =&l5tE X|E Q| 7|& LA HO|AE cwagent O X|TF, of

O|MEE T8& Ml CIE HYAHOIAE XHE =& UA&LICH

CloudWatch 00| E0] 2|5 =& E 2= 7|& CloudWatch Logs 0| E0| of5 +=EE 219
DP‘._ 7tXI2 Amazon CloudWatch Logs0il A #{2|=|1 X{ZE LIC CloudWatch Logs 22 0fl CHEF REAIEH LK
2 Amazon CloudWatch L2 & & ZE A2,
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S

CloudWatch 01|0|7‘._‘|501I olall +&lElE X|EE
Bt XFMIEH LA 2 Amazon CloudWatch 2 28 &

OI Et24o| CHA0f| M= Amazon EC2 QIAEIA Tl 2 m3|O|A ME{ol &8 CloudWatch oiloIEEZ Mx|5tE
*E*%i%*l_llzr CIoudWatch 01| IMEIL &g £ Qe X|ZEol Ciet RFME LI 2 CloudWatch 0| 0|

%t X" x| £ 2 HFELIC CloudWatch X|E 2 Z0f CH
=3t

o
CloudWatch 00| E = CHS 2% MK E A= st= AMD64 o 7| =AM X|4E LICEH

 Amazon LinuxtH7 2014.03.02 0|4}

* Amazon Linux 2

» Ubuntu Server {7 18.04, 16.04, 14.04

« CentOS HX7.6,7.2,7.0,6.8,6.5

+ Red Hat Enterprise Linux(RHEL) X 8,7.6,7.5,7.4,7.2,7.0,6.5
» Debian 8.0

+ SUSE Linux Enterprise Server(SLES) & 12 & %1 15

« Windows Server 2019, Windows Server 2016, Windows Server 2012 & Windows Server 2008 R22| 64
HIE X

Ol ofo|MEE Cg 28 MAE A™&s= ARMG4 OF 7[R0l A X|2dELIcH

* Amazon Linux 2
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http://aws.amazon.com/cloudwatch/pricing
http://aws.amazon.com/cloudwatch/pricing

Amazon CloudWatch AHS AT
CloudWatch OIO|ME M x|

+ Ubuntu Server ™ 18.04
+ Red Hat Enterprise Linux(RHEL) ™ 7.6
» SUSE Linux Enterprise Server 15

x| Z2MA M2

HHEZ AR 3104 CloudWatch HO|HMEE £S5 2 CIREZESIT A XI5HHLE, SSMIF S&EE = U&L

Cl. O|F o ¥EHE AFE3SIE CloudWatch O|0|MEE Mx|ste URtAQl s E2 ChSot Z&Lch

1. 01I0I7<d§7+ MHZERE X EE 8 &= UL E 5L 2R TR AWS A|AR ZHE|Ktet S&HE = QU

E 5l= IAM & = AFSKE BHELICH

2. MIOIEE o7|X|& CtReR2 =8t

3. CloudWatch O0|ME M mtd g M5t £=Tstede X EE RIHgLct

4. MeHod o+|o|7.<_1§§ Mx|5tD A|EHEHLICH EC2 °._£E._A of ofo|MEE Mx|E m 1EHAHIM BHE JAM &4
g AZgtLct 2=80/A Mol oo|EE Mx(|E m 1EAH 0 THE IAM AF8 XS] A4 50| =

EEEGRNS %i“éil Z2Lg X|IHgct
S

« CloudWatch 0f|O|ME M x| (p. 190)

+ CloudWatch O|0|ME T4 mted MM (p. 222)

« CloudWatch 00| E 7} &=&l5t= 55)
CloudWatch OO|HEE A8 3lE
CloudWatch O|O|ME o] 22X HZ (p. 270)

CloudWatch O|O|ME M x|

Amazon S3CIREE 237} QYe HHY

E2 A 7{L} SSM EE= AWS CloudFormation E&2!
04 CloudWatch H|O|MEE CIR2 2 =351 AR

235
& 4 U&LcH

jo

A3t

. BYEZ AB510q CloudWatch MO|ME Mx| (p. 190)

« AWS A|AEL ZHE|RHE AFE 3109 CloudWatch O O|TE A %[ (p. 201)

+ AWS CloudFormation2 Ar&3t0{ CloudWatch 0|0|ME MX]| (p. 213)
« CloudWatch Of|O|HE TH7|X[2] MH =2l (p. 217)

M= 2 AF2 5104 CloudWatch O|O|ME M x|
CloudWatch 00|ME 7 |X| CIREE, 7 & Ex|of CisHMHE=E O FHME HESIAAIL

=M
+ HHEZS ALE310{ CloudWatch 0|0|ME CI2 2
+ CloudWatch O{O|HEQ} 7 AFE 57| Tt IAM
« MB{ofl CloudWatch 00| HE Mx| L A (p. 195

E 2 74 (p. 190)
oAg U ALERH MY (p. 194)
5

HA=2 AL2510q CloudWatch H|O|ME CIR2E2E 2 74
CHS BHHIE S35l CloudWatch O0|FE T7|X|E CHRZESIT, IAM HE = ASAE M5, Hdt
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HHEZS ALE5H0q CloudWatch A 0|TE M X|

=k

S3CHREE 23 E AH8304 CloudWatch O|O|ME {7 |X| CHREE

Amazon S3 CI2ZE 23 E AF835104 CloudWatch M|O|FME mI|F7|X|E CIRZE
o ZSHE 0| 2l Ol 0|20 CIRZE 2138 MEHSIAAIL.

g+ AELICH oF 7=

Zt CIR2E 2 30E ©A 213 % ofLzt 2l 23T &LICH o€ £04 Amazon Linux, Amazon Linux
2 2 AMD64 o} 7|Elx{o| BHL 1| 7H°| gastoize 237t |lauch

https://s3.amazonaws.com/amazoncloudwatch-agent/amazon_linux/amdé4/latest/
amazon-cloudwatch-agent.rpm

* https://s3.us-east-1.amazonaws.com/amazoncloudwatch-agent-us-east-1/
amazon_linux/amdé64/latest/amazon-cloudwatch-agent.rpm

* https://s3.eu-central-1.amazonaws.com/amazoncloudwatch-agent-eu-central-1/
amazon_linux/amd64/latest/amazon-cloudwatch-agent.rpm

3 o OIME O 2|41 47 Argoil CHEH README IHUT} CHR R E & 4 Qi BiX M 8 LIEHLE T
CHe 2= 8 4 gLt ofaf# Tele ofg fixlof et

* https://s3.amazonaws.com/amazoncloudwatch-agent/info/latest/RELEASE_NOTES &
EEhttps://s3.region.amazonaws.com/amazoncloudwatch—agent—Region/info/latest/
RELEASE_NOTES

* https://s3.amazonaws.com/amazoncloudwatch-agent/info/latest/CWAGENT VERSION 5=
= https://s3.region.amazonaws.com/amazoncloudwatch-agent-Region/info/latest/

CWAGENT_VERSION

of7|=4 ] BT

= A

CIR2E 23
AMD64 Amazon Linux
2! Amazon
Linux 2

https://s3.amazonaws.com/
amazoncloudwatch-agent/
amazon_linux/amd64/latest/
amazon-cloudwatch-agent.rpm

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/amazon_linux/
amd64/latest/amazon-
cloudwatch-agent.rpm

AMD64 Centos https://s3.amazonaws.com/
amazoncloudwatch-agent/
centos/amd64/latest/amazon-

cloudwatch-agent.rpm

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/centos/amd64/
latest/amazon-cloudwatch-
agent.rom

AMDG64 Redhat https://s3.amazonaws.com/
amazoncloudwatch-agent/
redhat/amd64/latest/amazon-

cloudwatch-agent.rpm

ME o 33

https://s3.amazonaws.com/
amazoncloudwatch-agent/
amazon_linux/amd64/
latest/amazon-cloudwatch-
agent.rpm.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/amazon_linux/
amd64/latest/amazon-
cloudwatch-agent.rpm.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
centos/amd64/latest/amazon-
cloudwatch-agent.rpm.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/centos/amd64/
latest/amazon-cloudwatch-
agent.rpm.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
redhat/amd64/latest/amazon-
cloudwatch-agent.rpm.sig
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AMDG64

AMD64
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Ubuntu

Windows

Cleze 2l

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/redhat/amd64/
latest/amazon-cloudwatch-
agent.rpom

https://s3.amazonaws.com/
amazoncloudwatch-agent/
suse/amd64/latest/amazon-
cloudwatch-agent.rpm

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/suse/amd64/
latest/amazon-cloudwatch-
agent.rom

https://s3.amazonaws.com/
amazoncloudwatch-agent/
debian/amd64/latest/amazon-
cloudwatch-agent.deb

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/debian/amd64/
latest/amazon-cloudwatch-
agent.deb

https://s3.amazonaws.com/
amazoncloudwatch-agent/
ubuntu/amd64/latest/amazon-
cloudwatch-agent.deb

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/ubuntu/amd64/
latest/amazon-cloudwatch-
agent.deb

https://s3.amazonaws.com/
amazoncloudwatch-agent/
windows/amd64/latest/amazon-
cloudwatch-agent.msi

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/windows/amd64/
latest/amazon-cloudwatch-
agent.msi

ME ot 23

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/redhat/amd64/
latest/amazon-cloudwatch-
agent.rpm.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
suse/amd64/latest/amazon-
cloudwatch-agent.rpm.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/suse/amd64/
latest/amazon-cloudwatch-
agent.rpm.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
debian/amd64/latest/amazon-
cloudwatch-agent.deb.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/debian/amd64/
latest/amazon-cloudwatch-
agent.deb.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
ubuntu/amd64/latest/amazon-
cloudwatch-agent.deb.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/ubuntu/amde4/
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\AmazonCloudWatchAgent C|ZE{Z|0] Q& LICH

7|2 common-config.toml CtSI ZH&L|CH

# This common-config is used to configure items used for both ssm and cloudwatch access

## Configuration for shared credential.
## Default credential strategy will be used if it is absent here:

## Instance role is used for EC2 case by default.

## AmazonCloudWatchAgent profile is used for onPremise case by default.
# [credentials]

# shared_credential_profile = "{profile_name}"

# shared_credential_file= "{file_name}"

## Configuration for proxy.

## System-wide environment-variable will be read if it is absent here.

## i.e. HTTP_PROXY/http_proxy; HTTPS_PROXY/https_proxy; NO_PROXY/no_proxy

## Note: system-wide environment-variable is not accessible when using ssm run-command.
## Absent in both here and environment-variable means no proxy will be used.

# [proxy]

# http_proxy = "{http_url}"

# https_proxy = "{https_url}"

# no_proxy = "{domain}"
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» shared_credential_profile - 2Z2|0|A M| AL 0| £ CloudWatcho] CI|OIE{E ELi=
Ol AFSE IAM ALER RHH B3H Z2E2 X|HELICE 0| £E2 ZHE ofR AMEIE HEIE |X(E F2
AmazonCloudWatchAgent7t AtSELICEH O T2 E Mof CHEF AtAIEH LIS 2 (R i|0[A Ao A
%) IAM AtZ2 S L AWS 2|™ X[H (p. 199) THH S X MAIL.

EC2 QIAEAO|AM O] ZE AF25}04 CloudWatch 00| E 7} 0] O_IAEJAQI Clo|E{E CHE AWS 2|9

CloudWatcholl ELHES & = Ql&LICH O|F A stedH 2 2|2l 0|§ & XI™HSH= region EET} QY
= HYE 2 g X[-EELo

shared_credential_profile2 X|H5tE AR [credentials] &8Ol A|Z 2E0IM #T A7{5Hof
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shared_credential_file= "C:\\Documents and Settings\\username\\.aws\\credentials"

shared_credential_file= "/usr/username/credentials"

shared_credential_file2 X|™H5tE B [credentials] &o| A|Z 2E0IM #T M 7{3HoF & L
Ct.
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sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config -
m ec2 -c file:configuration-file-path -s
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sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config -
m onPremise -c file:configuration-file-path -s
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& "C:\Program Files\Amazon\AmazonCloudWatchAgent\amazon-cloudwatch-agent-ctl.psl" -a
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https://console.aws.amazon.com/iam/
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B2

10, (MEH AbEH) od8t Mool M2 ladstLct

=H-
[m]

11. CloudWatchAgentServerPolicy ' AmazonSSMManagedinstanceCoreO| 23l dof| E A|=|=X| &0lst
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/

Amazon CloudWatch AF AT4A]
AlAdE ZE[XIE A 5104 CloudWatch Of|0|ME. A%

CloudWatch O{|O|ME CIREZE 4l 714

O| EHHUME AlAR BEIRHE ALE 510 O0|HEE CI22Este WD of0|HE 74 S dHst=
YHS ATELICH AAR BEIXHE AHE5104 O0|TEE CH2 ZE517| ol HA QUARATE A|AR 22|

Khof CHaH SHIZ2H 7 Elo] Q=X| &elalof &fLict.

SSM Agent x| L= O|0|E

Amazon ECZ QIAEAO|ME CloudWatch HO|MEE A2 5tE{H 6Hc! QIAEIAT}L 22.03.0 0|4 XS
*'°"-+ 010k gtL|C}. CloudWatch 00| MEE Mx|5t7| Mof|, QIAE A 0] SSM AgentE 0| E &t HLE

7<|°*I—IEP(0P otX| et B?).

LinuxE M&st= QIARAN|M SSM AgentE Mx|5H7LE UCIO|E St Widofl CHEF RtMIEH HE = AWS
AAE BE|RFAFE MYEAMQ| Linux QIAEI A A SSM Agent x| & TS BHZFMAIL.

SSM AgentE M x|3t7{Lt HOO|ES = WiHo CHEH RtAMIE HE = AWS AJAR] ZE[XF ALE dEA{Q|
SSM AgentZ 2 A EFHHAIL.

(M= ALEH) AlAE] BHEIRE AV T2 2ol

AlA%! 2 2|Xt Run Command® AF8 301 CloudWatch Ol O/ME & AJx| ! T4det7| Fof QAHAT} 2|4
NAE B 27 HEE ST K| HOIFANID. XAIT KBS AWS ALE BElxt AL AEMO| A
A 2ElR A 278 BESAAlL.
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2 X|HaloF gLICt o]zt IEZQIE FE2 Amazon Web Services &t & % 2] Amazon CloudWatch
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+ ALH 2218 NS o0l 0IHES xS 87 i Parameter Store A8 301 78 1 YE Y
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EE£2 Amazon Web Services & 2 X 0| AWS A|AE] ZE|XIE R ESHAAIL.
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AlAE] B E|XHE A2 3104 CloudWatch OO|MEE CIRZE=35H2{H

1. Open the A|AE! EH2|Xl console at https://console.aws.amazon.com/systems-manager/.
2. In the navigation pane, choose Run Command.
-or-
If the AWS A|AE! #E|X}F home page opens, scroll down and choose Explore Run Command.
3. Run HHE MEiFHL|CH
4., HH EM SS0iM AWS-ConfigureAWSPackageS ME{EL|CH.
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B AIAE BEIROIM AHSE BEH AHAZ THEIK| 2 XY & AALICH AHAIE LSS AWS
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-setting-up.html#systems-manager-prereqs
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-setting-up.html#systems-manager-prereqs
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#cw_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#cwl_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#cwl_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#ssm_region
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
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A|AE 22X} Run CommandE AF2 3504 CloudWatch O|O|MEE A x| & T AI5H7| Tofl QAR AT} #|
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Run CommandZ& A& 3104 CloudWatch M|O|ME & CIR2ZE= 8 2{H

Open the A|AE] #E2|X} console at https://console.aws.amazon.com/systems-manager/.
2. In the navigation pane, choose Run Command.

_Or-

If the AWS A|AE! 22| X home page opens, scroll down and choose Explore Run Command.
3. Run BYS MEdEhL|CH
HH E A S E0f| M AWS-ConfigureAWSPackageE A1E88tL|C}

A

5. CHAF FA0{| M CloudWatch M|O|FEE MR|E QIAEHAE MEASILICH §H QIAEATI HO|X| g*Q‘.:‘j
Run CommandOi| CHaH A EIX| 2f2 Y &= U&LICH RHAIEH LIS 2 AWS A|AR ZHE|XF AL HH
Mol stol= El': Ao Cigt AWS AIAE" ZE|AF AEE BERFAAIR.

6. HYFRoM GXIE ME4FLICE

7. O|& 4 X0l AmazoncloudwatchAgents U=FLICH

8. Z|&I HTHO| ofO|MEE MRS S HTS 2[Al HEfZ MHHF 2 | KIELICH

9. AHS MEHFFLICE

10. MEHMO =R Targets and outputs(CH&h 2 Aot FAo| M QIAEA 0|F ol Rl= HES MEiStD

View output(Z2t 27()2 MEELICE AAR 22X 6O|IMET 43X o2 MXIE|/IS 0| A0
OF gfLct.

(M= AE) CloudWatch OIO[TES it 71 A BHE 22 EH 7

CloudWatch 00| ME 0= common-config.toml 743 T} O| Q&LICH EH st B2 o] tUE AFE5H0d
ZEA Y2 HEE XIHE = A& L

Linux2 A&st=E Me{olMe o] I0| /opt/aws/amazon-cloudwatch-agent/etc C|ZIE]

g2lol & LICH Windows Serverg A& stE MBHOIME O] I 0| ¢: \Programbata\Amazon
\AmazonCloudWatchAgent C|EE{Z|0f Ql&LICH
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-ssm-win.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-setting-up.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html
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7|2 common-config.toml CtSot Z&L|Ct

# This common-config is used to configure items used for both ssm and cloudwatch access

## Configuration for shared credential.
## Default credential strategy will be used if it is absent here:

## Instance role is used for EC2 case by default.

## AmazonCloudWatchAgent profile is used for onPremise case by default.
# [credentials]

# shared_credential profile = "{profile name}"

# shared_credential file= "{file_name}"

## Configuration for proxy.

## System-wide environment-variable will be read if it is absent here.

## i.e. HTTP_PROXY/http_proxy; HTTPS_PROXY/https_proxy; NO_PROXY/no_proxy

## Note: system-wide environment-variable is not accessible when using ssm run-command.
## Absent in both here and environment-variable means no proxy will be used.

# [proxy]

# http_proxy = "{http_url}"

# https_proxy = "{https_url}"

# no_proxy = "{domain}"

MSole 2E £0| IHE o MalElof J&Lch xtA
Mg = 01|A'i #2 MM D 22 K™ MA2. o] It
RunShellScript Run CommandE Ab&stod TR 4= 9

L2 LO|Lt ZEA Eo% MYsted
So2 HEEHLE A|AE 2RO
L

» shared_credential_ profile - 2ZF|0|A M| HAL 0| &2 CIoudWatch01I CIoIEE ELiE
Cll AF8E IAM AL AL A1 B -“-E“"o NE=)if i} 0| "'Es% IHE o2 xElE HER c>7(|% a2
AmazonCloudWatchAgent7} AFRELICH

EC2 IAEIAO| X O] £ A& 3104 CloudWatch 00| E 7} O] QIARIAO| | O|E{ & CHE AWS 2T 2
CloudWatcholl ELH= = & F = A&LICH O|F A stzdEd 2 29 OI%% X|HE35tE region HET QU
= BYE Z2 LS x|YeLIc

shared_credential profileZ X|H3dl= B [credentials] ol A B 20| # AN|7{5H 0k
glck.
. shared credential file - 01|0|7F_'|E7|' 712 BE 0|Q|o| CIE AR U= ntUoM AtH SHE 3t
= 5™ 070l A ZE L 1t 0|2 XIHFLICH 7|2 ZBEE Linux2| Z<2 /root/.awsO|H
Windows Server2| A< c: \\Users\\Admlnlstrator\\ aws &ILIC}

otzHel 3 Y 0= Linux M| S &8t shared_credential file & FE0|1 F ™ o=
Windows Serveroll &8t & 712 ILIC}H Windows Serverd M=\ EXHE oA Fo|= K‘I 2l oF gLct.

shared_credential_file= "C:\\Documents and Settings\\username\\.aws\\credentials"

shared_credential file= "/usr/username/credentials"

shared_credential_file2 X|™H5tE AR [credentials] &o| A|Z 2E0IM #T M 7{5HoF & L
Ct.

* ZRA|GE - MBI7EHTTP 2 HTTPS Z2 A A8 3101 AWS MHl2of M TS s2ied s 22
AlZ http_proxy & https_proxy Zicof X|A&stLch T2 A| AAoj|A] A |5HoF = URLO| {ICtH
0|2 4E2 FE50d no_proxy ZEof X|HetAAIL.

CloudWatch O|O|ME A|Et

AAE] B2|XF Run Command EE= HHEE S AL&3504 o|0|MEE A|RME = QU&LICH
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Amazon CloudWatch AF AT4A]
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AAE 22X Run Command £ AFE 3104 CloudWatch OO E A|ZE

A|AE] EE[Xt Run CommandE A&35t0 O0|MEE A|Z5tE{H CHE BHAHE [MEMAIR

Run Command& At& 35104 CloudWatch 00| EE A|&} &2

1. Open the A|AE! Z-2|X} console at https://console.aws.amazon.com/systems-manager/.

2. In the navigation pane, choose Run Command.
-or-
If the AWS A|AE! 22|XI home page opens, scroll down and choose Explore Run Command.

3. Run B MEHFFL|CH

4. HH 2M SZ0{M AmazonCloudWatch-ManageAgentE AME{gFL|CH

5. CHe G0l M CloudWatch OO|HMEE MX|EF QIATAE MEHFHL|CE.

6. XY FFoM FTHS MEHFLICH

7. Optional Configuration Source(T+4 AA(MEH AFEH)) S Z 0| M ssmS MEHEFLICH

8. Optional Configuration Location(T43 @I x|(AM= AtE)) & Xkod|l CloudWatch 01|01 E 4 T 24
M (p. 222)0ll MHE CHZ M8t D A|AE] B E|X} Parameter Store0ll K& 8t 0f|0|FME T 1}l o]
0| 2 =4FLic

9. Optional Restart(RHA|Zf (4B ALE})) S F0i|M 0| & ME4SI0{ ST EHAHIE OHEl F H0|TETL AR T
£ gck.

10. AS MEHELICH

11. MEHX{© 2 Targets and outputs(CH4F ! A} AT HES =Y

) QAo A QIAEA 0|2 Yol Y= HES M5t
View output(Z1t 27()S MEBLICE AlAE BE[XIO] 0O|HET S M2 AR E|S0| EAIZ|0
OF BfLCH.

HBZE2 Al 3510{ Amazon EC2 QIAEIA 0| A CloudWatch 0| 0| M E A|&}

ZE2 ME83t0{ Amazon EC2 QIAEIA] CloudWatch MIO|MEE Mx|5tE{M CIS BHAHE M2 AA|2.

HBZE 2 AI2510{ Amazon EC2 QIAEIA 0| M CloudWatch H|O|ME E A|Xf6lE{H

0| BH0|M -a fetch-confige O|O|TMET} %4l T2 CloudWatch OO|TE 7 U E EE5|
A &, -s= HO|MEE AIZELCH

Linux: 714 I} 2 A|AE 22|X} Parameter Store0l| X{&Het A< Ct22 248t

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config -
m ec2 -c ssm:configuration-parameter-store-name -s

Linux: 74 mted g 24 HFEol| MYer d¢ oSS Lot

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config -
m ec2 -c file:configuration-file-path -s

Windows Server: O{0|ME 74 mllg A|AE B2|X} Parameter Store0l| X{& 8 32 PowerShell 2
£0lM CtSe =gt

& "C:\Program Files\Amazon\AmazonCloudWatchAgent\amazon-cloudwatch-agent-ctl.psl" -a
fetch-config -m ec2 -c ssm:configuration-parameter-store-name -s

Windows Server: O{0|ME M g2 24 HAFE{ol K& §F Z< PowerShell 2&0|MH CHSS =
ghict
= .
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https://console.aws.amazon.com/systems-manager/
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& "C:\Program Files\Amazon\AmazonCloudWatchAgent\amazon-cloudwatch-agent-ctl.psl"
-a fetch-config -m ec2 -c file:"C:\Program Files\Amazon\AmazonCloudWatchAgent
\config.json" -s

Zg0/A Mo CloudWatch 00| E M x|

ZAFE 8t CHofl CloudWatch MO|MEE CHREESH D st O0|ME 74 melg M43t 32 g 74
o US AE3to{ CHE 2Z8|0|A Mol ofo|MEE dx[E

X
Z7|0|A MH{0l CloudWatch 0JO0|ME CIRE2E
A|AE 22X} Run Command EE = Amazon S3CH22E 213 & 5t

7 |X|E CIREEE £ S?A'QI—IEP Amazon S3CIREE %'Ei AtE0]
£ AF&73t04 CloudWatch H|O|ME mZ7|X| CI2ZE (p. 191

L

A8 5104 CIoudWatch ofo|™ME
CHEt REMIEH L8 2 S3CHRZEE 233
At X S AIA| Q.

M
re
IlIIO

AA” ZEIRHE MESIoTR2EE

AlAE #E[X Run Command2 AP%%PE#F‘:‘ Amazon EC2 Systems Manager2 AF&3t04 2= di0|& MH

£ SEaflo} BLICH AHAIEH LIS S AWS AIAE B IR ALS ABMl 5H0/=2|= B0l AILE 2Elx
M3 prelg dxstilAle.

MHIE 0l0] S8 2 SSM AgentE /4l HHO 2 UHO|EFHAAIR.

LinuxE AM&5t= MM SSM AgentE UCIO|E st 2ol CHE RtMIEH HE = AWS A|AR] ZHE|XE AL
8 MBXMO| Linux 5t0|E 2= & Z0f SSM Agent A x[E & Z5HAIA2.

Windows Serverg A& st= MEH0A SSM AgentE YJO|0|E 5= B ol CHEH AHAISH LIS 2 AWS A|AE]
HEIRF AHE MEM 2| Windows 6F0|EE|= #730] SSM Agent A %|E & ZESHAAIL.

SSM AgentE AF&3t0{ CloudWatch 00| E IH7|X|& 2Z&|0|A MHO| CIR2EEStE4H

1. Open the A|AE] Z2|X} console at https://console.aws.amazon.com/systems-manager/.
2. In the navigation pane, choose Run Command.

_or_

If the AWS A|AE! 22| X} home page opens, scroll down and choose Explore Run Command.
3. Run B MEHEhLICH

4. HY BEM 550 AWS-ConfigureAWSPackage 92| HHE S MENEHL|CH

CHe Q40f A CloudWatch O|O|HMEE MR[E MHE MEIELICH & MH7F EAIEIX| 228 Run
Commandofl CHa M E|X| b2 RY = UELICH REMIEH LIS 2 AWS A|AR (R ALE HAM Q|
StO|EEZ|E Bt E0l CHE AWS AIAE] ZE|X} MEE EESFMAIR.

e S50 OXIE MEHFLICH

O|& A X0l AmazoncloudwatchAgentE IZAEILICH

A O HO|MEE HXISHEE HTE H| Suct
H

o

© ® N

Of0|IME W7|X|7t Ct22EE|H CHE BAHlE 0l Fdstn Al3sts JILICH

(2ZH0/A Me{of dxl) IAM At & 2 AWS 2[H x|

CloudWatch OIO|ME 7} 2= 80|& ME{e| CIo|E{E B +
HA 7|9t ot 7|18 xlx SHoF BFLICt. O AFS A} Mdof CHEt
A8 37| 218 IAM g 2 AFS AL EM (p. 201) BHHS X

ULE o+E4D4 O|Zofl BHE |AM AF2 RLo| o
KM LHE 2 CloudWatch 0f 0| M E 9 °*771|
SHAIAIL.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html#sysman-install-managed-linux
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html#sysman-install-managed-win
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html
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Et region HEE ME5I0{ X|EE E'd AWS 2|1 E K| sHoF & LICH

ChE2 of mtedo| of Lch.

[AmazonCloudWatchAgent]
aws_access_key_id=my_access_key
aws_secret_access_key=my_secret_key
region = us-west-1

my access_key X my secret keyl| B A|AE! BE|X} Parameter Store0i| CHEH A4 7| HEHO|
IAM AP XS] 7| & AF& & LICE CloudWatch H|O|ME o] 25 IAM AFE AFol| CHEN REMIEH LIS 2
A MO0 M CloudWatch M|O|ME Q) & 71 AFEE IAM AP%XF M (p. 203) B2 HESIAAIL.

ro g2
[Hrr

gloj

0| ZZL9| O|&2 AmazonCloudWatchAgentZE X|%5}HEH i s~ E eIt eigLct ohs

CHMH MEEICHE Z st AR CHE 0|2 X|H6tn siE
{5} [}

ofF
0
shared credentlal_proflleoﬂ CHt 2to 2 X|I™8E &= gLt

CH2 2 aws configure WS AL 35104 CloudWatch 00| E0f| CHE BHHE Z 2 &l
0| o0l M= AmazonCloudWatchAgentl| 7|2 T2 E O|F2 At

CloudWatch 00| E & AmazonCloudWatchAgent T2 El2 MAJ5te{H

+  Linux MEHOIM CtS BEE U™stn B A= HIAIXIE wHELICH

sudo aws configure --profile AmazonCloudWatchAgent

Windows Serverdl e ZE|AF HEt2 2 PowerShell2 €1 CHE HHUS Q24s £ E AT/ HAIXIE
&Lt

aws configure --profile AmazonCloudWatchAgent

(4454 AtE}) CloudWatch OflO|FE0fl CHE it 743 B WHE T2 T 475

CloudWatch 0| 0| E 0= common-config.toml 74 IO U&LICH TRt A2 0| IS A& 35Hod
ZEAN Y 2T HEE XIHE = JUELICH

LinuxS AldSHE ME{olH= O] I 0| /opt/aws/amazon-cloudwatch-agent/etc C|ZHE
gloll & LICH Windows ServergE A& stE MBHOIME O] I 0| ¢: \Programbata\Amazon
\AmazonCloudWatchAgent C|ZE{Z|0] Qd&LICH

7|2 common-config.toml C}21 ZH&LICH

# This common-config is used to configure items used for both ssm and cloudwatch access

## Configuration for shared credential.
## Default credential strategy will be used if it is absent here:

## Instance role is used for EC2 case by default.

## AmazonCloudWatchAgent profile is used for onPremise case by default.
# [credentials]

# shared_credential profile = "{profile_name}"

# shared_credential file= "{file_name}"

## Configuration for proxy.

## System-wide environment-variable will be read if it is absent here.

## i.e. HTTP_PROXY/http_ proxy; HTTPS_PROXY/https_proxy; NO_PROXY/no_proxy

## Note: system-wide environment-variable is not accessible when using ssm run-command.
## Absent in both here and environment-variable means no proxy will be used.
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# [proxy]

# http_proxy = "{http_url}"

# https_proxy = "{https_url}"
# no_proxy = "{domain}"

W Z2Eo|Lt ZEA| MHS Lt
£502 ML ALY Balktol
Lict,

XMeole 2E £0| IHE ot X2|lof JY&Lict At B
MY EoM #2 MAHS D 2L S RIHF YA, o] T2
RunShellScript Run CommandZ Al23stod HEE £ Q)

+ shared_credential profile - 2ZF|0|A MHE{Q| ZE< 0] %% CIoudWatchOH CloIEE ELiE
Cll AF2E IAM AFE Xl X1 B -“-E“"o NP=) i iy 0| x% IHE ot ﬂE| HER RXE 42
AmazonCloudWatchAgentﬂ ArZElLict ol Z2E 4ol CHEt RbAMIEH LHE2 (2= Bi|0|A AMeof A
) IAM XH74 8 2 AWS 2|8 X|H (p. 210) HHS BESHAAL.

EC2 RQIAEAO|M O] E A& 304 CloudWatch 01| 0| E 7t O] QIARAO| C|O|E{E CHE AWS Z|T1 9]
CloudWatcholl ELHE S & = U&LICH O A steiH 2 2T Q] 0|§% X|'H38t= region HET} QU
= H@YEl 2 g X[™ELo
shared_credential_profile2 X|H5tE B [credentials] &8Ol A|Z 2E0|M #T M 7{5H o}
grlct.

. shared credential_file - 01|0|7F_'|E7|' 712 B2 o|2|e| CtE BRo| JUE UM HE S &

T2 524 o470 x"*‘" 42 2 ot o|§E X|I™ELICH 7|12 74%" Linux2| Z< /root/.awsO|H

Windows Server2| 32 c: \\Users\\Admlnlstrator\\ aws &L|C}.

ofzi el A1 Eim{ ol & Linux A‘ll:l-|°| &% shared_credential file & 201 5 Hmj o=
Windows Server0ll &8t &l 12 °'LIEL Windows Server0| e\ EAIE 0|A7|0|= x{2|5HoF & L|C}.

shared_credential_file= "C:\\Documents and Settings\\username\\.aws\\credentials"

shared_credential_file= "/usr/username/credentials"

shared_credential file2 X|H5t= B [credentials] | AlZF EE0i|M #= XM7{5H0F T L
Ct.

- ZEAIMY A‘|H‘|7|' HTTP EE&= HTTPS ZEAE A835t0{ AWS AH[A0 HZSHE S stEdMH i =5
A2 http_proxy & https_proxy Zicof XIEgLch Z8A| ™ol M M 2l5Hok §H= URLO| QlCHH
0|2 &lE2 FE3510{ no_proxy EHEO| X|HAAIL.

CloudWatch O|0|ME A|Zf
A|AE] 22|AF Run Command EE= B E 2 A& 5104 CloudWatch HIO|MEE A|ZFE &= Ql&LICEH
SSM AgentE At&35t0{ 2 Z2{|0|A AEHH0|A CloudWatch OO|HEE A|ZH5tEd™

1. Open the A|AE] B2|X} console at https://console.aws.amazon.com/systems-manager/.
2. In the navigation pane, choose Run Command.

_or_

If the AWS A|AE! ZHE|X} home page opens, scroll down and choose Explore Run Command.
Run B& & MEigfLICH

B2 X S =0l A AmazonCloudWatch-ManageAgent %20 HHE S MEHEFL|CE

CHef S0l M ollo|HEE Ix[EH QIABAE MEEILICEH

T B2l TS MEAELIC

2=

0l onPremiseE A1EHEIL|CEH

No a ko

N 12 o
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https://console.aws.amazon.com/systems-manager/

Amazon CloudWatch AF AT4A]
AWS CloudFormation2 A3t
04 CloudWatch 0{0|ME Mx%|

8. Optional Configuration Location(T43 @|x|(4154 AL&h)) 2FKtoi| OFRHALE AtS 5o M4d5t 0 Parameter
Store0ll M& &t of0|TME 74 mto| o|ES Y= ELICH
9. AMYS MEAFILICH

T ool X|YE S AHE3tod o 0ITETH AlRHELICEH

YHES AL83810q CloudWatch 0|0 EE 2Z&|0[& MM A|%f3t2{H

« 0| YoM -a fetch-confige MIOIMET} 2|4l HF19| CloudWatch Ol 0|HME 74 mUg 2 =35t
A 5tH, -s£ HOIHEE AIRfELICH

Linux: 7t ot 2 A|AE! 2 2|X} Parameter Store0l| K& A< CHE&2 =& LICH

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config -
m onPremise -c ssm:configuration-parameter-store-name -s

Linux: 78 e 24 HFEol|l MYer 42 oSS Lot

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config -
m onPremise -c file:configuration-file-path -s

Windows Server: 0|0|ME 714 ml & A|AE| 22|X Parameter Store0l| M& e 4 PowerShell 2
£0lM CtS2 =gt

& "C:\Program Files\Amazon\AmazonCloudWatchAgent\amazon-cloudwatch-agent-ctl.psl" -a
fetch-config -m onPremise -c ssm:configuration-parameter-store-name -s

Windows Server: O{0|ME 74 g2 24 HAFE{ol| K& §F < PowerShell &0 CHSS =
ghct
= .

& "C:\Program Files\Amazon\AmazonCloudWatchAgent\amazon-cloudwatch-agent-ctl.psl" -a
fetch-config -m onPremise -c file:configuration-file-path -s

AWS CloudFormation2 Al-& 304 CloudWatch 00|
E Mx|

CloudWatch O O|ME Mdx| & HCIO|EE X[5H7| I8 AmazondlHE GitHuboll 0424 AWS
CloudFormation HIZ8!2 Y2 =M &LICH AWS CloudFormation AF& 0| CHEH REAIEH LI 2 AWS
CloudFormationZt F UL E FHESHAAL.

8 Z 2! 2|x|= AWS CloudFormation2 AF& 3504 Amazon CloudWatch Ol|O|MEE EC2 QIAEIA| HHE
|—|EF. 0| 2 x|0lE inline CIEE 2|2 ssm CIRE 2|7} 25 & E|of &LICH 2 ClEE{2]o]& Linux 2
Windows QIAEIA £ Chof CHs ’IZ5l0| & E|o{ Q&LCt

+ inline C|HE{2|o| EZ3!0l= AWS CloudFormation & Z i'oﬂ i°*5| CloudWatch 00| ME F40
gLch 7I2Me 2 Linux EZ%!2 X|E mem_used_percent & swap_used_percentE —JFE%F-T'_,
Windows Bl Z3!2 Memory % Committed Bytes In Use % Paging File % UsageE® T%&E
Ct.

CHE XIEE S ESI == ol2{8 HMERS s YoteiH MERO| thy MME +HstUAR. O S oM
Linux MHE HEZ0|M 7 ELICH GOITE T4 melo| &4 & FE0f W Cheat 20| HERLIn
RAME LI 2 CloudWatch O 0|HE #E Mds 822 ¥ = T (p. 227) BHlE HESHAA
(@)
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://github.com/awslabs/aws-cloudformation-templates/tree/master/aws/solutions/AmazonCloudWatchAgent

Amazon CloudWatch AF AT4A]
AWS CloudFormation2 A3t
04 CloudWatch 0{0|ME Mx%|

"metrics":{

"append_dimensions":{
"AutoScalingGroupName":"${!aws:AutoScalingGroupName}",
"ImageId":"${!aws:ImageId}",
"InstanceId":"${!aws:InstanceId}",
"InstanceType":"${!aws:InstanceType}"

o

"metrics_collected":{

"mem" : {
"measurement": [
"mem_used_percent"
]
o
"swap":{
"measurement" : [
"swap_used_percent"

]

Note

olgtel ‘?:*!Z?JOHA‘I 2E A2l ZAIRF ol O|AFO|Z BALE 2ol = E(N)7F lo{ok B
Ct. Ol248t LIS 2 oA RIZEo|A] &l 4= Ql&LICt CHE X2 ZEAIR H-E =718t 32 &
g #H=0| 0|8 %*Oil “ZEE FIH8loF Lt
+ ssm C|HE{2|9| I EZ2 Parameter Store|A{ 0J0|ME 7 mtelg Z=FLICt o|zet ’RIES!
otedH HX| 74 02 MASHCHS Parameter Store0l| Y42 EsHok FL|Ct 23 CFS Y HZE
29| Parameter Store OIE 2 YHEFLIcH FH oS 502 ML OFHAIE ALSSl Mde £
A& LICh REMIEH L& 2 CloudWatch 0l0|HE 74 mbel M4 (p. 222) EHHlE B ZSHAAIR.

CloudWatch 00| E & M|5tT ofolHE TAIS HHol=sHs Of F 7Hk| HES R¥2 25 ASE £
Lot
AAEH .

Xt& M: AWS CloudFormation Q1221 EIZ 212 AL 5}04
CloudWatch O|O0|ME Mx| &l £/

0| Xt& Mol A= AWS CloudFormation2 AHE 304 M Amazon EC2 2IAEIA 0 CloudWatch H|O|MEE A
x|5HE THHE CHLHELICE o] RF& Mo E QIEkel ’RIZS!IS AF8 3104 Amazon Linux 28 A™SHE Af Q1A
EiA 0 Mx|5t=0, JSON T4 THQ EE = Parameter StoreS A8 ZQ 7t gi&LICt QIat0l BIZ Sl =
OollO|ME FMo| e x|of Q&LICE O] REEMoME HESof Z&E 7|2 o0|ME T84S AFSELICH

OOIHEE MRl
LICt.

e OhE A& Mo ME A&l A oo MEE YH|0|EstE WY

o

AMO4sH
=o

rr

M=t

M QUAEIA 0| M AWS CloudFormation2 A& 3l CloudWatch M|O|MEE A x|5HE{H

1. GitHubollM EBlZE8l2 2 =3t o] AF& Mol M= CF2 1} ZH0| Amazon Linux 2& @lzkel slZ 2l
g 22 =L ct

curl -O https://raw.githubusercontent.com/awslabs/aws-cloudformation-templates/master/
aws/solutions/AmazonCloudWatchAgent/inline/amazon_linux.template

2. https://console.aws.amazon.com/cloudformation0i| A< AWS CloudFormation 2&& 3L|C}.
3. AT Mg MELICH

214


https://console.aws.amazon.com/cloudformation/

Amazon CloudWatch AF AT4A]
AWS CloudFormation2 At 6t
04 CloudWatch 0{0|ME Mx%|

rx

B0 A Amazon S301| HIER! Y= =& MEistn, iR 8t HERIE MEE T O52 WY

% @
yu

4

=

I> 4r T mH
>

HL

X|" »lo|x|oi Ct& mi2t0/EHE YU™stn ChES MEHELICH

0

E{ O|&: AWS CloudFormation AEH0f CHEH A
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Amazon EC2 QIAEIA O] M CIoudWatch O O|E S}t B ALSE IAM 3E ct'** (p. 194) .J'?ﬂ% ®
REIAIAIL.

+ InstanceAMI: ABHE A|Zt5IEdE EITM R &8 AMIZ MEfEFLICEH

* InstanceType: 23t QIA 4

« KeyName: Aj QIAEIAOf CHE SSH HMAE 2352 7|& Amazon EC2 7| H|0{E MHE4EFL
Ct. Amazon EC2 7| H|0{7} o} & Qi 73 Management £0lM ME e = J&LIct &t
Mgt LI 2 Linux QIAEIAE Amazon EC2 AH& M A 9O| Amazon EC2 7| H0{1& & ZHAIAIL.

+ SSHLocation: SSHE Ar&5t04 QIAEAC| HAZ5tE O| AL E 5= Q= IP T4 HRIE XIHELICt
J|BU2 ZE IP FAMMO HMAE FHBELICH
SM mo|X|oMH AEH E|AAN EIZE KIHE 4 Ql&LIC CHS 8 MEiSLICH
I.

=
HE Ho|X|oM HEE HESI T, ARO[ IAM E|AAE HEY = USS AUX|E ChE YIS MEF
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Y
4o
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E
w

242 MZ x| M AEH0|| CREATE_IN PROGRESS 4 ASE ¢
QIAEAATL MM E|Hd Amazon EC2 2&0|M Y CIARHAE 8 = U&LICH EHRdt R SAEN A
sl T8 A =olg = &Lt

Chs B>Y¥E AFE3t04 o o|MET DX|EIR =X = gLt

rpm -ga amazon-cloudwatch-agent

ChE BB 2 AFE3t04 o O|ME T A™ S| FHlgLch

ps aux | grep amazon-cloudwatch-agent

Mxto M= AWS CloudFormation0il A 21221 BIZ 212 AF&3H CloudWatch 00| MEE AH|0|ESHE
oELICt 7|2 Qlete! BIZ8/2 mem used_percent X|EE $£ZEELIC} O] AH& MM E O] K|

|0 I-II

TEE EXISHTE oo|IME 42 HEFLICH
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"mem": {

"measurement": [
"mem_used_percent"
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://console.aws.amazon.com/cloudformation/
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AWS CloudFormation2 At 6t
04 CloudWatch 0{0|ME Mx%|

Xt Al & UPDATE_COMPLETEZ} T A|E|LICH.

A& M: AWS CloudFormation 2! Parameter StoreE A2 5104
CloudWatch 0{|O|ME M %]
0| Rk& MM = AWS CloudFormation2 AHE 5104 Al Amazon EC2 QIAEIA0| CloudWatch OO|MEE M
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AWS CloudFormation®| A Parameter Store2| & AFE38H M 2IAEIA 0| M CloudWatch 010|H
EE Mx|5t24™

1. Or& Mx|5tX| t2 BR MO|ME 78 mtdE Mye £ Q=& HFE & 8 CHof CloudWatch 040
E mj7|X|E Ct2ZE=3tL|C} Parameter StoreE Al MEE 22 =5t= gheqof cHst XHA
8t LI&2 CloudWatch MO|ME CtR2E U 74 S BZStEA L. BHEES AHE5H0]
H7|X|& CtRREStE Yol CHet RAHME LI8 2 BHEES AFE5H0q CloudWatch HIO|HME CHRZE
24 (p. 190) HHRE HERSHMAI2.

2. Olo|™ME 7 mlde MM 1 Parameter Storeof] MZHFLICH XEMIEH LI 2 CloudWatch 00| E
T I MAd (p.222) BRI ARSI,

3. CtE1 Z0| GitHubol M EEEE 22 =7 LI

0

curl -O https://raw.githubusercontent.com/awslabs/aws-cloudformation-templates/master/
aws/solutions/AmazonCloudWatchAgent/ssm/amazon_linux.template

4. https://console.aws.amazon.com/cloudformation| Al AWS CloudFormation 2& & iLC}.
AEH ME MENBHLICE

o
I
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6. TE3! MofAf Amazon S30| HES YR E Mfstn, CHeRE 8 HESS MHE 5 088 MY
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7. M ME XIE Holxlol CHe TEtOIEE 2istn ohe S MeyEhiic
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rpm -ga amazon-cloudwatch-agent

CHE BHEES AL83501 OOITE 7L & SUK| FHUFfLICH

ps aux | grep amazon-cloudwatch-agent

Cl2 ™xtoll M= AWS CloudFormation0il A Parameter Store0ll X{Z 8t of|O|ME M4 E ALEF
CloudWatch OO|MEE UH|0|EStE WS EoiELIC
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QIStMAIL. RHAIEH LI& 2 CloudWatch O O|ME o &1 2| % (p. 272) B2 HESMAIL.

CloudWatch 0 O|ME 1 7|X|o| A &0l

Linux A{EH2| CloudWatch Of|O|FE m{Z|X|oi| CHEH GPG MY melo| =& =lL|Ct HEZ! 7|2 AFE5l0q of
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Amazon CloudWatch AF AT4A]

CloudWatch O{0|ME m{7|X|o| ME =2l

gulE MY Dol

237t
37t

ol
AA
oA
AAE

=

&LCt.
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12 #op{HCHE £ E HASAAIL. Zt ol 7[ER] & 2 AMAlol= L 232t ZF 2|
0{ £ £0{ Amazon Linux, Amazon Linux 2 & AMD64 O} 7|El&x{ 2| AL M| 72| &8t &

https://s3.amazonaws.com/amazoncloudwatch-agent/amazon_linux/amdé64/latest/
amazon-cloudwatch-agent.rpm.sig

https://s3.us-east-1.amazonaws.com/amazoncloudwatch-agent-us-east-1/
amazon_linux/amdé64/latest/amazon-cloudwatch-agent.rpm.sig

https://s3.eu-central-1.amazonaws.com/amazoncloudwatch-agent-eu-central-1/
amazon_linux/amd64/latest/amazon-cloudwatch-agent.rpm.sig

of 71454

AMD64

AMDG64

AMDG64

AMDG64

E)J

il

Iz
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Amazon Linux
2! Amazon
Linux 2

Centos

Redhat

SUSE

CIeEce 213

https://s3.amazonaws.com/
amazoncloudwatch-agent/
amazon_linux/amd64/latest/
amazon-cloudwatch-agent.rpm

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/amazon_linux/
amd64/latest/amazon-
cloudwatch-agent.rpm

https://s3.amazonaws.com/
amazoncloudwatch-agent/
centos/amd64/latest/amazon-
cloudwatch-agent.rpm

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/centos/amd64/
latest/amazon-cloudwatch-
agent.rom

https://s3.amazonaws.com/
amazoncloudwatch-agent/
redhat/amd64/latest/amazon-
cloudwatch-agent.rpm

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/redhat/amd64/
latest/amazon-cloudwatch-
agent.rom

https://s3.amazonaws.com/
amazoncloudwatch-agent/
suse/amd64/latest/amazon-
cloudwatch-agent.rpm

https://
s3.region.amazonaws.com/

ME o 213
https://s3.amazonaws.com/
amazoncloudwatch-agent/
amazon_linux/amd64/
latest/amazon-cloudwatch-
agent.rpm.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/amazon_linux/
amd64/latest/amazon-
cloudwatch-agent.rpm.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
centos/amd64/latest/amazon-
cloudwatch-agent.rpm.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/centos/amd64/
latest/amazon-cloudwatch-
agent.rpm.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
redhat/amd64/latest/amazon-
cloudwatch-agent.rpm.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/redhat/amd64/
latest/amazon-cloudwatch-
agent.rpm.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
suse/amd64/latest/amazon-
cloudwatch-agent.rpm.sig

https://
s3.region.amazonaws.com/
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CloudWatch 0fl 0| E TH7|X[o| M3 =0l

Of 7= %4

AMDG64

AMDG64

AMD64

ARMG64
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il

Debian

Ubuntu

Windows

Amazon Linux
2

Cleze 2l

amazoncloudwatch-
agent-region/suse/amd64/
latest/amazon-cloudwatch-
agent.rpom

https://s3.amazonaws.com/
amazoncloudwatch-agent/
debian/amd64/latest/amazon-
cloudwatch-agent.deb

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/debian/amd64/
latest/amazon-cloudwatch-
agent.deb

https://s3.amazonaws.com/
amazoncloudwatch-agent/
ubuntu/amd64/latest/amazon-
cloudwatch-agent.deb

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/ubuntu/amd64/
latest/amazon-cloudwatch-
agent.deb

https://s3.amazonaws.com/
amazoncloudwatch-agent/
windows/amd64/latest/amazon-
cloudwatch-agent.msi

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/windows/amd64/
latest/amazon-cloudwatch-
agent.msi

https://s3.amazonaws.com/
amazoncloudwatch-agent/
amazon_linux/arm64/latest/
amazon-cloudwatch-agent.rpm

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/amazon_linux/
arm64/latest/amazon-
cloudwatch-agent.rpm

PR ]
amazoncloudwatch-
agent-region/suse/amd64/
latest/amazon-cloudwatch-
agent.rpm.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
debian/amd64/latest/amazon-
cloudwatch-agent.deb.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/debian/amd64/
latest/amazon-cloudwatch-
agent.deb.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
ubuntu/amd64/latest/amazon-
cloudwatch-agent.deb.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/ubuntu/amd64/
latest/amazon-cloudwatch-
agent.deb.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
windows/amd64/latest/amazon-
cloudwatch-agent.msi.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/windows/amd64/
latest/amazon-cloudwatch-
agent.msi.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
amazon_linux/arm64/
latest/amazon-cloudwatch-
agent.rpm.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/amazon_linux/
arm64/latest/amazon-
cloudwatch-agent.rpm.sig
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Linux AEH0{ A CloudWatch O|O|ME m{Z|X|E & Ql5ie{H™

1.

2. i

O 7|=4% EUE
ARM64 Redhat
ARM64 Ubuntu
ARM6G4 SUSE

HEZ 7| CRE=gC

Cleze 2l

https://s3.amazonaws.com/
amazoncloudwatch-agent/
redhat/arm64/latest/amazon-
cloudwatch-agent.rpm

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/redhat/arm64/
latest/amazon-cloudwatch-
agent.rpom

https://s3.amazonaws.com/
amazoncloudwatch-agent/
ubuntu/arm64/latest/amazon-
cloudwatch-agent.deb

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/ubuntu/armé4/
latest/amazon-cloudwatch-
agent.deb

https://s3.amazonaws.com/
amazoncloudwatch-agent/
suse/arm64/latest/amazon-
cloudwatch-agent.rpm

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/suse/arm64/latest/
amazon-cloudwatch-agent.rpm

<AL

ME ot 23

https://s3.amazonaws.com/
amazoncloudwatch-agent/
redhat/arm64/latest/amazon-
cloudwatch-agent.rpm.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/redhat/arm64/
latest/amazon-cloudwatch-
agent.rpm.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
ubuntu/arm64/latest/amazon-
cloudwatch-agent.deb.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-region/ubuntu/arm64/
latest/amazon-cloudwatch-
agent.deb.sig

https://s3.amazonaws.com/
amazoncloudwatch-agent/
suse/arm64/latest/amazon-
cloudwatch-agent.rpm.sig

https://
s3.region.amazonaws.com/
amazoncloudwatch-
agent-regionsuse/arme4/
latest/amazon-cloudwatch-
agent.rpm.sig

agent.gpg

shell$ wget https://s3.amazonaws.com/amazoncloudwatch-agent/assets/amazon-cloudwatch-

iz

2| 71§ 215 712 7FMELc

gpg: imported:

shell$ gpg --import amazon-cloudwatch-agent.gpg
gpg: key 3B789C72: public key "Amazon CloudWatch Agent" imported
gpg: Total number processed: 1
1 (RSA:

ChE BAMM Eesta2 7| 212 Xoi SLICH o™ of&|oiM 7|

#-#2 O|H BHAH|Q| Zfo= CHAM st CHS

BPE dAstod x2S

=

Zte 3B789c72Q]LICt
iFO|%FL|E|._

=

shell$ gpg --fingerprint key-value
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Amazon CloudWatch AF AT4A]
CloudWatch Ofl 0| E T7|X|o| M3 2ol

pub 2048R/3B789C72 2017-11-14
Key fingerprint = 9376 16F3 450B 7D80 6CBD 9725 D581 6730 3B78 9C72
uid Amazon CloudWatch Agent

X|2 Extgo| chEn SYsHoF BfLct.
9376 16F3 450B 7D80 6CBD 9725 D581 6730 3B78 9C72

=y

X2 &0l8t 0|%F 0|2 AF235104 CloudWatch 0 0|XME 7| x| MHES &
wget2 AFE5t04 7 |X| ME otUS CIR2EEFLICH SHHE MY oS &
o

wget Signature File Link

MYE &Qlste{™ gpg --verifys A& FLICH

shells$ gpg --verify signature-filename agent-download-filename

gpg: Signature made Wed 29 Nov 2017 03:00:59 PM PST using RSA key ID 3B789C72
gpg: Good signature from "Amazon CloudWatch Agent"

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 9376 16F3 450B 7D80 6CBD 9725 D581 6730 3B78 9C72

I
)
4>
0%
>0l

Z£30{ BAD signature ET7} ZEE F HXIE SH H=X| ZelgLich ol SEOo| A&
E|E= B2, Amazon Web ServicesOl 22|5t1, CFHRZE 8 T} US AFRSHR| OFAAI2.

AZlof ChEt ZDE HESHAIAIL. ASAHEE ALSAI AEIsHE AFRrO| MTEH 7|8 AlZIEiLiC Of
S Mool R TS S ol0lsxl o, Xl S ALS X HER! 7|8 Holshx| o2 L)

Windows ServerE Aldist= AH 0| A CloudWatch of|0|™E m{F7|X|S &tQlstE{H

1.

https://gnupg.org/download/0l A Windows & GnuPGE CI22E L Mx[gLC MxIE [ Shell
Extension (GpgEx)(& & & (GpgEx)) M2 T &&Lct

LI X| EHAHlE Windows PowerShellofl A =8gh = Ql& LT}
HER 7|E CIR2Z=8 ot

PS> wget https://s3.amazonaws.com/amazoncloudwatch-agent/assets/amazon-cloudwatch-
agent.gpg -OutFile amazon-cloudwatch-agent.gpg

HEZ 7|18 015 7|2 7St

PS> gpg --import amazon-cloudwatch-agent.gpg

gpg: key 3B789C72: public key "Amazon CloudWatch Agent" imported
gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

ChS HAHM 23522 7| 2t 7|58l SLICh o™ of|A|of| t2 3B789c72QlLICH
8]

M7l
#-#2 O|™ EA|Q| gt 2 CHAst L Chg BE S ddstod X|2& FlFfLich

PS> gpg --fingerprint key-value
pub  rsa2048 2017-11-14 [SC]

9376 16F3 450B 7D80 6CBD 9725 D581 6730 3B78 9C72
uid [ unknown] Amazon CloudWatch Agent
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PS> gpg --verify sig-filename agent-download-filename

gpg: Signature made 11/29/17 23:00:45 Coordinated Universal Time

gpg: using RSA key D58167303B789C72

gpg: Good signature from "Amazon CloudWatch Agent" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 9376 16F3 450B 7D80 6CBD 9725 D581 6730 3B78 9C72

£240{ BAD signature BT/t ZEE Z HXIE SHIE =Y =X| FAFLICH ol SHO| A&
E|= B2, Amazon Web Servicesoll 22|5t1, CFHRZE 8 T} US AFESHR| OFAAI2.

AZlof ChEt ZDE HESHAIAIL. S EE ALSAI A AFRrOl MTEH 7|8 AIZIEiLIC O]
S Mol HREISS olnlstx| tom, BHA| ST AS A} TE 2| 7|8 Srelstx| ot Zeluict,

CloudWatch O|O|ME 74 ml ] A4

MO A CloudWatch OfO|HEE A& 7| Tofl CloudWatch HO|TE T4 mt LS 4ok gfLiCt.

OfoIME T4 U2 AFS A} KIS XIES 3 3tod of0|HET} £ 3
£ JSON THUILITH. OHEALE AFS3HLE XIS P E] B3 M4dstod O

B OHHALE ALE5t0] 770 HAUS HMELZ UE LIS, #8522 £ Y = ELICH 822 s 4y
StALL #EstE B2 Z2MAE O SESHK|E, S HE X|EE O ¥ Moig = /oM DHHALE Sl A8
g+ ole KR E X|EE + UsUh

OO|ME T mtedE HEY motCh 0O|TEE CHA| AlZt5tod 8 AFE 0| ME X% sHof gLt

IMOYUS HE 5 £2=50F JSON IFUZ X{E5104 B0l oOo|FEE Mx%|& [
&LICH E= Mol o O|FMEE Mx|E [ AAR BEIXIE A25lEi= B Y
Parameter Store01| MEE = J&Lch

Sit
 OFALE CloudWatch OO|HE T8 Tt BHE 7| (p. 2
+ CloudWatch O|0|ME 7 mtUE =822 M E= HE (p. 227)

OO|ME 4 It OFHAF amazon-cloudwatch-agent-config-wizarde CHS S EZ§ 604 Y219 &

22 "&uch

+ OJO|TEZ Amazon EC2 QIAEIAO| M&(|E ZdL|7} obL|Ed 2= H|0|A Meol Mx|E ZdL|7t?
o MH{7} LinuxE A&7} ofL|™ Windows Serverg A& e L|7H?
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Amazon CloudWatch AFHE MM
OFHAFZ CloudWatch O|0|ME 7244 mHl pHE 7|

+ 00| E7} CloudWatch LogsOl= 21 It U2 ELHEE StAIZA&LI? ELiE AL 7|Z CloudWatch
Logs OIO|ME T8 mtUE 7HX [ U&LIT? o2l B2 CloudWatch 01| 0|F EE | oS AH83stod M
HOM &g 238 ZHE = U&Lich

o MHOIM X|EE SEdteds B2 712 K& TF & stLHE ZLEHZSAIZIELN? olLH =7E x| &
S5 AEXE X|HetA |21'QL|77P7

+ StatsD EE collectdE& ALE35t04 OHEE[FH| Ol EE= MH|[AMM ALERE XIH X EE +=ESHAIZI& L
T2

+ 7|& SSM AgentZ £ E{ Oto|zf|o|Met= SULI?

DAL AIRHS7] Zi0] AWS R124 5 21 74 THlo] FIxt2lof 9l B2, DHtAZE A8 S X2 5% o
AWS EITE XHS ZAE 2 Q&LICE Of2{3 mhlol ChEt RHAIEH LIB S AWS AlA #EIxt Arg M

Mol 74 9 R4 E2 g HRS AL,

AWS x4 9 mhUof M OtHAM = 7|2 At 3HE =Hlstn o230 22 AmazonCloudWatchAgent A
ME Z&LICH

[AmazonCloudWatchAgent ]
aws_access_key_id = my_access_key
aws_secret_access_key = my_secret_key

OFHAIE 7|8 A+ 5, AmazonCloudWatchAgentl| AtZ3 5 Ll others SME EAIFLICH AFSE
AE 5BS MEE = UELICH othersE MEE AR A1 SH2 T £ UsLIT
my_access_key Y my_secret_keyQ| AL A|AH EZ|X} Parameter Store0l| CHEH 27| HEHO| U=
IAM AEREO| 7|& AEEFLICH CloudWatch Ol O Eof LR Bt IAM AtERtol| CHE REMIEH LIE 2 2= 8i|0]

2 MEH{0| M CloudWatch 0| 0| E 2t Bf7H AL E IAM APQXF e (p. 203) RS BFESFMUAIR.

M = U&LICHEHY EIT0| [default] AMO| B
= 2™ X|EE AAlStE JAYLICH XIZE ot
oo ME R|ET} us-west-1 2|T01 7| A|=|04

AWS 74 Tt M ol 0|MEV} X[ EE Ed x| &gt
o CHE F2). 7|82t Amazon EC2 QIAEIA T} Q|%|8t

I
E 2I™ol A AlsHok st 0o47[0ll M 2[E RIFERLICH CFHS
A&LICt.

[AmazonCloudWatchAgent ]
region = us-west-1

CloudWatch O{|0|ME At Ho|El X|&E &

ObHANE A Bllol Ch S AL ol &l X| & EEHE A8t 4 klo] U&LICH ol2f8t x| & &E2 o
2 B0l EAIZ|of U&LICH X|Zol| CHEF REMIEH LIE 2 CloudWatch OO E T} = El5tHE K| (p. 255) A
Mg HZsAAI2.

LinuxZ A&s= Amazon EC2 QIAEIA

dMs=E ZEE XE
7| Mem: mem_used_percent

Disk: disk_used_percent

disk_used_percent@ Z2 disk X|E0|= Partition®| AHHO| U=0l, Ol=
WHE AR XIH X|E 2| 7} QAR AL HAAE HHE[MO| ~of (et HEtEE X
StLICH ClA3 TtE[MO| =& AF2 21 AMISE Mol 247358 = Amazon EBS 258
of =of k2t Bt R L.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-config-files.html

Amazon CloudWatch AFE A40EA]
OFHAFZ CloudWatch 00| E 314 @t BHE 7|

M SE ZEE R|E
EE CPU: cpu_usage_idle, cpu_usage_iowait, cpu_usage_user,
cpu_usage_system
Disk: disk_used_percent, disk_inodes_free
Diskio: diskio_io_time
Mem: mem used_percent
Swap: swap_used_percent
Advanced CPU: cpu_usage_idle, cpu_usage_iowait, cpu_usage_user,

cpu_usage_system
Disk: disk_used_percent, disk_inodes_free

Diskio: diskio_io_time, diskio_write_bytes, diskio_read_bytes,
diskio _writes, diskio_reads

Mem: mem_used_percent
Netstat: netstat_tcp_established, netstat_tcp_time_wait

Swap: swap_used_percent

Linux8 Al#steE 2=80/A& M

S ES R
7|& Disk: disk_used_percent
Diskio: diskio_write_bytes, diskio_read_bytes, diskio_writes,
diskio_reads
Mem: mem_used_percent
Net: net_bytes_sent, net_bytes_recv, net_packets_sent,
net_packets_recv
Swap: swap_used_percent
EE CPU: cpu_usage_idle, cpu_usage_iowait
Disk: disk_used_percent, disk_inodes_free
Diskio: diskio_io_time, diskio_write_bytes, diskio_read_bytes,
diskio writes, diskio_reads
Mem: mem_used_percent
Net: net_bytes_sent, net_bytes_recv, net_packets_sent,
net_packets_recv
Swap: swap_used_percent
Advanced CPU: cpu_usage_guest, cpu_usage_idle, cpu_usage_iowait,

cpu_usage_steal, cpu_usage_user, cpu_usage_system
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Amazon CloudWatch AFE A40EA]
OFHAFZ CloudWatch 00| E 314 @t BHE 7|

0
>
>
M
Hel
ok
rn
>
kH

Diskio: diskio_io_time, diskio_write_bytes, diskio_read_bytes,
diskio writes, diskio_reads

Mem: mem used_percent

Net: net_bytes_sent, net_bytes_recv, net_packets_sent,
net_packets_recv

Netstat: netstat_tcp_established, netstat_tcp_time_wait

Swap: swap_used_percent

Windows ServerE &&5l= Amazon EC2 QIAEA

MM 4E ZEE X|E
7| Memory: Memory % Committed Bytes In Use
LogicalDisk: LogicalDisk % Free Space
EE Memory: Memory % Committed Bytes In Use
Paging: Paging File % Usage
Z2MAM: Processor % Idle Time, Processor % Interrupt Time,
Processor % User Time
PhysicalDisk: PhysicalDisk % Disk Time
LogicalDisk: LogicalDisk % Free Space
Advanced Memory: Memory % Committed Bytes In Use

Paging: Paging File % Usage

EZZMM: Processor % Idle Time, Processor % Interrupt Time,
Processor % User Time

LogicalDisk: LogicalDisk % Free Space

PhysicalDisk: PhysicalDisk % Disk Time, PhysicalDisk Disk Write
Bytes/sec, PhysicalDisk Disk Read Bytes/sec, PhysicalDisk Disk
Writes/sec, PhysicalDisk Disk Reads/sec

TCP: TCPv4 Connections Established, TCPv6 Connections
Established

Windows Serverg A™35t= 2= |0|A M

dMs=E ZEEXE
7| HO0|&: Paging File % Usage

EZZAMM: Processor % Processor Time
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Amazon CloudWatch AFE A40EA]
OFHAFZ CloudWatch 00| E 314 @t BHE 7|

oz
x
1
P

ZeE X|E
LogicalDisk:LogicalDisk % Free Space
PhysicalDisk: PhysicalDisk Disk Write Bytes/sec, PhysicalDisk Disk

Read Bytes/sec, PhysicalDisk Disk Writes/sec, PhysicalDisk Disk
Reads/sec

Memory: Memory % Committed Bytes In Use

HES 3 QE{H O|A: Network Interface Bytes Sent/sec, Network
Interface Bytes Received/sec, Network Interface Packets Sent/
sec, Network Interface Packets Received/sec

FH
A

Paging: Paging File % Usage

ZZAMAM: Processor % Processor Time, Processor % Idle Time,
Processor % Interrupt Time

LogicalDisk: LogicalDisk % Free Space

PhysicalDisk: PhysicalDisk % Disk Time, PhysicalDisk Disk Write
Bytes/sec, PhysicalDisk Disk Read Bytes/sec, PhysicalDisk Disk
Writes/sec, PhysicalDisk Disk Reads/sec

Memory: Memory % Committed Bytes In Use

HIER 3 QE{H O|A: Network Interface Bytes Sent/sec, Network
Interface Bytes Received/sec, Network Interface Packets Sent/
sec, Network Interface Packets Received/sec

Advanced H|0|&:Paging File % Usage

ZZAMM: Processor % Processor Time, Processor % Idle Time,
Processor % Interrupt Time, Processor % User Time

LogicalDisk: LogicalDisk % Free Space

PhysicalDisk: PhysicalDisk % Disk Time, PhysicalDisk Disk Write
Bytes/sec, PhysicalDisk Disk Read Bytes/sec, PhysicalDisk Disk
Writes/sec, PhysicalDisk Disk Reads/sec

Memory: Memory % Committed Bytes In Use

HER 3 QE{HO|A: Network Interface Bytes Sent/sec, Network
Interface Bytes Received/sec, Network Interface Packets Sent/
sec, Network Interface Packets Received/sec

TCP: TCPv4 Connections Established, TCPv6 Connections
Established

0%

CloudWatch Of|O0|ME T4 OFE{AF A

CloudWatch O|0|HE 74 mt U S Md35l2{™

1. OS2 223504 CloudWatch MIO|E T4 OHHAE AlZFELICEH

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-config-wizard
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Amazon CloudWatch AF AT4A]

CloudWatch O|HE FH mE 522 My = HE

=

e

Windows Server7} A3c|= Mo CI2S J2dgtL|Ct.

cd "C:\Program Files\Amazon\AmazonCloudWatchAgent"
amazon-cloudwatch-agent-config-wizard.exe

2. EEo &stod Mol 7 2 AMS A XI-ELICH

3. FH U ZHol| XMESE B2 74 I config. json Linux A ME /opt/aws/
amazon-cloudwatch-agent/bin/M|, Windows MEHO|AE ¢:\Program Files\Amazon
\AmazonCloudWatchAgent™| MEEL|Ct 4™ o] ZtUE HO|MEE Mx|sl2{ st= CHE MY
ol SALE &= Ql&LICH

A|AE ZEIKIE AF25104 0l 0|MEE M| L 2M5itdiE AL 02 A|AE! 22Xl Parameter Store
of HEE X {2 E E= HAIX[7} ZAIZE|H of| 2 E5Hok °*L—|EP. CloudWatch O 0|MEE Mx|st= O
SSM AgentE AFS35tD QK| g2t E m S Parameter Store0l| ME SIS MEHE T Ql&L|Ct o}
22 Parameter Store0l| & & = UL T st2{™H S2FF HEH0| U= 1AM A& S AL83SHofF gLct Xt
Mt LI& 2 CloudWatch O|O|HE QL &7 AHE L7 @Bt IAM 3E 2 AFS K MM (p. 201) EHHE &
AAAIL.

CloudWatch Of|0|ME M 1}U8 502 MM =
Bz

CloudWatch OO|ME 74 I U2 agent, metrics & logsQ| 37§ MMO 2 T4 E JSON T L|Ct.

+ agent MMofs 01IO|7F_‘|EQ_I H&| TAdol CHEt ZEF 23 Elo] QlALICH OFHALE AFR5Hs B agent

MMo| YEEX| b&LICH
« metrics MME %504 CloudWatcholl HAlE A& X}
Ej.ul' AQO}'._ Z;"CI)‘ I[|-9E|0'||A‘| metrics A—ﬂﬁ% 2 o= =2 A
* logs MM 2 CloudWatch Logsl AIAlElE 21 oS X|HgLICH A‘I {0l A Windows Server7} A E
= A2 Windows O|HIE 210 (2 O|HETJ ZEE £ Ql&LICH

|EE XIGELICE oo|MEE AL 5tod

I
u
_O'l_l
4> >

Chs MMofME 0| JSON mHo| 7 & & Zeof cha MBELICH o] 74 mhedofl Ciet A7|oF Holr &
£ Ql&L|CH A 7|0 HelE Linux A‘|H‘|°| installation-directory/doc/amazon-cloudwatch-
agent-schema. json, Wlndows Serverg AM5= MOl installation-directory/amazon-
cloudwatch-agent-schema. jsonOll QU&LICH.

O0|ME +MH I8 502 M- HEE F< 0|82 XIHE &= &LICH EME ZHESHA
e = UEE 0|E 2 Linux MBHUIME /opt/aws/amazon-cloudwatch-agent/etc/amazon-
cloudwatch-agent.jsonZ K|35t 1, Windows MH{E A&SE MEHUME $Env: ProgramData
\Amazon\AmazonCloudWatchAgent\amazon-cloudwatch-agent.jsonZ X|Es5t= 40| E4&LLCE
oS Mo 2oz sHE TY 2 OO|MEE MRISiE{D St CHE Mol SALE &= Ql&LICt

CloudWatch O0|FE 7144 I} Q: ol O|FIE Al
Ct. OFHAHE agent MME d5HX| et&LICH CHalL, O|§ A
2it2 A8ELict

s metrics_collection interval — M A&, O] 724 mtlof X|HE[o] Qe 2E X|EI =&E BT
XEgUch S fd9 X|EH Cisl o] Zt2 RHHolg = JU&LICt
o gt2 = B©QI2 XIHELCt o & S04, 102 XHstH 10x0iCt X[ E 71 =EEIEF MYE|H, 30022
MYstH 520t X[ E7F =EEEF XIYELUCH

ol gt2 60x OlBtez MHetH 2 X|E7F 1 EelsS XIEZ +HELICH 1E6HS KIZEo CHEN REA|EH LK
82 NEdls KIE (p. 47) HHE HZSHMAIL.
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Amazon CloudWatch AF AT4A]
CloudWatch MIO|ME M IIUS £ 502 MM r= TWE

71272 60QJLIct.

« region - Amazon EC2 QIAEAE DLIE{RE [ CloudWatch YIEZQIE0f CHE AR E 2ITE I
guich +&ElE x| EE 0] BIF(0: us-west-1)0il MSELICE Of ‘_é £ Y=25t™ of|Oo|METJ XIEE
Amazon EC2 °|/\E‘|/\7P e EIMe 2 MEE LI

2xh0a MHE EL—|E‘|%'3F A2 ol 2HE7 ASE[X| 2to, of|0|HME= AWS 74 Tt 9
AmazonCloudWatchAgent ZE2E0|M 2|HS A& LICH

+ credentials - X|& Y 23 E CHE AWS AHHo| £ AL E 1AM &2 XIFELICH XIHE 2
Ol 2=&= 1709 m2t0|E] role_arnE ZEELICH
* role_arn-X|E Y 2EIECIE AWS HHo| 2 M 2150 ArEE IAM & 2| Amazon 2|44 0|F

(ARN)Z X|HELct XFMIEH LHE2 CHE A ™ol X|L U230 S (p. 268) EHRHE Bx |'*'A|°

+ debug - MEi AHE. C|H 23 HIAIX|QE 7 CloudWatch 00| EE MY S X|H
2 false®L|CH

+ logfile - CloudWatch OI|O|ME7Jt 21 MHAIX|IE & IXIE XIHELICH H|o] U= EXLEE R HetH
2737} stderrofl HEELICH O] M XIHotX| eto™ St 20| 7|2 X7 A ELICH.

* Linux: /opt/aws/amazon-cloudwatch-agent/logs/amazon-cloudwatch-agent.log

* Windows Server: c:\\ProgramData\\Amazon\\CloudWatchAgent\\Logs\\amazon-
cloudwatch-agent.log

CloudWatch (O|ME = MMEt 23 o2 IS 2 uAEELICH 23 5ol 3 7|7t 100MB
of T&std RAELIC offolMEE AT 22 1S A 7Y SO BESIH nRIE
23 T1US A0 5/ATHK| RS LICH el 21 1ol 1Y ol Bl Ehelagiz o} x7tE
LICH O] Ef AR = = mUo| A E et AlZtE EAIELICHO: amazon-cloudwatch-
agent-2018-06-08T21-01-50.247.1l0og.gz).

+ omit_hostname - ME4 A& J7|2MOE SAE O|F 0+|0|7§_'|E01|A‘| =& X|E9| AR HAIH
LICt EAE O|E0| RS2 HAIZIX| =S 5tE{™ O| 2 true2 MAEFLICH 71272 false QL
Ct.

* run_as_user — ME A+E CloudWatch O|O|TMEE A& St= Ol ASE ASXHE XI™HELICt o Zztd|
EHE XIH5tX| o™ RE ASX7H ASELICH O] M2 Linux MEHAIMEF REFLICH

0| M2 K|35l CloudWatch HO|HEE A|EFSt7| ol AASRL7F EASHOF B LICH REAMIEH LIS Tt
= A2 XHE CloudWatch MIO|FE A3 (p. 263) EHele 73. SHAAIR.

CIH2 2 agent MA49| of IL|C}

"agent": {
"metrics_collection_interval": 60,
"region": "us-west-1",
"logfile": "/opt/aws/amazon-cloudwatch-agent/logs/amazon-cloudwatch-agent.log",
"debug": false,
"run_as_user": "cwagent"
}

CloudWatch O{|O|ME 74 mt: X|E Al

Linux E£& Windows Server7t A E|E= MO B2 metrics MMoi| CHS EET} Ql&LICH
. namespace - MEH ALEE of|O|MEO] o5l £+ EIZlE RIZE o CHEH AR E YA To|ALICH J|EZ2
cwagent 2{LICt Z|CH ZO|= 255K LIt

+ append_dimensions - B ALE. Of 0| Eo0] Q|5 =&El= ZE X|E0| Amazon EC2 X|E RIHE F
JHEFLICH Chg 282 X|El= 71-g mloqat I=|C)=*7<|—||:|'. CHE 7I-gf Hlo{= FAIELICH

* "ImageID":"${aws:ImageId}"= QUAEIAO[AMI IDE ImageID AtRO| IS 2 M ELICE
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Amazon CloudWatch AF AT4A]
CloudWatch MIO|ME M IIUS £ 502 MM r= TWE

+ "InstanceId":"${aws:InstanceId}"= QUAFAO| QIAEA IDE InstanceID XA GO 2
MxIEtL CH
=2o0o-d .

+ "InstanceType":"${aws:InstanceType}"= QIAEAO| QIAEA R E InstanceType AHH
o Zte 2 MYgLct.

rr
©
>

+ "AutoScalingGroupName":"${aws:AutoScalingGroupName}" & QIAEIAO| Auto Scaling 21 &

O|& 2 AutoScalingGroupName AF§HO| ZtO 2 A FrLICEH
9| 7|-gt HIO{E AtE35tod X|Eof S F7Isi2{H S X|E f&Eo s 2=9
append_dimensions IIZFO|E{E AFE35HOF EFLICH
Amazon EC2 HIEH|O|E{o]| [t 2t X+ R == LS RIHstD ZFAIE AHEE E2 A0 M Amazon EC2

o| = EQIEof MM AEH £ olofof BHL|C}. O|E{Et M= Z QIE O CHEF AHA I?_ LI 2 Amazon Web
Services &t £ X O] Amazon Elastic Compute Cloud(Amazon EC2)& & ZX3§IAAI2.

+ aggregation_dimensions — MEH AtE. =& E X|E 7 HAE Rt XIHELICH ol S0

AutoScalingGroupName AHHO|AM X|EE EU5=E ER, 2 Auto Scallng OO0 2 E QAEAQ| K|
E7 HAE D MANZE EAE £ A&LICH

StLE == o AHRof 2t XIZE EYUE = USLICH o|E Bod, [~ InstanceId"]

" nstanceType"] ["InstanceId", "InstanceType"]]2 X|H5tH QIAEA D EHY, QIARHA
S8 B U F Rl Fol CHal XIEE EAE = &Lt

[1E XIY5tH ZE AHHE FAISHD ZE X|EE StLIS| 220 EUE =T USLICH
| 3 o=

+ endpoint_override - OO|FE7} X|EE EUH= AEXZQEZ ANSE FIPS AEEZQIE &= Z}O|
8 23 & XIYgLIct. ol FME X|Hstn ZetolE! ‘?_724% E"x" 5t Amazon VPC AIEXZQIERZ X|EE
MEE &= U&LICt XMIE LIS Amazon VPCO|EF FIQULITEHE RIZSHMAIL.

endpoint_overrideQ| /2 URLQ! EXt0|0{oF &FLCt.
il

Zl AHE. statsD EEE collectdE Sall =& E AFEAL XY X|EE Z &3
o] Etpdoll= o o+-r| Mol & E|o] &Lt

* metrics_collected -
of £ &g X|EE R|IHFLICH

metrics_collected MMO| LI 0| 71 TO| LinuxE A&st= MHE 21X ofL|™ Windows
Server® A#st= MHEQIX|of at Sat &L,

» force_flush_interval - MHE MEE|7| Hoi| X|£7} HZ 2| B ot US =[CH AlZH(E)E RIY
grLict. o] Mdmt AEeiol HH LY X|E 2| 2 7|7} 40KBOH| =& St HLE X|ZE 7H==7F 20717} £ X|E 7}
ZE A MHE S ELICEH

7122f2 60LICH.
» credentials — X|EE CIE AHo| 2 ] AFSE IAM Q&2 X|HELICH X|HE ZB2 ol 2=E= 174
O| m}2t0|E{ role_arnZ EEEHLICH
HHol| 2l QS 0f AHEE IAM 28 0| ARNE K|HELICH AHAME LI8=2
% (p. 268) HHH2 EESIMAI. o7|o] X|HEt A< ol 22 74
4

01 U= role_arng AMYOIELICHUE BR).

» role _arn-X|EE C}
CHE A &of x| & EL' =
9| agent AMof X|HE

.I.

Linux
Linux7t A E|lE MM E T4 1Yol metrics_collected Mo CI 2 EEx TeE £ QlaLct

olzet 2= & ChrollE e 2laAo chal =&stn ﬁ—;% K|EL LFYE measurement AMO| Z &g
01 M|=||——||-_-|' 0|48t measurement MM swap used Z 0| @& M 0|2 K|H5tHLE, ElaA R
ol F£7IElE ME 0|§ 9 L0 XY™ = A&t 01|§ £0{diskio ’ﬂl.*_"-‘ll measurement AA40]
readsE K|35l ™M diskio_reads X|E7} & £ Q&LICH

+ collectd— MEH A&, collectd EEE%% 83tod AF8 AL X|IH X[ EE AMStE] stcte AE K|
MELICH collectd AZEQ|0{E AF&3H04 CloudWatch OIO|HME| X|EE ERLICt RIMIEH LIS
collectdZ AP X} X X|ZE M (p. 254) IS FXFHAAIL.
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https://docs.aws.amazon.com/general/latest/gr/rande.html#ec2_region
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html

Amazon CloudWatch AF AT4A]
CloudWatch MIO|ME M IIUS £ 502 MM r= TWE

« cpu- MEH AR CPU X|E 7t +EE|IE S XI™HELICH Ol EHH2 254 QIAHAN DM REFLICH =&
g CPU X|ZE0of CH3Hl resources & totalcpu EE & stLt O|& 2 E &Sl ok g LICH o]l MM2 2 E
CE Zgg = UaLch
+ resources — MEH ALE. CPUY X|E7I £ EEZIEE dl2i™H o] ZE9| ZtE 2 X|™&loF &LICH 38

£l= QB Zhe *2lL|c}.

totalcpu - ME ALY, 2E CPU Z0o{0iM EA|ElE CPU XIEE EDEX| {F & XIYELICH 7|2

measurement — =&E CPU X|Z 9| o{Ti|0|& KIHFLICH 7t58t 2f2 time_active, time_guest,
time_guest_nice, time_idle, time_iowait, time_irq, time_nice, time_softirgq,
time_steal, time_system, time_user, usage_active, usage_guest, usage_guest_nice,
usage_idle, usage_iowait, usage_ irq, usage nice, usage_softirq, usage_steal,

usage_system, usage_user@L|C}t cpuE Z = 4 Ol HEE= EQlL|CH,

7|12MO 2 cpu_usage_* X|EO| Bt PercentO|, cpu_time_ * X|E0|= EFY7} i&LICH

Zt 7 K| E o 5 Lol M CHF & st £ = OfE MEiMo 2 X|™E += /gLt

* rename - O| X|Z0i CH3H CHE © )

 unit - O| X|ZE 0 CH5H APR% CHRIE xIH5tod siE XIE 2| 7|& THIE M™alfct x™st= B
2= MetricDatum®| unit Aol Ltot U= | E B CloudWatch X|E ':F-?-|040|= griich

metrics_collection_interval — ME4 AtE. CPU X|EE %5104 T4 US| agent MMof x|
HE|o] = 22 metrics_collection_interval 2 XH Jolgh Bl & R[HEgLct.

of Zt2 = |2 X|HELICH ol & E01, 102 X|™5HH 102 0tct X|£7 = EE= 5 H™E|H, 3002
2 Md™stH s2otct X| 27 +EE =S XEEuU o

0| Zt2 60% O|Pt2 2 ""’“‘|' XEI D&
Lig2 1Edlls x| E (p. 47) E % AT FAAL

U |..E...01|F_|' MEE £ U Tt ARYLIC o]l HEE X|HE
|Z0f CisH Al &= 22 append_dimensions *‘*":Oﬂ PSS
JL|Ct.

IS XIE2 +EELICH 12slsS K|Zoi| CHER KRS

1~ oi
0|r

[=}
append_dimensions — &4 ALE. CP
M ofO|MEJ} £=&5l= ZE f8al X
Zlof = & 2of o] RHHE AF%

=
+ disk- e A CIAZ RIETH £THS LEHALICH O BHIS Bl A QIAEANB R 3L Of 4
Mol chgol 27) T=eraet 3 4 AsLIC

resources — M= AE, C|A 3 BHRH X|™Hoi CHE HHES X|HELICH O] 22=& CloudWatch7t LI E
EIR X[Ho|MHE X|EE RS S MEtELICH ZIe2 +& XIYstH 2E BA XI™oMH X|I2E &
& £ UaUct 71822 2 gA XIHWM X|EE S=&ste A

measurement — =&|E C|A3 X|E 2| o{El|0|Z X|HELICH 755t 22 free, total used,

used_percent, inodes_free, inodes_used, inodes_totalL|Ct diskE X &= 39 0| E
cC= .u.IAOI|_||:|._

Note

disk X|EO|E Partition| X240l RIEC, Ol WHE AR KW X|EO| £7} QlAHA
o A= mE|MO| 4o et ZEtAS EELICH ClAT TE[MO| £ AFS F01 AMISF M
ol 223t = Amazon EBS 2 & 9| ~0of [}t EatElLch

Zb disk X|ZEOof CHE 7|2 EFRIE Eed™ Linux QIAE A0 M CloudWatch 00| ETF = ZEl5t= |
E (p. 255) MlME FERFAAIR.

ZF i X E ol EF LM s & ‘H—P L= ECIE MEiMo 2 X|™HE £+ aLuch

rename — O| X|Z0i CH3 CtE O|§ 2 XIHELICH
unit - O| X|E0f CH5H AFSE E*-‘?—l Xgstod slie x|E ol 7|2 HE AMHEolgLICt X|I™Hste B
2= MetricDatum®| unit Yo Lt = § &8 CloudwWatch X|E EH¢|oof g LICH

E sRE M Mg ot AAH 82 XIYELULC &

ignore_file_system types—LC|A3 X|E
E8 U2 2 E sysfs, devtmpfs S0| Y&LICH

drop_device - O] 22 true2 MM BHbvice7l C|AT X|EQ| Ao 2 ZEL|X| ot&LICH
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CloudWatch O|0|ME 4 I}US 522 MM & z

=

rr
s

DeviceZl At E ASE|X| &t =5 5t Nitro A|ARIEZ AF85HE QIAEHANM QABATI MERE
mf 2t c|A3 ol E0ict C|Hho|A O|& 0| HAE7| IHE o] F&EILICH 0] B2 X|E Q| oo|E{7} Y&t
EX|otenz o|2f8t X|EE J|HeZ &= ZE 7l INSUFFICIENT DATA 4 EH7F 2 = U&Lch.

7|84t falseQL|C}.

* metrics collection_interval - ME AR C|A3 XIEE +T5H0] T8 T2l agent AMof
XIHE0] Q= 228 metrics_collection_interval Zt2 AHHOIE HIT & X|HELICE

ol g2 = B elz x|EELIc

S
Ll
o
=
Pt
o
ra
[o
Hu
nx
0
[e][}
e
"l
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XIEE SHEUC M B 1255 A

olr

E7F &5

. append_dimensions - t'Eﬁ Mg ClAaT R|ZAEF AEE £ U= F7H AHRYLICE o] HEE XIH
5tH ol O|™MEO] oI5 === 2E F8o| X|EH CH5H AF&E|= append_dimensions EE0] x|
Z|o U= A Qlof XIHE AHHE AASELICH

* diskio- ME{ AR C|A3 1/O K| &7} S EEEF XIHELICH Of B2 254 QAHANE REE L
Ct. of Mol = ChEol 274 HEBFF B Z&E = &LICH

» resources — ME4 AL, C|HIO|A 042]|0|& X|H5t= B2, CloudWatch7t 3 C|HFO|AO|AMEH X[
£ +7ELt 22| slo®, R e Clufolaol XIE T £ MEILICH 202 *8 Al&stod BE CldholA
M XIEE =&E == UA&LICH

+ measurement — =&/ & diskio X|E 9| 0{2{|0|& X|HELIC}. 7t S8t 2t reads, writes,
read bytes write_bytes, read time, write_time, io_time, iops_in_progress®L|C}.
diskioZ Z st A ol Wek= T4l
Zt JHE X E | &= oM ChE & StLt EE= = CHE MEiMo = X|HE £+ &Lt
* rename - O| X|Z0] CHsl| CHE O|FE X|IEEfLICH
* unit - O| X| 0 CHal AL E EFRIE XIE5t0d sliE X|E | 7|2 B 2IE AMYolgLict X[ Hsts B
?lE MetricDatum@| unit AH| L2t = R &8 CloudWatch X|E EhHe|o{oF EL|CH

* metrics_collection_interval — ME AL, diskio X|EE &350 74 Tt 9| agent AlMo] X|
HElof e 22 Y metrics_collection_interval Zt2 AYO|E BIZ E X|'HELICH

ol k2 = B elz x|EELICH

is X

0% DIt =2 *E*’Sord a XE7I DE EZ £EELCH 1285 KIZol Cig RhMIst
LI&e nEsls RIE (p. 47) B2 HZTstAMAIR
g,

diskio XIEOHFJ AEE

S
L
1o
s}
io o

+ append_dimensions — A4 A} £ Qe F71 AUt ol 2EEE X|H5

=
™ ofo|ME0] ol =&ElE ZE F8 9| X|ZEof Cial AH8 L= append_dimensions """:Oﬂ PP
0 U= M 2ol X|HE A= AHSELICH

>

+ swap - M AR A% HIZ2| XIET} $HES LERLICH 0] B2 Bl=A elasiAog RERLIC
o| MiMdollE Chgol 371 LeptEat Z o e 4 l&Lct
[¢]

+ measurement — =&E Ag X| | ofzilol& x|H
used_percent ! |—||:|' swapE ZESE 49 0| 2HE= E4lL|ct
Z} swap KIZE 0 CHet 7|& EHRIE 224 Linux QIAEIA0| M CloudWatch 00| E 7} +=Z5H= X|
E (p. 255) MM HASAMAL.
Zh 7 X|E ol 3 HolM Cts & _|'|—|' FE ECIE MEido Z x|™HE 4 QaLc

[ —
+ rename - O| X|Z0f CH3H CtE O|F 2 RIEFLICH
+ unit - O| X|E0i CH5H AHSE E"-?—| X|Hstod s X|E Q| 7|2 B/IE AHolgfLIct x|Het= H
2|& MetricDatum®@| unit A0 LIe}t /= F& 8 CloudWatch X|E EHe{o40F & LICt.
* metrics_collection_interval — ME4 AL A2 X EE £ E5H0 4 T Y| agent MM x|
HE|0] e 22Y metrics_collection_interval #f2 AMHOE BT E X|I™HgLICH
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CloudWatch MIO|ME M IIUS £ 502 MM r= TWE

« mem— ME4 AR HZE| X[ET =EE
Moo= 29| 37| WeptE0t ¢

0| Zt2 60x D|Bte = M¥stH 2 X|E7t T E6ls X EZ S HELICH nEsisS XIZo| CHEF KRS

7k xHLct ol HEE X|¥st
& append dlmen51ons Zl = of

0

o
™ 01|0I7<d§01| °IoH =& I_ ZER
XIEElo] U= A 2|01| Ik )
L_|-E|-'—"I,|I:|- o| ch2d
feh = aLct

]]olI

+ measurement — =&E M2 2| X|E 2| o{ti|0|E XI'HELICt. 758t 2L active, available,

avallable_percent, buffered, cached, free, inactive, total, used, used_percent%“—“ﬂ'.
memE EE e 9 0| EEE= ElL o

mem X|EOi| CHE 7|2 BHIE EEd™ Linux 2IAEA0M CloudwWatch 0|O[HE T} = EleHE X

(p. 255) MME FEJIMAIL.

kKl J.\,'_

ZF i X Eol 5 LMt & sttt EE= = CHE MEiMo 2 X|HE = A&

* rename - O| X|Z0i CH3H CHE Ol 2 XIFELICE

+ unit - O| X|Zof CH3H AL E EHIE XIH5t0] siE X|E Q| 7|2 TRIE AMHQFLICH X|™H5t= H
?lE MetricDatum@| unit AHH| L2t = R &8t CloudWatch X|E the|o{of EL|CH.

metrics collection_interval — MEH A& mem X|EE $=& 5104 71 29| agent MM0] |

HElo] = 228 metrics_collection_interval Zt2 MHOE BITE X|HELICH

ol g2 = B el=2 x|EELIch

0| Zt2 60x D|Bte = M¥stH 2 X|E7t T E6ls XIEZ SHELICH nE6isS XIZo| CHEF KRS

[Nk
&2 1Esls XIE (p. 47) © %% HESHMAIR.
append_dimensions — 2B ALE. mem X|EO|BF AAE = U= FIH AHBYLICEH Ol HEE X|H3st

™M of|O|MEJ} £&5tE BE R K| CHall AHE ElE= append dimensions HE0{ X|HEZ|o] Y
= A2 2lof of RHHE AFSEILICH

* net - M ALY, WEQIZ X| &7} +ZES LIEFHLICH o B2 ElsA QlABAME R EELICE O
MMol= ChEa Z ol 2|CH 4712] HeEvh ZehE 5 U&LICH

T AAE

resources — M= AE, HEQ|3 QIE{H| 0|A 0{El0|& X|H3t= A<, CloudWatch7t 31 2IE{H O]
A0MOE X EE S EFLICH OFX| fo™, RE C|HO|A S| X|E 7t +EIELICH £ o2 & K|
HelH 2 E QEHolANM X EE -/F’él%" P A& LICt

AAEH
measurement — =& E HEXZ X|Z 2| o{H|0|E XIHELICI 7158t 2L2 bytes_sent,

bytes_recv, drop_in, drop_out, err_in, err_out, packets_sent, packets_recv@lL|C}.
netE E#st= 22 ol ek T4

net X|EO| CHEt 7|2 B
A

£ 224 Linux 2IAEH A M CloudWatch H|O|ME 7} £ El5tE X|
(p. 255) MME EEJIMAIL.

RN

ZF i X Eol &5 LM TS & OH-P F= £ CI2 MEixo 2 X|™E £ l&Lct

+ rename - O| X|Z0i| CHSH CIE O|EE X|HELICH

« unit - O| X|Z0f CH5H AFSE EF-?-l X|™dsto] i x|Z ol 7|2 & AMHElgLIct X" st= B
2| MetricDatum@| unit AHo|| L9} 9= §E 8 CloudWatch X|E EHe|odok &fFLCt.

metrics collection interval — ME4 ALE. net K| EE £=&5t0{ 7+ 9| agent MM x|
El0] Q= 22 metrics_collection_interval ZtS A& O|g HIZ 2 x| gLt

ol gt2 = B ?IZ2 x|QELICt ol & £04, 102 XIYstH 10=0iCt X|E7F & =25 dEEH, 3002
2 d¥stH s20tct X|£7F &= =5 X[EELoH

0| Zt2 60Z% O|Pte 2 MHSIH Z X|Z7F DRSS XEZ EELCH T2 s KIZol| Cigh RhMlst
LI T Edlls XIE (p. 47) EBHHE HEFAAIR
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+ append_dimensions — 1B ALE . net X|Z0i|TF A E = U= F7I AR LICE ol HEE X|HSHH
ofo|ME olal| =&kl 2E 82 X|£0i CH5H AFE El= append_dimensions EE0{ X|% |0
U At Qlofl o] AHHE AHSELICH

« netstat— MEH AL TCP 2472 &tEff 2 UDP Y& X|E 7t =& E & LtEtHLICt o] B2 254 ela

HAo g REELICH O MMofl= CtEol 37§ EECHF B 2 &E =+ U&LC

* measurement — 5= & & netstat X| 22| 0{H|0|& XI™ELICE 7tS8t 242 tep_close,

tcp_close_wait, tep_closing, tecp_established, tep_fin waitl, tep fin wait2,
tcp_last_ack, tcp_listen, tcp_none, tcp_syn_sent, tcp_syn_recv, tcp_time_wait al
udp_socketLICt netstatE Z&stE 49 Ol 2EE= EeLch

Zf netstat X|EO0f CHE 7|2 EFQIE 224M Linux 2IAE AN A CloudWatch 0| 0|HE 7} =&l 5= K|
E (p. 255) MME FERFAAIR.

Zt S XIEO| S LHolM CHS

« unit - O| X|Zof CH3H AL E EHIE XIH5t0] s X|E 2| 7|2 HE AMHEQ|FLICH X|™Hst= H
5t CloudWatch X|ZE EF{o{of §FL|Ct,
* metrics_collection_interval — 2B AlE. netstat X|EE $£EI5t0{ 74 O] agent AlMo]
XHE|0] Qe 22 metrics_collection_interval 2t AHO|E BIZE X|HEHLICH
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0| Zt2 60% O|fte =z MAdsimd 2 X|E7
LIE2 123l XX (p. 47) S H=x
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+ append_dimensions — 1B ALE . netstat X|Z 0T AL = U= F7I AHHYLICH o] HEE X|IH
St oo|MEN| ola =EEl= ZE Yo X|®0i Cid MEE|= append_dimensions EEO| X|™
Zlof U= A3 o] o] RHHE AFSELICH.

Ct. D 2sHs xIFE ol CHEH RHAIE

o —

i

o

LIEFLICEH o] EH2 BlsA QAR AR &
o

* measurement — =&E T2 MA X|E9| 042]|0|E X|HELICE 7tS8 2L2 blocked, dead, idle,
paging, running, sleeping, stopped, total, total_threads, wait, zombies®L|C}.
processesE Z&ote 4% 0| HE= WLt

T2 E processes X|E0 CHal| 7|2 E2lE= count YLICH

Zt 7 X|ZO| 5 LHM|M Ctg & stLt == = CHE MEiXo 2 X|™HE = J&Lch
* rename - O| X|Z0i CH3H CHE © )
+ unit - O| X|Zof CH3H AL E EHIE XIH5t0] s X|E 2| 7|2 HE AMHEQ|FLICH X|™Hst= H
2= MetricDatum®| Unit Yol Ltet U= R EF CloudWatch X|E Ehe{odof LCt
* metrics_collection_interval - MEH AE ZZMA X|EE $E5t0{ 74 T} U0l agent MM

of X|I™HE|o U= 22 metrics_collection interval ZfS AHO|E BIZE X|™HELICH

ol Zt2 = B2 x|YELIct o £04, 102 XIYstH 10=0CH X|E7F R =25 dYEIH, 3002
2 dystH 50ttt X|E7F &= =5 XI-QEL o

Ol 2t2 60x D|Bto 2 AHSIH 2t X| &7t TE6HS XIEE +&EULCH RAEH LHE2 T Eds X
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Yol ol o|HE| olsf =& xl= ZE R 2| X|Z0f sl ALEZ|= append_dimensions HEO] X|
HElof U= &2 2lofl of A2 AASELICH

- procstat — M= AR JHH Z2MAOIM X|EE HAsted Bhoh D XI-HELICH REAIEH LI 2 procstat
Z2{0QI8 M83to ZZAA X|E 7 (p. 246) TS HZFAAL.
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CloudWatch O|HE FH mE 522 My = HE

=

e

01 CloudWatch O O|ME0|| X|EE EHLICH RHA|EH LHE2 StatsDE A|Z 5= AAEXE X X[E AM
(p. 253) CHHE F=SHHAIL.

CHE 2 Linux M metrics AMO| of IL|C}. O] oflof M= 3702 CPU XX, 37H9| netstat X|E, 3702 =
ZMA XE 2170 ClAaT K|E7F ZEH, HO|MEE collectd E2CI0|MEZRE FI} X|EE 2t
£ MYELICH

"metrics": {
"metrics_collected": {
"collectd": {},

"cpu" H {
"resources": [
[IROR1]
]I
"measurement": [
{"name": "cpu_usage_idle", "rename": "CPU_USAGE_IDLE", "unit": "Percent"},
{"name": "cpu_usage_nice", "unit": "Percent"},

"cpu_usage_guest"

]I

"totalcpu": false,

"metrics_collection_interval": 10,

"append_dimensions": {

"test": "testl",
"date": "2017-10-01"
}
}l
"netstat": {

"measurement": [
"tcp_established",
"tcp_syn_sent",

"tcp_close"
]I
"metrics_collection_interval": 60
}l
"disk": {
"measurement": [
"used_percent"
]I
"resources": [
[IROR1]
]I
"drop_device": true
}l
"processes": {
"measurement": [
"running",
"sleeping",
"dead"
]
}
}l
"append_dimensions": {
"ImageId": "${aws:ImageId}",
"InstanceId": "${aws:InstanceId}",
"InstanceType": "${aws:InstanceType}",
"AutoScalingGroupName": "${aws:AutoScalingGroupName}"
}l
"aggregation_dimensions" : [["AutoScalingGroupName"], ["InstanceId", "InstanceType"],

[11]
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Windows Server

Windows Server2| metrics_collected AM0|AE Memory, Processor & LogicalDisk® Z2 2t
Wlndows s 2z o CHEH 319 MMS MAIEH 2 QlaLICH AL 7hs 8 Z4A| L FH2E{ol CHEH REAIEH LY

£ Microsoft Windows dHEME & x oP“AI °

Zt x| o] 5t MM LHOM =2 & FF2E{ Q| measurement 0{T|0|& X|HELICH measurement O12|0|&=
o oM X[H5tE A otc Qlo{ofF g L|CH st resources ZIC E X|H3lod x| EE =ZE 2IAH
29| 0|2 XIYE = U&LICE EF resources0l CH3H *E X|H35IH ZE QUAE A CH3H HEO| X|E
E £FE 4 ALICH resourcesE M5tH D E QIAEAO| O|0|E{7} 5tLto| EEto 2 FAIELICE. QI
AEIATL Qe 2|9 B resourcesE MEFELICH

* metrics_collection_ interval MES AL O] ZAof CHall XIZE +=TI5t0 T4 TYU2| agent Al
Mof| X[HE|o] UE 22 Y metrics_collection interval Zf2 MEQlE QT E X[HELICH

0| Zf2 = HRIZ X|ZELICH o|E S04, 102 X[Y5tH 10=0ICH X E7} +E = 5§ dHEMH, 30022
MYt s 0ttt X|E7F + &= =5 XGELC

o2 MY A AR DRSS AEL FUBU HME UBE DR X

+ append_dimensions — A‘|E" A|'%" O| ZHA|Q| X|Zol|2t ALEE =TIt &t
5t 01|0|7“|EO| ol =&El= ROl X|Eo s ABEl=E 22

X|Hxlof e AH 2o OI iP%_JE AP%EI—IEL

g Xyt ol BES A
append_dimensions EZ0]

2
=E}
=
Zt FI2E MM Lol CHS MEH Z2EE X[HE =T A&t
+ rename — O| X|Z0i CH3H CloudWatchOllA A

s unit- O] X|Z0i CH3H AFSE HRIE XIHELICE X

£ § &% CloudWatch X|E EH|o{of &fL|Ct
metrics_collectedOlE= ChS1 20| 5 7HX| CHE MEA™M MME Z&E = UsLICH

« statsd-StatsD ZEEZE2 Al25}04 APQKP XE X|EE AME = QES FLICt. CloudWatch 010]

MEE ZZE22 01202 ABHLIC EE statsp 32H0I2EE AFS 304 CloudWatch Ol OHE 0
XEE 2LICH RIMISH L8 2 StatsDZ Al stE AL A X1 X|E M (p. 253) BHHE HESHAA|
o

+ procstat - JHE ZEMA0NM X|EE HME = U S gLt RtMEH LI8 2 procstat 221212 At
25104 ZZMA K|E £ (p. 246) EHRH2 XS AAIL.

CH22 Windows Serverol M At& 37| 2|8t metrics MM9| o | LICt. o] oflof M CHYEF Windows R|E
7t =8El0d, AFE7t statsD SEI0|UEERE FI7H X|EE W& MME|T|E LI
"metrics": {
"metrics_collected": {
"statsd": {},
"Processor": {
"measurement": [
{"name": "% Idle Time", "rename": "CPU_IDLE", "unit": "Percent"},

"% Interrupt Time",
"% User Time",
"% Processor Time"
]I
"resources": [
[LROR1]

]I
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"append_dimensions": {
"di": "win_foo",
"d2": "win_bar"
}
Iy
"LogicalDisk": {
"measurement": [
{"name": "% Idle Time", "unit": "Percent"},
{"name": "% Disk Read Time", "rename": "DISK_READ"},
"% Disk Write Time"
1,
"resources": [
wan
1
Iy
"Memory": {
"metrics_collection_interval": 5,
"measurement": [
"Available Bytes",
"Cache Faults/sec",
"Page Faults/sec",
"Pages/sec"
1,
"append_dimensions": {
"d3": "win_bo"
}
Iy
"Network Interface": {
"metrics_collection_interval": 5,
"measurement": [
"Bytes Received/sec",
"Bytes Sent/sec",
"Packets Received/sec",
"Packets Sent/sec"
1,
"resources": [
wan
1,
"append_dimensions": {
"d3": "win_bo"
}
Iy
"System": {
"measurement": [
"Context Switches/sec",
"System Calls/sec",
"Processor Queue Length"
1,
"append_dimensions": {
"di": "win_foo",
"d2": "win_bar"

}
Iy
"append_dimensions": {
"ImageId": "${aws:ImageId}",
"InstanceId": "${aws:InstanceId}",
"InstanceType": "${aws:InstanceType}",
"AutoScalingGroupName": "${aws:AutoScalingGroupName}"
Iy
"aggregation_dimensions" : [["ImageId"], ["InstanceId", "InstanceType"], ["d1"],[]]

}
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CloudWatch M|O|TME T IIUS S0 =2 M t= TE
CloudWatch O|O|ME 74 mtel: 27 AlM
logs MMoi| Z& k= HEE= O &Lt
+ logs_collected - logs MMO| ZEE|0] U= B EsUUDh MHERE =ZE 2 3— o &l
Windows At 232 X|IHELICH & EEQl files X windows_eventsE ZEE + U&LICH

+ files - CloudWatch M|O|ME 7} £=Zlg it 27 mtede X|™HELICt 047|0lE collect_listileE
Zc St g E=0l, ol 2= olpdst ntdg FII2 ™olghLict

Z2L|Ch &S o{2l|o|& Z&stH, &5 ztZto| =
i o

ol
=
Zztole Ot WEE T8y

0

=

+ collect_list-files7t ZEE|0{AEF
= stLtol 21 nye X|AEtLICH ol 3 &=

+ file_path - CloudWatch Logs0ll 2 =8 27 nto| A2 E x|HghLict.

7tet, A YX|SHE EE Unix globeE S1&ELICH 6& §0{ /var/log/**.1logE X|HtH /

= =

= )

var/log CIEEE| EEIC| 2E .log TtYUO| =&IELICH Bt XkAIE ofl= Glob LibraryE& & =35t
AlA|©
EFfHEE EZ AUEIIEZ ABE £ Q&LICH 6 04, /var/log/system.log*E /

var/log0lX system.log 1111, system.log_2222 52| otent 2x|EL|Ct.

el =% Alzhof et = A JLI- ‘:‘._ CloudWatch Logs 2 —rAIE'L—IEI- tUEstEE= o BF
o| mt2l(0d: access_log_so & a cess _log_443)0| OfLIEt BRII &2 2 IE4°| mkd(od:
o x|xd

| =&t ) AFR5H= 7d0|

access_10g.2018-06-01-01 % access_log.2018-06-01- 02) ]
1 AEE0 S0{7tE

S X
Z&LUCH o] R U2 XY oI-Ei‘:H 21 ool SFRER M2 OHE
S oo|ME T Yol CHE 21 AER| & F StLHE FIHELICL

+ auto_ removal .A_‘|E—'.‘ AE. true?l B CloudWatch 0f|O|ME &= CloudWatch Logs0i|l O|F 21
0US YR d £ 502 ST U2 KHELICH dlo|lMEE ZH Irpof Chal HEof mHle
= 2% 7F0| o] MU YWYste 20 MEF TA| otUS MoHELICH 2327 B o
04’\7‘*0% 7|18 kl= Ao MAHEXR| ef& Lot

EI o =8 T= MH Yol 0|0 (e AR Ol HEE MEFSt 7L falseZ MM5HE WO £
aLct
O| ZHEE MeFstMH J|27f2! false7t AFSELICE.

+ log_group_name — B4 AbE CloudWatch LogsOlA 21 11& O|ELZ AIE 52 X|HE
LICt O|§2| Y8 2 {instance_id}, {hostname}, {local_hostname}, {ip_address}
E oto| 42 A8 4 QU&LICH {hostname}2 EC2 H|EIH|O|E{0|H SAE O|EE 7HK
{local_hostname}2 HE®|3 74 0tUof U= EAE 0| S AFSELICEH

FO min
K o

Ol3{3t H4E AI2stod B2 20 182 MAst
2t Mol falstdAI2.

rir

a2 218 AEY 5,00071 21 IE0| &t

S8l ERtOIE a-z, A-Z, 0-9," (ZE), - (3tOI &), (& Al) & ' (ObEE)7F Z&H-ELIct
a

E55tX| t= 5 ol EEE X|Hste Wo| E&LICt o] E % MErgt 3 2O
& O|E2Z Otx|ef EUI-IIQI ol B2t A|'%E'L|E|'. 04| So{md B2} /tmp/
TestLogFile.log.2017—07—11—140|'?j 238 0|2 /tmp/TestLogFlle log®lL|C}.

+ log stream name — 1B A& CloudWatch LogsOiM 21 AE R O|EC 2 AISE 52 XY
gLct o|§2| YR 2 {instance_id}, {hostname}, {local_hostname}, {ip_ address}a
O|F oto| -2 A& E £ U&LICH {hostname} EC2 mIEFHIOIEioilA-I SAE O|E2 7IXQ
1, {local_hostname}2 HELI 74 0ol U= EAE 0|F2 AASELICH
O| ZEE MeF5lM 7|22l {instance_id}7t AFSELICH 20 AERO| O}& Qi R 2O
AEZ0| A5z MA=EL|CH

. timezone —MEHALEH 27 O|HEO| EfUARMTE T AIE [ AFRE AlZHCHE RIHELICH &
2 uTcet LocalQILICH 7|82t Local &ILIC}.

timestamp_formatOll Zt2 X|'H5tX| o™ O| mtetn|E = FAIELICH
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Amazon CloudWatch AF AT4A]
CloudWatch MIO|ME M IIUS £ 502 MM r= TWE

+ timestamp_format — MEH AtE U BIAEQL %2 A|ESte E 7|8 AH8510{ EFUARE
YAIE XIHELICH ol HEE MEst 22 WX AlZto| ArSElLCH o| ZHEE MISStHOIE =5
of Uz 7|12 E Ao URE ASE = JUBLICt

=

=
Tl 2 F20f YA YRSt T N EFUATLI TEHE HD A A EFUAH LI AR E
LiCtH

oudWatch Logs HO|MENM AHE El= S5+ CHELICH o|24E Rlo|™
oudWatch 0f|0|E2} 0| CloudWatch Logs 0| 0| E 7t EtUABHT R}

o
>
00

%y

Mz Y& 107+ ZHefel M7|E FMLlEt k o|E £0{ 19 2019' A2 LIEHHLICH

BN
)]

1081 EEHZ MZ7|7F Z&E A of: 20109.

X
o

2 ofo{ Jefjol
%B
ZZ ™A olF Hejel &

n

HNZE Y E 1075 FEfQ

10+~ SEjo| (M2 =X &

Mz Y& 10T+ el & Imt

10%! Sejol & MMz WY EIX| & &

X
]

Helo| MA| O|&(0d: Monday)

2
V)]

Yol 2fo{(0d: Mon)

Y
i

MZ I E 10T FEHO| AlZH24AlZH EA))

X
H

Mz oY E 10T Zefo AlZH(12A1ZF & 4)

%—1

10314 HEO| AIZH(12AI1ZH $ A, M2 HYEIX| o)

B
o]

mn

AM E= PM

X
=

ME HeE 107~ sefo| & 258
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Amazon CloudWatch AF AT4A]
CloudWatch O|0|ME 4 I}US 522 MM &

rr
s
z

10714 Hefo| B(M2 WEE/X| o)

M2 Y E 10%+ el =

10%l~ HEfo| X(MZ Y EIX| 8E3)

&®
Hh

108! HEH(1-92| =Rho| A8 Z(RI1ZH ME D E)

X
N

AlZHEH(Al: BST)

&
N

X[ AlZFCHRt UTC 2tol @
o

Moz EAZ|lE AlZHCHILICE. of, —0700. O] HAIRF K| 24E[L]
Ct 02 £E04, -07:002 | g

gt & 4lof obLct.
multi line start pattern- 21 MHA|X|Q] A|EE AlHE 7| I8 TEHE X|HELICH 22
HIAIX|= THE D YR|et= otLtel & L e UR[SHK| e £45 £ 0[F0{A] JU&Lch

ir
=2

CEE Merg 42,048 & ZE7} HIEEstE |1 7|2 Mo 2 Zo| ot EALE AR El=E &
oM O|Fe| 21 HIAIX|7I SEET MEZ2 21 HA|X|7} A|ZHEL|CH

2o o1, I:IéEEHE goﬂA—!J_'—I' %OI t (=] =
{timestamp_format}& X|&& = U&LICt. 2HX| f2™, CloudWatch Logs0i|l CHE HH 4l
X|Hstod ol & FFo| AlE £ A™SHE Ol ASE == U&LICH
encoding- 271 IIUS HESHH o2 + JUL T 21 mto| I3 S x|HELIct 2ES &2
XNYtHC|ZEE = s EAHE CHE EX7HCHAMSHT| 2ol ClolE 7 &4 E = U&LIct

7|22 utf-sULICH 7hSE 2 E g2 oS &Lt

ascii, big5, euc-jp, euc-kr, gbk, gb18030, ibm866, iso02022-jp,
iso8859-2, 1s08859-3, is08859-4, iso08859-5, iso08859-6, 1s08859-7,
iso8859-8, 1s08859-8-i, is08859-10, is08859-13, iso08859-14, iso8859-15,
iso08859-16, koi8-r, koi8-u, macintosh, shift_ jis, utf-8, utf-16,
windows-874, windows-1250, windows-1251, windows-1252, windows-1253,
windows-1254, windows-1255, windows-1256, windows-1257, windows-1258, x-
mac-cyrillic

» windows_events M2 Windows Server7} ™ ElE MHERE =& Windows O[HE R X|
HEfLict of7|ol= chg 2HE7F ZEHELICH

kil 40

+ collect_list-windows_events7t Z&E|0] /= A2 E+Lct =EE Windows O|HIE 9
8 U £FES XHEEPLICH £EE 24 230f= o] MMof = =0l (e, 07|l o HEE
BE el
event_name — 7| S & Windows O|HE |&82 X|™HgLICt. 0] 82 Windows O|HE 21
O|ET SYUELICHM: system, Security, Application §). 0| EEE& 7|5 Windows O[HE
s3otct Qlofof gt

event_levels — 7|58 O|HE B E X|HE LIt 7|58 ZF &2 XIHsHoF &LCt 7Is8t
£ INFORMATION, WARNING, ERROR, CRITICAL 2! VERBOSEQILIC}. O]

O|HE &ntct Qoo gLct.

log_group_name — Zl= At&. CloudWatch LogsOilA 21 & O|ESE AISE 52 X|He
L|Ct.

log stream name — M8 A& CloudWatch LogsOiM 23 AE R O|EC 2 AIEE =2 XY

o
gLICH Ol§2| YR E {instance_idp {hostname}, {local_hostname}, {ip_address}E



Amazon CloudWatch AF AT4A]

CloudWatch O|HE FH mE 522 My = HE

=

s

0| oto| 2 AI8E = U&LICH {hostname}2 EC2 HEIH|O|E{0|H EAE O|§2 71K
1, {local_hostname}2 HESI 7 mtdol| U= EAE O|FS ALSELICEH

O| ZEE M2F5lM 7|22l {instance_id}7t AFSELICH 2O AER|O| O}&l Qi R 2O
2EZ|0| Ai52 2 MHELICH
+ event_format — M1EH A&, CloudWatch LogsOll Windows O|HIEE XZE [ AFSE
2 X|H#LCH xm12 Windows O|HIE H0{0f MAH XML HAIS ALFLICH texts
CloudWatch Logs O 0|ME @Al ALSEfLICt.
* log_stream name - Z5 ALE. collect_listl| =0 7 210 AEZ| 0|§0| Ho|x|o JYUX| et
Windows O[HIEL} E:LOH NgE 72 27 AR 0|22 RIS LICH
« endpoint_override - OO|FE7} EO8 Bz AEEQIEE AFSE FIPS AEZQIE &= Z 70|
8l 213 2 x|™etLct o] =2 x|™stn Zlol8! 2138 MAEtH 215 Amazon VPC IEZQIEZ
E"E" = gLt XMEH LH& 2 Amazon VPCO|ZE FAILITMEBE FHAESIMAIL.

endpoint_overrideQ| /2 URLQ! 2Xt0|0{oF gFL|Ct.
+ force_ flush_ interval - 217} MHZ MSE|7| Mof M2 2| o ol 9 =ICH AlZhE)S ®I™

= o
gfLict of Z=of cHeh Aot Apteiol I LH 239| 3 7(7F IMBO| TE S 27 FA| MHZE ™&
Euct 7|2gr2 sLct.

+ credentials-ZIJECIE AWS HEol 2L m ALSE IAM HE S XIFELICH XIHE &4
1702| mEt0|E] role_arnE® EZ&ELICH
* role_arn—- 235 CH& AWS H|Hol| 2 [ 2150 AL E IAM & 9| ARNS X|HE
LI CHE A ™ol X|& 2 20 & (p. 268) THelg FESHMAIR. o{7|of X|HEt Z< 0| S
T8 IUEHE AlCl agent MMof| X|IH |01 Q= role_arns XH§§9|EF|—|E|'.
» metrics _collected - HO|ME7I 230 Z&E X|EE +RS=E X|HELIC} 34|
metrics_collected HEO|E emf HEDF ZEE ?/JQL|E|'.
« emf - O|O|MEJI X EE X|&E HAO| 2OE £ E X[HELICt olz{8t 20 M X|Z CIO|EE
e = JaLch RHME 82 =2 7icIdElEl 2O £ & L CloudWatch KHICIE X|& FAo2
XI_._._ *HA" (p. 328) EHp2 HZSHMAIR.

CI22 logs MMO| of L|CH
"logs"
{
"logs_collected": {
"files": {
"collect_list": [
{
"file_path": "c:\\ProgramData\\Amazon\\AmazonCloudWatchAgent\\Logs\
\amazon-cloudwatch-agent.log",
"log_group_name": "amazon-cloudwatch-agent.log",
"log_stream_name": "my_log_stream name_ 1",
"timestamp_format": "%H: %M: %S%y%b%-d"
Iy
{
"file_path": "c:\\ProgramData\\Amazon\\AmazonCloudWatchAgent\\Logs\
\test.log",
"log_group_name": "test.log",
"log_stream_name": "my_log_stream name_2"
}
]
}!
"windows_events": {
"collect_list": [
{
"event_name": "System",
"event_levels": [
"INFORMATION",
"ERROR"
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e

1,

"log_group_name": "System",
"log_stream name": "System"
I
{
"event_name": "CustomizedName",
"event_levels": [
"INFORMATION",
"ERROR"
1.
"log_group_name": "CustomizedLogGroup",
"log_stream name": "CustomizedLogStream"
}
]
}
I
"log_stream name": "my_log_ stream_name"

CloudWatch Of|0|ME 4 utd: A | o

FEsttds M of Chel measurement A0 LIPE S FE2 2 TE ML 0|§ S XY HLE, Elad &
ol F7tElE ML o|§9o| YRO X|HE £ JUE&LICH & 0 diskio MM measurement AM0]
reads L= diskio_reads2 X|H5}™H diskio_reads X|E7} +=&E £ U&LICH
0| of 0= measurement MMoi|M X|EE X|Hst= F 7tX| YWHo| 2F ZFE|o] JU&Lct
{
"agent": {
"metrics_collection_interval": 10,
"logfile": "/opt/aws/amazon-cloudwatch-agent/logs/amazon-cloudwatch-agent.log"
Iy

"metrics": {
"metrics_collected": {
"cpu": {
"resources": [
g

1,

"measurement": [
{"name": "cpu_usage_idle", "rename": "CPU_USAGE_IDLE", "unit": "Percent"},
{"name": "cpu_usage_nice", "unit": "Percent"},

"cpu_usage_guest"

1,

"totalcpu": false,

"metrics_collection_interval": 10,

"append_dimensions": {
"customized_dimension_key 1": "customized_dimension_value_1",
"customized_dimension_key 2": "customized_dimension_value_2"

}
T
"disk": {
"resources": [
Il/lv ,
"/tmp"
1,
"measurement": [
{"name": "free", "rename": "DISK_FREE", "unit": "Gigabytes"},
"total",
"used"
1,

"ignore_file_system types": [
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"sysfs",
1,
"metrics_collection_interval":
"append_dimensions": {

"customized_dimension_key 3":

"customized_dimension_key 4":

"devtmpfs"

}
I
"diskio": {
"resources":
wan
1,
"measurement":
"reads",
"writes",
"read_time",
"write_time",
"io_time"
1,
"metrics_collection_interval":
I
"swap": {
"measurement":
"swap_used",
"swap_free",
"swap_used_percent"

[

[

[

]
Iy
"mem": {
"measurement":
"mem used",
"mem cached",
"mem total"
1,
"metrics_collection_interval":
Iy
"net": {
"resources":
"etho"
1,
"measurement":
"bytes_sent",
"bytes_recv",
"drop_in",
"drop_out"

[

[

[

]

Iy
"netstat": {

"measurement": [
"tcp_established",
"tcp_syn_sent",

"tcp_close"
1,
"metrics_collection_interval":
Iy
"processes": {

"measurement":
"running",
"sleeping",
"dead"

[

}

Iy

"append_dimensions": {
"ImageId": "${aws:ImageId}",
"InstanceId": "${aws:InstanceId}"

60,

"customized_dimension_value_3",
"customized_dimension_value_4"

60

1

60

’
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"InstanceType": "${aws:InstanceType}",
"AutoScalingGroupName": "${aws:AutoScalingGroupName}"
Iy
"aggregation_dimensions" : [["ImageId"], ["InstanceId", "InstanceType"], ["d1"],
[11,
"force_flush_interval" : 30
Iy
"logs": {
"logs_collected": {
"files": {
"collect_list": [
{
"file_path": "/opt/aws/amazon-cloudwatch-agent/logs/amazon-cloudwatch-
agent.log",
"log_group_name": "amazon-cloudwatch-agent.log",
"log_stream_name": "amazon-cloudwatch-agent.log",
"timezone": "UTC"
Iy
{
"file_path": "/opt/aws/amazon-cloudwatch-agent/logs/test.log",
"log_group_name": "test.log",
"log_stream_name": "test.log",
"timezone": "Local"
}
]
}
Iy
"log_stream name": "my_log_ stream_name",
"force_flush_interval" : 15
}

Ct=2 2 Windows ServerZt A™E|= B0 i MA| CloudWatch OIO|HE F43 ot of of| &ILCt.

{
"agent": {
"metrics_collection_interval": 60,
"logfile": "c:\\ProgramData\\Amazon)\\AmazonCloudWatchAgent\\Logs\\amazon-
cloudwatch-agent.log"
Iy

"metrics": {
"metrics_collected": {
"Processor": {

"measurement": [
{"name": "% Idle Time", "rename": "CPU_IDLE", "unit": "Percent"},
"% Interrupt Time",
"% User Time",
"% Processor Time"

1,
"resources": [
wan
1,
"append_dimensions": {
"customized_dimension_key 1": "customized_dimension_value_1",
"customized_dimension_key 2": "customized_dimension_value_2"
}

Iy
"LogicalDisk": {
"measurement": [
{"name": "% Idle Time", "unit": "Percent"},
{"name": "% Disk Read Time", "rename": "DISK_READ"},
"% Disk Write Time"
1,
"resources": [
wan
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]
Iy
"customizedObjectName": {
"metrics_collection_interval":
"customizedCounterName": [
"metricl",
"metric2"
1,
"resources": [
"customizedInstaces"
]
Iy
"Memory": {
"metrics_collection_interval":
"measurement": [
"Available Bytes",
"Cache Faults/sec",
"Page Faults/sec",
"Pages/sec"
]
Iy
"Network Interface": {
"metrics_collection_interval":
"measurement": [
"Bytes Received/sec",
"Bytes Sent/sec",
"Packets Received/sec",
"Packets Sent/sec"
1,
"resources": [
g
1,

"append_dimensions": {

"customized_dimension_key 3":

}
Iy
"System": {
"measurement": [
"Context Switches/sec",
"System Calls/sec",
"Processor Queue Length"

}
Iy
"append_dimensions": {
"ImageId": "${aws:ImageId}",
"InstanceId":
"InstanceType":
"AutoScalingGroupName" :
Iy
"aggregation_dimensions"
Iy
"logs": {
"logs_collected": {
"files": {
"collect_list": [
{
"file_path":
cloudwatch-agent.log",
"log_group_name":
"timezone": "UTC"
Iy
{
"file_path":
\test.log",
"log_group_name":

[["ImageId"],

60,

"customized_dimension_value_3"

"${aws:InstanceId}",
"${aws:InstanceType}",
"${aws:AutoScalingGroupName}"

["InstanceId", "InstanceType"],

"amazon-cloudwatch-agent.log",

"test.log",

("di"]1,[1]

"c:\\ProgramData\\Amazon\\AmazonCloudWatchAgent\\Logs\\amazon-

"c:\\ProgramData\\Amazon\\AmazonCloudWatchAgent\\Logs\
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"timezone": "Local"
}
]
Iy
"windows_events": {
"collect_list": [

{
"event_name": "System",
"event_levels": [
"INFORMATION",
"ERROR"
1,
"log_group_name": "System",
"log_stream_name": "System",
"event_format": "xml"
Iy
{
"event_name": "CustomizedName",
"event_levels": [
"WARNING",
"ERROR"
1,
"log_group_name": "CustomizedLogGroup",
"log_stream_name": "CustomizedLogStream",
"event_format": "xml"
}
]
}
Iy
"log_stream name": "example_log_stream_ name"

}
¥

£S5 902 CloudWatch O|0|ME T4 o} A%

CloudWatch 00|HE T+ S +52 2 dYst7HL HEY B2 0|2 x|¥E + JU&LIch

EXNE 7HEH5HH SHEE = UES O|& 2 Linux A= /opt/aws/amazon-cloudwatch-
agent/etc/amazon-cloudwatch-agent.jsonZ K|35t 1, Windows MHE A™st= HE{HAME
$Env:ProgramData\Amazon\AmazonCloudWatchAgent\amazon-cloudwatch-agent.jsonZE x|
St 20| E&LICH TtUS WHE Foll= siT Tt U2 ol|o|HEE M™stein St CHE MO SAtE =
A& LICH

CloudWatch 00| E 7/ mt U2 A|A"| 2 2|XI Parameter
Store0f Y2 =

SSM AgentE At& 304 ME{0f CloudwWatch O|O0|HMEE MX|5

g =52 HE s & AAH ZE[X Parameter Store0l (42

At put-parameter BHS ALSELICEH

S

£4= < CloudWatch O|O|ME 744 mpe
st &= QI&LICH O|F A 3tedH AlAHE 22|

n
ok

I}t 22 Parameter Store0l| K& = UL 5t2{H SE 8 HEH0| U= IAM A S AFSSHOF FFLICH RHA
8t LI 2 CloudWatch O|O|ME 2} &7H| AL 317| QI8H IAM & L AFS A M4 (p. 201) B &HZESHY
AL.

CHS HWHE AFBELICH 047|M parameter name Parameter Store2| O| It 0f| CHEH AHEE O|S 0|,
configuration_file_pathname2 HTEE 74 ool A2 4 ot o|FlLICt

aws ssm put-parameter --name "parameter name" --type "String" --value
file://configuration_file_pathname
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procstat Z2{121S AIE35l0{ ZZAM|A X|E £=F
procstat 2212/ M E5IH 7HH Z2MAMM X|EE =&E &= U&LICH 0] E22{12/2 Windows
Server 2008 R2 O| 40| A E|= MLl Linux AH{0{|A]

=
+ procstatE AF& St E S CloudWatch 00| E 7 (p. 246)
* Procstat2 &8t X|E (p. 248)

procstatE AFE35t TS CloudWatch M|0|ME 7o

procstat Z2241212 A& 35t2{H CloudWatch 00| ME 74 m O metrics_collected AlMo]
procstat Mg F71ELICH BLIERE Z2MAE X|HstE W2 Ml 7HxI7t Ql&Lich ol2{3t HAME
= SHLIEH AL E £ /JURIEH ST HMEE A8 ZLIEHZE Z2MAE ofE 7 X|HE £+ U&LIch
« pid_file: ZENAE Sol MHE T2 MA A/H HF(PID)2| 0|22 ZEMAE MEAFILICE

4

[ e
« exe: YA UX| AEIS M50 ZE2MA O|F0| X|HE EXtLL URISHE Z2MAE HEHENLICEH
|
S

>

HMEt g2 FES Bt

== H A2,
+ pattern: ZZMAE AXSE Ol AISE BBEZ ZZMAE MEELICH A LR #3512 A5t
URlStE Z2MATH 25 AEHELICH SED A AL E Tet0lEH &

205t

O=| |:HE.1’<0| x|x-lo E.X'.?éjl_'.
ME ZEstod ™A HEES =l

&2 X2 T CloudWatch (O|ME = O|2{EF Y & StLIEH ALS R LICH MMS
X|Hgt B2 CloudWatch Of|O|ME &= pid_file MME AF%E*L—IEHQA'E 8R). el dRole

2 HI7HELICH Windows Server
Al OI-" ME{oM 0|E-|°F Extde WMI -’HEIE % FEILICH REMIEE LI 2 LIKE QAHRIE R ZSHAIA|

= E Ztol K& =8 B (X)E XI™HeteE MM metrics_collection_interval It2t
O/EE Z&E = JaLict o ll|'E|'E||EiE MeErstH 7122121 6 "7|' A2 =Lt

Ch= BRIl oM oA procstat MM O|O|ME 7/ A9 metrics_collected MMof| & E ¢
&t &lﬁo'l-—“ﬂ' AR A T of M metrics collectedOf CHE MM ZaHet £ QUALICH RFA|8H
LI CloudWatch O|O|TE M IUS =502 MM = HE (p. 227) g FZSHMAIL.

Pid_file2 744

CIS oAl proecstat AMo|MHE PID IHY examplel.pid L example2.pidE MMSIE ZZMAE 2

L—|E'|Eo'%”—||:} Zt ZZMANME 048] XIE7H =T ELICH example2.pidE MMSE Z2MHAHM +=F
5= X|E= 10&0ict =& 5|1, examplel.pid Z2MAHAM £EE|lE X|E= 60&0tCt £ EIELICHZ |2
Zh).

"metrics": {
"metrics_collected": {
"procstat": [

{
"pid_file": "/var/run/examplel.pid",
"measurement": [
"cpu_usage",
"memory_rss"
]
Y
{
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CloudWatch 00| ME T4 mlUS £+50=

g

cC

=
4T

s

x|
=

"pid_file":

"/var/run/example2.pid",

"measurement": [
"read_bytes",
"read_count",
"write_bytes"

1,

"metrics_collection_interval": 10

ExeZ2 74

Ct= oA procstat MM BAY agent & plugindt O|F0| Y
Lt Zt =2 M AAM St X|E 7 AK'EII_IEL

XI5t BE Z2MA

EZLH

2|
=}

1o

"metrics": {
"metrics_collected":
"procstat": [

{

{

"exe": "agent",

"measurement":
"cpu_time",
"cpu_time_system",
"cpu_time_user"

[

"exe": "plugin",

"measurement": [
"cpu_time",
"cpu_time_system",
"cpu_time_user"

Pattern© 2 34

OfA procstat MM A}
ZE2MA0M S

CHs
ch zt 2

&t T

-~

"metrics":

{

"metrics_collected":
"procstat": [

{

"pattern":

{

"config",

"measurement":

[

"rlimit_memory_data_hard",
"rlimit_memory_data_soft",
"rlimit_memory_stack_hard",
"rlimit_memory_stack_soft"
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2

"pattern": "-c",

"measurement": [
"rlimit_memory_data_hard",
"rlimit_memory_data_soft",
"rlimit_memory_stack_hard",
"rlimit_memory_stack_soft"

Procstat® =28t x| &
CIS Z0lE procstat 2RI AFE5H04 £RIE £ U X|E7F LI E|of U &LICH

CloudWatch O0|FE & C}2 X|E 0|82 AlE 2EE0f procstatE FI7}eLICH Linux B EEE Windows
Serverg M5t MHOIM =& ER=X| 0450l 2} FEO| CHELICH M S0, cpu_time X|E

£ LinuxolM £=ZlEl B2 procstat_cpu_time2Z EA|E|1T, Windows Servero M £ EEl 0=
procstat cpu_timeQZ ZEA|EL|CH

Ral
ke
o
il
Pl
OH
> 4o
A
nx
02

ZMATFCPU
MEste Alzh

HU TF I© M [k
r
ful
o
Ral
FH

cpu_time_system Linux, Windows Server IZZMNATIAA
Bl oo Qe
Alztluct. of

cpu_time_user Linux, Windows Server ZZMATIAE
A 2Eo e
AlZFALICE. o]
XNEE WX
B2 EEEY
Ct.

Erel: =

cpu_usage Linux, Windows Server O{IlHEr S2F0oil A
EZZMATLE
Ast|o] U= Al
ZHHE )L
Ct.

=EEE
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X|E Ol& M3 I MY

A Z2 NA7}O|o]
Efoll AtE 3t O
22lo] gkQlL|ct.

memory_data 2ls

CtQ|: H}O|E

i}
I
[>

IZMNATLEZ
HZ 2o &L
Ct.

memory_locked

E9l: fol=

memory_rss Linux, Windows Server I 2 MAM A
8 32 AA o
2Elo 37|(AA
AF HEZ2)JY
Ct.

EF2l: HFOIE

A
>

I 2 MAO|A A
& 32 A= o

22lof &t

memory_stack 2

Et2l: HIOIE

A
>

EZZMAM A
88228 H
2elo ot

memory_swap (=

CtQ|: H}O|E

memory_vms Linux, Windows Server I 2N AOIAM A
8 302l 7+4 ol
2|0 ¢lL|ct.

EFQl: HFOIE

pid Linux, Windows Server Z 2 M A Algdxt
(ID)Lick.

=E
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CloudWatch O|HE FH mE 522 My = HE
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s

X% O|& X3 fIz

nx
0%

pid_count Linux, Windows Server Z2MAQ
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el =

processes_zombies EH ZE2EMA 0|04, z ZEi ZEZ LIEHLICH
Erel =

swap_free MEEIX| ot A8 7 271Ut

£l Hho|
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Amazon CloudWatch AF2 E'“jokl
CloudWatch O{O|MEE A& 3l= YRtr0l

INE:3 A
swap_used A ALE Sel A8 37 37U

Bt HIOIE

swap_used_percent M AME Bel A8 Szt HIE LI

o

—_—
CHS EH0 M= CloudWatch OO|ME S A% o] I 7hx| YHEI0l A Tl AR} K| Zhd g et2 5t
£ gYs dELCL
=

+ CHE AF8XIE CloudWatch 0|0|HE A3 (p
+ CloudWatch 00| Eo0f oJs +=&E|=

+ 0424 CloudWatch Oi|0|ME 7 M m (p. 265
+ CloudWatch 00| Eo0f oJs +=&E|=

+ CloudWatch O0|MEZ T 2GS X|E =
o CIE A™Hof X|E 2 23 TS (p. 268)

+ S CloudWatch 0i0|ME 2} 0| CloudWatch Logs 00| E 7+ EFUAERE R} O| (p. 269)

CIE AFZXIE CloudWatch Of|0|ME A&

Linux AH{0{| A CloudWatchEe 7|EXHo 2 R E AKZ AYELICE CHE AF8XIZ ol0|MEE A&t
™ CloudWatch 00| E 7 M m 9| agent MM0i| Q= run_as_user Tt2tO|EHE ASELICH Ol M
2 Linux A MEBF AL & = Q&LICEH

0|E|| FE MEXZR 0O|MEE A™M SOIC| CIHE AFSXIE AFSIE T WA st2{™ Ol Mxt 5 SILIE At
I.A|A|O
LinuxE A&st= EC2 QIAEIAN M CHE AFE AR CloudWatch HIO|MEE A& stE{™

1. M CloudWatch Ol O|ME {7 |X|& CH2E =50 MXIFLICH AMEH L2 S3CHREE 23 E ME
504 CloudWatch O O|ME 7 |X| CH2 2 E (p. 191) CHHE X MAIL.
2. M Linux At XHE MMt 7LE RPM EE= DEB It 0| M3t 7|2 AFE Xt cwagentE AFSELICH.
3. OF 3 & 7tX| YHo 2 o] AASKtof| it X3 BHE MIBFLICH
s+ /home/root/.aws/credentials It 0| 2™ CloudWatch M|O|MEE A&™St= Ol AHS
s AL KFO| AHZd ZH TS MAdsHof BLICH O] A4 B UL /home/username/ . aws/

credentials® L—|EF O ChZ common-config.tomldl U= shared credential_ file It

EtOlE 22 X8 58 ntedo| AE 0|F 2 M LICH RHMEH LIS 2 (MEH AtE) ZEA| E=
2™ MEof cyst OE":'.J' T4 = (p. 199) EHHE FRFHAAL.
+  /home/root/.aws/credentials I}UO| QIO CIS & 5tLIE =& E &= U&LICH

+  CloudWatch 0{0|MEE Mst= O AASE AFEXES| K44 gno g gLt of
Ad 5H IYU2 /home/username/ .aws/credentialsQIL|Ct 27 Cf
config.toml0l U= shared credentlal file Ut2tO|E 2tE X4 B58H
OlEoz MABLICH KtMIEH LIRS (MEH AFEH) == A| == 2|7 HEof ChEt OE“:'._" -_r“‘o" =
H (p. 199) B S B ZSHAAIRL.

E—'
e
lo
0
Hu
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Amazon CloudWatch AHZ A
CloudWatch HO|ME| 2|5 +=F
ElE K|Eo| AFZAF XY R —’?‘—7P

BtE= Al QIARAO IAM HE S HAZELICH o 0[TEE O]

12
ok
fjo
A
N

4. CloudWatch Of|0|FE T4 +°E01|H agent AMol| Chg &g Fbghict

"run_as_user": "username"
ZiQof EEPEF-_r“é, o2 FIE £EEELICH AHAIEH L8 CloudWatch 00| E 74 mped 44
M (p. 222) EHHE B ZSHAAIL.
5. ArSXtolH “'OE HEhE RofELIct MKt =&E 20 mhdol| CHEF ¢47|(r) HEHO| R404of St
Ea o Z2o| 2 & C|=E2(of Chal A= (x) HEHol 24040k FFLICH.
=
=

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config -
m ec2 -c¢ file:configuration-file-path -s

LinuxE Aldst= 2Z2|0/A MM CHE AFE AR CloudWatch 00| MEE A& StE{™

1. M CloudWatch ofl0|ME mI{7|X|& CtR2 2 =504 AX|BLICH RHAM[E LIB2 S3CHREE Z3E AME
5104 CloudWatch OfO|ME m|F|X| CIRZE (p. 191) EHS 7"§|I-_I_°|.AIA|O

2. M Linux AFEXIE Md35I7Lt RPM == DEB mo| MMt 7|2 AFE AL cwagentE AFE EFLICH

3. O|ALSXIo| Xt BHE MSKIF HMAE = e BE(A: /
credentials)O| A& FLICH

4. common-config.toml0l U= shared credential_file 11|'E|'D|54 =N L1
o2 MHEELICH XFMIE LIS (MEH ALE) ZSA| = e 2|7 MEol CHE Uek 1A &
Chele aF sl AlAQ.

5. CloudWatch 00| E T4 T UM agent M0l Ct S S FIHELICH

/home /username/.aws/

telo| H=Z 0|
A (p. 199)

"run_as_user": "username"

Kl

Qo el 74 U FIIE £HEFLICH KHAMIEH LIS CloudWatch 0|0 E T4 mhel A4
(p. 222) EHHIE HZStMAIR.

mlof| Bk 217|(r) ®Eto| Qlofok 5t
Fgfuct.

ExtolAH e st HEtE RoigLch A8Kte &g 2O
1 r,_|.o| 7=|EO| % | -|

o § Ql
= =

%48t A 1}

()]
0 Hu > 0%

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config -
m ec2 -c file:configuration-file-path -s

CloudWatch Of|0|ME O] o|s} =Elk|= X|ZE 0l AFE X}
K| & F7t

o0l E olall =&kl= X|& ol EfTI%t 22 AHSAL X[H xS FItetE{H
E 7 1t2o| MMoj append_dimensions EEE FII5HAAIL.

& E0{, 7 otdo| CIS 04|7(1| MMO|ME Prodl| 20| Z& El stackNameZteE AFS X X|1H RS o

9|
O|IME 9lsf =& cpu & disk X|ZEO0| F7+EHLICEH

ig X|£E LtEst= of o™

ol

"Cpull B {
"resources":[
nxn
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0424 CloudWatch O|O0|ME T4 1}

1,

"measurement": [
"cpu_usage_guest",
"cpu_usage_nice",
"cpu_usage_idle"

1,

"totalcpu":false,

"append_dimensions":{
"stackName" :"Prod"

}

o
"disk":{

"resources":[
"/,
ll/tmpll

1,

"measurement": [
"total",

"used"

1,

"append_dimensions":{
"stackName" :"Prod"

}
}
OO|™ME M malE BHZ3st miolCh of|O|MEE CHA| A|ZHSlod HHA ALE S X8 3Hof §hLCt.
0424 CloudWatch O|O0|FE F A mfel
o] 7He| M U S AFESHEZE CloudWatch O|0|MEE MAHE 4= USLICE o€ SE0{ QZEIO 2 E A

HOlM & +Zlsttdis drdel |2t 208 ’élﬁf 3 t8e + AUt JHOS &
7t

=

o
M o ZEZ|Fo|MoILt EH A& M X|EE £+75 T
Ol M MH35iE{M HX AIdteds 7+ ThUS MMFLICH S Mol & AH8E F#
2l O|§0| MZ Eatof gLct 74 IS MELE Parameter Store0ll M& & = U &LICH.

0x
=
e
rlo
=l

fetch-config M2 AL&35t04 CloudWatch H|O|MEE AlZstn & Wl M o2 X|HEL|cH A
F2 o|ME F HM| M 2 FII5te{H, SUS BRI0] append-config uﬁ% AL ELICEH #
Mool LtEE 2E X|EQF 237t =& EUCH CHE Linux B8 o= T2 XMEE 42 M8%t=
O| AILIEIRE E0o{ELICH X M2 infrastructure. json 74 IIUS A8 3504 Ol O|THEE

EM #H2 app.json +H Tt FIIELICH

/opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config -m ec2 -
c file:/tmp/infrastructure. json -s

/opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a append-config -m ec2 -
c file:/tmp/app.json -s

0| 7|52l AH& & Eo4FLICH ’Ji i 1 o2 elEZeto| B E Mol AL =,

CHS oAl 7+ Zh U2 o] 7|
U2 Y ol E2|7i|o|Mel 20t +EStH, siE oHEE[F0|ME A-dst= Aol FIHEL

T 7 ot
ct

infrastructure.json

{
"metrics": {
"metrics_collected": {
"cpu": {
"resources": [
wxn
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CloudWatch (0| EN| ol5 &gl X|E EA E= 2Y

1,
"measurement": [

"usage_active"
1,

"totalcpu": true

Iy
"mem": {
"measurement": [
"used_percent"
]
}
}
Iy
"logs": {
"logs_collected": {
"files": {
"collect_list": [
{
"file_path": "/opt/aws/amazon-cloudwatch-agent/logs/amazon-cloudwatch-
agent.log",
"log_group_name": "amazon-cloudwatch-agent.log"
Iy
{
"file_path": "/var/log/messages",
"log_group_name": "/var/log/messages"
}
]
}
}
}
}
app.json
{
"logs": {
"logs_collected": {
"files": {
"collect_list": [
{
"file_path": "/app/app.log*",
"log_group_name": "/app/app.log"
}
]
}
}
}
T FIHEl 2E FH U2 mtY 0|F0| MZ Eelok st =7| 4 mel o|§ut Eatok ghLct
ot o|§0| S 71 10| Q= append-configE OO|TMEN A 0|0| ALE B 74 ItUZ ASE
722 27t yHe A w74 npedofl £74ElE %ol ohLizt s mro| HEE Yoisuct 1+ olE0|
SYE F e 7 ntUo| ME CHE Tt FBEof s ERolT OHEIHR|ILICH
ol ole F JHo] T4 MUS ABEHE WS HoiF I, ofl0IME Tadofl £7hE 4 9l T4 TUo| 4
= MIgtE|X| et &LICH MBol Qe T4 ThUD Parameter Storedll = FA2 BH M8E £ U&LICH
8 =RE= X E E | CC =
CloudWatch Of|O|MEO0f o|a} +&IE|E K| E &EA EE

I=—YeoL!
= =

olo|ME ofsll +EElE XIEE TAISHHL 252 o0|HE T4 mto| s X|Zof CHEF M Mo
aggregation_dimensions HEE FIIeAAL.
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Amazon CloudWatch A2 AT A
CloudWatch O|0|MEZ T Ed&ls X|E =%

& 04, CtZ 74 Y =Z'2 AutoScalingGroupName A X|EE E U LICE ZF Auto Scaling
50| 2E QUAHASX|EI HALT MMM 2 EAE = JU&LICH

"metrics": {

"cpu":{...}
"disk":{...}
"aggregation_dimensions" : [["AutoScalingGroupName"]]

¥

Auto Scaling 1 & OI& 0l EYE ¥ ofL|E} Instanceld & InstanceType *-H ZFZto| TS et M
L EMstide B ChE2 &It

"metrics": {
"cpu":{...}
"disk":{...}
"aggregation_dimensions" : [["AutoScalingGroupName"], ["InstanceId", "InstanceType"]]

}

CHA X EE St 220l EUStE{H [ 18 AFSELICH

"metrics": {

"cpu":{...}
"disk":{...}
"aggregation_dimensions" : [[]]

}

OOITE T S HAY motCt 0OITEE CHA| AlZtetod 18 A S X 8lok & LiCH

CloudWatch M|O|ME 2 T ESSs X|E &

metrics_collection_interval HEE £ E|E X|EQ| AlZt ZHEE & |2 X|I™HELICH o] ZEEof
60 O/2te| gt2 XIHstH XIE 71 DS X|EE =& ELICH

o€ S0{, ZE X|E7} DSHA T X|FE 0|0 10 0tCH £ ZE |00k 5H= AR agent MM
metrics_collection_intervalOiM 2EH X|E & 74 g2 102 X[HE& LI

"agent": {
"metrics_collection_interval": 10

}

e oS HoME cpu XIEE 120 R EES AHESt D OHE ZE X EE 1200 +EHEE S dHE
LICk.

"agent":{
"metrics_collection_interval": 60
o
"metrics":{
"metrics_collected":{
"cpu":{
"resources":[
nxn
1,
"measurement" : [
"cpu_usage_guest"
1,
"totalcpu":false,
"metrics_collection_interval": 1
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CHE A™ol x| E U 20 ME

Iy
"disk":{
"resources":[
ll/ " ,
ll/tmp"
1,
"measurement" : [
"total",
llused"

OOITE o S HEY motCh 0OITEE CHA| AlZtatod 18 A S X &38lok & LicH

CIE A™HH X E & 23 HE

n

CloudWatch OO|MET} X| £t 27 & stLt £ = Cf CHE A|Hol| ™SS stedH TE Aol of 0|

I-_Ll_
E 74 1Yol role_arn ZtEIO|EE XIHS AR, role_arn 22 E‘||0|E‘|% CHa Aol & e mf of o
HME7} AR5t CHA AR ol IAM 8t X|HBLICH XIE F= 238 CHA AH&ofl M mj= o] &g
Soll & H™o| CHe H™Eol e dg S &2 = JU&Lch
St HO|IHME 74 mtdof 89| role_arn 2AHYE F JHE XIHE += U=0|, stLte XEE B M AFS
& 2xtdo|n CHE stLte 208 B 1 AL 8 2XQlu.

T 00| agent MM £ 201 CHE CHZ o MlolME X[EQ 208 CHE H ™o 2
CrossAccountAgentRole= AL StE S Of0|HEE M™HELICEH

{
"agent": {
"credentials": {
"role_arn": "arn:aws:iam::123456789012:role/CrossAccountAgentRole"
}
Iy
}

EEOSoldoME XIESt 208 TS| fIs ASE ™S H Yol CHE dg S dYFuc

"metrics": {
"credentials": {
"role_arn": "RoleToSendMetrics"
Iy

"metrics_collected": {....

"logs": {
"credentials": {
"role_arn": "RoleToSendLogs"

2
o
rz
[m
1l
0%
=

i
gl
0+>

Q! CHAF H|Zd0| IAM Qd&tol| E3 MAE T3 E|=X|

}2lod|l role arnE X|HE I
of edgholl= E CloudWatchAgentServerPolicy7b RL0{0F &

olsok FLich M& A™a cha A™Ee
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Amazon CloudWatch A2 AT A
& CloudWatch 00| E 2} 0| CloudWatch
Logs MIO|ME 7t Ef AR Z RO

om

{5t ol chst XEAM[E LH& 2 Amazon EC2 EAA 04| A CloudWatch 01| 0]
T*EQF °*7H Af%éa* IAM 3t MM (p. 202) EHHE xS AAIR

MS Aol dg2 3o AMg Zetalor gLich dg 2 WEY m IAM 2&2f THEr Jol o] X g F7t
gt
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole"
]V
"Resource": [
"arn:aws:iam::target-account-ID:role/agent-role-in-target-account"
]
}
]
}
CHet AHo| AgolE TS HAYHAM ALESHE IAM A& 2 QIAISHES CFS HA0| ZF Z|o{ok ghLiCH
s HEE M IAM 2£2| ME| 2HA Biof o] YA S FIMELICH o] WME FItetE e HlHel o °4°*°
CloudWatch OflO|E @t B7H AH&5t7| QI8 IAM & L ALERE S (p. 194)0ll M ’é’é?_l' °—1°"°'|—|E|'. 0|
odgte ME HEHHM A8 8 MAMO| qgent-role-in-target- accountoﬂ R HE qgel|ct
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {
"AWS": [
"arn:aws:iam: :sending-account-ID:role/role-specified-in-role_arn"
]
T
"Action": "sts:AssumeRole"
¥
]
}

& & CloudWatch 00| E 2} 0| CloudWatch Logs
o O|™ME 7t EfAEHI X}O|

CloudWatch 0f|0|ME = 0|F CloudWatch Logs 00| E 9} H|m & [ E} & AEH
g2 X|YELict oleddt xtol= ChS Zoi EAIELICH

T

Aol it CHE 713

F oflo|MEM X|#HtE 7|

0l

% | & CloudWatch HIO|MENM | 7|& CloudWatch Logs 00| E
ot x|ets 715 ol Met X|#ete 712
%A, %a, %b, %B, %d, %f, %H, %-d, %-I, %-m, %-M, %-S

%I, %m, %M, %p, %S, %y, %Y,
WZ, Y%z

%c¢,%j, %U, %W, %w

M CloudWatch 0| 0|ME MM X|st= 7|22 o|Ofof CHEt XtAI8H LH &2 Amazon CloudWatch AHS AH
M2l CloudWatch O|0|ME 74 mel: 213 MME HEFMAIL. CIoudWatCh Logs O1|O|ME 0l A X[ E|
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html#CloudWatch-Agent-Configuration-File-Logssection

Amazon CloudWatch AHS AT
CloudWatch 00| MEO| A iZ

= 7|Z0f CiEt AEAIEH LI 2 Amazon CloudWatch Logs User Guide2| 01| 0| E 14 mtUS FHAESIAA|
(@}
= =
CloudWatch Of|O|ME o] EX|| sHZ
CtE HEE AHE3tH CloudWatch Ol 0|HME S| EXME A5t ol =0l Euch
=
« CloudWatch 01|0|7<+E HZ njetolE (p. 270)
+ Run CommandZ& A& 8t CloudWatch 00| E x| Alxf (p. 270)
« CloudWatch 01|0|ﬁ57+ NEE|X| 22 (p. 270)
- CloudWatch O 0|ME 7} A8 FOIX| &0l (p. 271)
« X|E7} MEE[E QIR (p. 271)
+ CloudWatch O|O|ME 7} A|ZHE|X| ot 11 @ 70l Amazon EC2 E2|F0| 12 E[0 QIS (p. 272)
+ Windows Serverof M A3 ZH2 &2 = 5 (p. 272)
+ CloudWatch 0| E m L 2|X| (p. 272)
+ CloudWatch 0f|0|ME0f 2| MMEEl= 21 (p. 273)
+ CloudWatch (O|ME EX| L CHA| AlZ (p. 273)
CloudWatch 0 0|ME HZZE ul2}0|EH
CloudWatchOll M X[ El= ©A| mtet0le S8 2 EodH dxzlo] e AFEM HEEo ct33 20|

gLt

amazon-cloudwatch-agent-ctl -help

Run Command& A&t CloudWatch Of|O|ME M|

Al

AAE #E[XH Run CommandE& At&3H0{ CloudWatch MIO|MEE M x|5t2{H CHA A 2| SSM Agent7P

2.2.93.0 0|4 tHx0lo{oF BfLIC} SSM Agent7h 2HHE HZTH0| ot 75' CHS HIAIRIE Z8 e 27 7F EA|
g & et

no latest version found for package AmazonCloudWatchAgent on platform linux

failed to download installation package reliably

SSM Agent HHE 2{H|I0|E0i| CHE REMIEH LIS 2 AWS A|AHE] 2 2[R AHS M A2 SSM Agent A x| & 7

Sg AEsHAAlR

CloudWatch Of|O|HE 7} A|2FE|X| QLS

CloudWatch O{O|ME 7} ARt E|X| ot R T4 EX7E US £ U&LIcH FHE HEE

configuration-validation.log I}0i| 7|SELICI O] IS Llnux ME Q| /opt/aws/amazon-
cloudwatch-agent/logs/configuration-validation.log & Windows Server7t A& E|
= M9 $Env:ProgramData\Amazon\AmazonCloudWatchAgent\Logs\configuration-

validation.logOl U&LIC.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AgentReference.html#agent-configuration-file
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html

Amazon CloudWatch AF AT4A]
CloudWatch Of| 0| E 7} AlgH ZQIx| 2ol

CloudWatch O{|O|ME 7} A& S2IX| =0l

CloudWatch 00| MEE F2|5t0{ i of0|ME 0 &
Ct. AWS AIAE! ZHE|XIE AFEStH O] RIS SR 8Eh £ QUIELICH HWHES ASE &= UKD
2Z MHE &ls5t7| KSA T Ar&3EHok & LCt.

Run Command& Al&35}04 CloudWatch 0f| 0| E o| AENE F E|5tE{H

1. Open the A|AE! Z2|X} console at https://console.aws.amazon.com/systems-manager/.
2. In the navigation pane, choose Run Command.

-0r-

If the AWS A|AE! ZHE|X}F home page opens, scroll down and choose Explore Run Command.
Run %342 AEHSEH| |:|._

o=2 —-"1H-H
HH EM S E0i A AmazonCloudWatch-ManageAgentS A&t L|C}.
CHA Qdoi|Af &QIE QIAEIAE MEAFILICE
I S50 HEHE MEHFLICE
Optional Configuration Source(T4 AA(ME ALgh)) & Optional Configuration Location(T43 9| x|(4
EH ALE))2 HIQIELICH

J
I

No o Rse

OO|METL &l B2 B2 A7t ChE T FAMSHA EAIELICH

=l

{
"status": "running",
"starttime": "2017-12-12T18:41:18",
"version": "1.73.4"

}

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -m ec2 -a status

Windows Server/t M-&E|= A2l 2 B 2|XI2 M PowerShellol CtS 2 I=4FLICEH

& $Env:ProgramFiles\Amazon\AmazonCloudWatchAgent\amazon-cloudwatch-agent-ctl.psl -m ec2
-a status

KB HEElE /IR

CloudWatch 00| E 7} A8l & 0|X|2F AWS Management 22 == AWS CLIOIA O] ofo|FEof 2|3l =
HEXIEE S = ol 42 SHIE UYAHOIAE ME5tD UK EHQISHAAIR. Z7|BXHO 2 of 0|™
Eol oJdll &=l KIE UUAHO|AE cwAagentLICH MO|ME 74 Tl metrics MMof QU=
namespace ZEE A&50{ O| HIYUATO|AE ALEX} X|HE = USLICH Hete RIEIF ZAIEX| A=
B2 74 s HAstod A8 S HIYAHO|AE EHRIsHAAIR.

CloudWatch 00| ME T{F|X|E XS CIHREESHE E<2 O0|ME M I} YUS amazon-cloudwatch-
agent.json®L|Ct O IU2 T4 OtHAIE A&s C|RE 2o U&LICH 2FX| fe™ o] S Ct
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https://console.aws.amazon.com/systems-manager/

Amazon CloudWatch AF AT4A]
CloudWatch OO|HET} A& E|X| et 2
F 0l Amazon EC2 2|™0| AZ E|o{ /US

ECIHEEEZIZ &7 AL = UELICH 74 OFHME AEstE B2, OHHAIL| of 0| HE 74 Tt &240|
config.json2 2 BHELICI namespace HEE E&EH 71 ob2of CHEr REMIEH LIEE CloudWatch
O0|ME T4 I X|E MM (p. 228) EHalE EZ5HY

A
CloudWatch O{|O|ME 7} A|ZHE|X| &t 11 @ =0
Amazon EC2 2|T0| A2 E|o{ US

OfO|ME7} AlZE|X| ot D 277 HIA|X|0l Amazon EC2 B[ AEZQIET} HZE[0] ST MM A HEHSE
2045 X| 210 Amazon EC2 AEZQIE0of M ASHOF SI=F OO|HMEE FEFE &= USLICH

ol & E04, ol 0|TE T4 Tt oil Amazon EC2 HIEE|O|E{0]| [}2} 2R E|= append_dimensions Itzt0O|
E{o| 72 XIH5tn ZEAIE AIE B ME{0lA Amazon EC29| AIE ZQIEof HMAE 4~ Qloof &L
Ch. olg48 A== QI of LBt AFAMIEH LI 2 Amazon Web Services &t & X 9| Amazon Elastic Compute
Cloud(Amazon EC2)E #H X35 AAl.

Windows Server0i A A}3 SHE 3t £

Windows Server0|A A}d ZHO| $systemDrive\\Users\\Administrator\\.aws0 U X| L7HL}
(Windows Server 2008 R2 EE = Windows Server 20122| Z42) “$SystemDrive\\Documents and
Settings\\Administrator\\.awsH UX| &t 2MH(Windows Server 20032| BAS) common . toml M A
M83tod XHE 58EH F2E A X|™E += JUaLct

shared_credential file Mg

T ool gl B BrE0{ofF BfLICH RFMIEE LIS (M= AL
1

NSRS
T (p. 199) BHHE HERSHAUAIR.

CloudWatch O{|O|ME 1 2! Q||

Ct2 Z 0= CloudWatch 00| EJF MX[5tD A& 8 T O] Linux EE= Windows Serverg A& 5= MH
ollAf 31 ol 0| E Q| Qx| & LIEE|0o] Q& LICH.

File

olo|E | Al%f, SX| X RHAIZ
£ Mo{st= Mo 23 BIEQIL
ct.

olo|MEJ} & ¥ste 20 Tt
L|ct. AWS Supportoll 22|& &4
<ol oS HESoEE == QU
&Lct

OO|ME 74 HFE mtA Lt

Linux 9/ %I

/opt/aws/amazon-
cloudwatch-agent/bin/
amazon-cloudwatch-agent-
ctl EE= /usr/bin/amazon-
cloudwatch-agent-ctl

/opt/aws/amazon-
cloudwatch-agent/logs/
amazon-cloudwatch-
agent.log £& /var/
log/amazon/amazon-
cloudwatch-agent/amazon-
cloudwatch-agent.log

/opt/aws/amazon-
cloudwatch-agent/
logs/configuration-
validation.log &£

£ /var/log/amazon/
amazon-cloudwatch-
agent/configuration-
validation.log

) ZEA|E

=

2

x-lblo.” EH%[_} O lH}

[ Jo ==

rir

Windows Server /%]

$Env:ProgramFiles\Amazon
\AmazonCloudWatchAgent
\amazon-cloudwatch-
agent-ctl.psl

$Env:ProgramData\Amazon
\AmazonCloudWatchAgent
\Logs\amazon-cloudwatch-
agent.log

$Env:ProgramData\Amazon
\AmazonCloudWatchAgent
\Logs\configuration-
validation.log
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Amazon CloudWatch AF AT4A]
CloudWatch OlO|ME O ol MME|lE 21

File Linux 9%l Windows Server 2| %|

OFHAR7E HIO|IHEE MMEt 2% | /opt/aws/amazon- $Env:ProgramData\Amazon
of HO|IMEE #+HE I AFH8E|l | cloudwatch-agent/bin/ \AmazonCloudWatchAgent
= JSON Tt ct RtM|EH LH | config.json \config.json

22 CloudWatch 0f|0|ME 144
e W (p.222) B HE

SHAAIL.
o| 4 mtUE Parameter Store /opt/aws/amazon- $Env:ProgramData\Amazon
01|A‘| CIRECEd 32 HO|MEE | cloudwatch-agent/etc/ \AmazonCloudWatchAgent
Mot Ol A8 E|= JSON MY | amazon-cloudwatch- \amazon-cloudwatch-
?=!|—|E|'. agent.json E&= / agent.json
etc/amazon/amazon-
cloudwatch-agent/amazon-
cloudwatch-agent. json
OfO|MET} AISE 2™ & AtH /opt/aws/amazon- $Env:ProgramData\Amazon
EH HEE X[H5t= ol A8E] | cloudwatch-agent/etc/ \AmazonCloudWatchAgent
= TOML Z+O|H A|AR 7|22t | common-config.toml B \common-config.toml
2 ZA|IElLCt. = /etc/amazon/amazon-—

cloudwatch-agent/common-
config.toml

CloudWatch 0{|O|ME 0o o|al MME|E

01IOIJHE = MY B0l 238 H-ELCH ol 2a0ls X 2 HEJH &0 U&LICH 0| 2O

= amazon-cloudwatch-agent.log IFUQIL|CE O ZFYUE Linux A‘|H‘|°| /opt/aws/amazon—
cloudwatch-agent/logs/amazon-cloudwatch-agent.log 2! Windows Server7} A™-E|= M
2| $Env:ProgramData\Amazon\AmazonCloudWatchAgent\Logs\amazon-cloudwatch-
agent.logOl QU&LICH

amazon-cloudwatch-agent.log It F7I ME HEE 7|S5=8 HO|HEE + o"g T U&LICH
Ol0|ME F M 19| agent AlM0i|A] debug ZICE true2 M&SH —?— CloudWatch H|O|MEE CIA| 7+
St CHAl A|ZFEFLICEH O] F=7F ™ME 7|5 |2+H2+0+E4D4 debug EEE falseE M5t ofo|FES
ChAl A48t ChA| A|RFEELICH REAISH LH 2 CloudWatch 0fO|ME TH g +52=2 Y& £ T

T (p. 227) RIS ARSI AAIR.

CloudWatch Of|0|HE & X| & CHA| A|E

AWS A|AHE! ZtZ|X} EE= HWAZE S AL2510{ CloudWatch O|0|MEE £502 SX|g £ o&LiCt
Run CommandZ& Al& 3104 CloudWatch Of|0|ME & S X|5tE{H

Open the A|AE! ZH2|X} console at hitps://console.aws.amazon.com/systems-manager’.
2. In the navigation pane, choose Run Command.

_or_

If the AWS A|AE! ZHE|X} home page opens, scroll down and choose Explore Run Command.
Run BE& ME4FLICEH

HH £ A S E0{| M AmazonCloudWatch-ManageAgentE 148t L|C}

CHat ¥290i| M CloudWatch 00| MEE Mx|Et QIAEAE MEHGILICY

o
HY S5o0lM EXIE M=ELICH

2B
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CloudWatch 00| ME & X| L CFA| A|Ef

7. Optional Configuration Source(T4 A4 (MEH ALEH)) 2! Optional Configuration Location(743 @ %|(4d
B AR ))2 HISLICH

8. Al MEHELICH

BHES A& 3104 CloudWatch 00| MEE 2ZH0lM FX|5t2{H

«  Linux AHHe| A< Ct52 L=E Lt
sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -m ec2 -a stop
Windows Server7t M™E|= MBHO| A2 #E|RFE A PowerShellol CHE & 23 LCt
& $Env:ProgramFiles\Amazon\AmazonCloudWatchAgent\amazon-cloudwatch-agent-ctl.psl -m ec2
-a stop

Ol0|ME & CHA| A|Zf5tE4H CloudWatch OO E AlZf (p. 208) MM Ol X|EE [MEAAIL.
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O Z 2|7|0| 42 Amazon CloudWatch Application Insights for NET and SQL Server0i| Z7}5tH of Z 2|7
O|Mo| B|AAE HMST CloudWatcholl A o EE|AHIO|IM M 40 e x| L 28 HY L FHE
LICH oHZE E|71|0|A4 T8 240 SQL Server WA= O|O|E{H| 0| A 2 Microsoft 11S/2 E|0{7F Z & & =

A& LICH Application Insights= 7|5 CIO|E{& A&5H X| & IHEHE E445t01 0|4 S B XI5t .NET, SQL

Server 2% 21 U ISE HIE# ofZ 27014 220l OF U of9lE K|&xo2 ZA[FLIC of 21z
ZE EF YNCIET JIR FEIS X0} O T 2 m% RIBLICH T O3 e B 9 2R
N7t HEE BASE DAECE REo= Wiisiol el o4 S 918 XILELI ofE 21201 xiod

Azt sQL Server e Mo, HZ2| +=, HSZEF HTTP 2% 2 %Ef /0 Zredut 22 et el NET &
SQL oHEZ|FH| 0| AE X0l B 7t5Et 22 Hel Y5 E" oA |% JtElZle FIt SE=E MSELCH
AWS Systems Manager OpsCenter®t2| 7|2 & 7|52 S8l &21 Systems Manager Automation EAME
Adstod EXE sHAE = U&Lch

C

=
» Amazon CloudWatch Application Insights for .NET and SQL Server2t FIL|7}? (p. 275)
+ Amazon CloudWatch Application Insights for NET and SQL Server A|Zt3l7] (p. 278)
» Amazon CloudWatch Application Insights for NET and SQL Serverd{ 9|5l ZX|El X £7] &
Z (p. 289)
» Amazon CloudWatch Application Insights for NET and SQL Server 25 & 4] (p. 292)

+ Amazon CloudWatch Application Insights for NET and SQL Server0i A X|¥HElE 21 & X|
E (p. 300)

ol

H

Amazon CloudWatch Application Insights for .NET
and SQL ServerZt FULIT?

CloudWatch Application Insights for .NET and SQL ServerE AI&3H NET 2! SQL Server O Z 2|71|0|M
2 ZUEZE & &Lct ol 7|52 ofZ2[FH oM El_’.‘_é U 7|& A=(0f: ClO|E{H[O]A, R(IS) & of =
270l M, 0S, 2= '%‘Edkl CH7 Y S) MetolMd =2 X|E 2 238 miotstn MMehLIch X[ E Y =2
JE X&™MoZ DLIE{RSto ol L 2 FE ZXIGtD .°_47E='?=.*I—|EP. 27 g2l oj4 o] ZX|=|H Application
Insights £ CloudWatch O|HIE S AMA{8hL| F 22X side 57| s ZxIst EXof CiEt Xt S CHAIEEE
MMstozM AZEA7E QE XE o4 &5 L 20 2F9 & RAEQ ZE Holg dEFE £t

£ Ar85tH o ZE2|AH0|Mo| HEHE HESE RX|5t1 OH; =

SEHHS MIELUCH RHSstE HAIEE
70|40 x|F MEXtoIAH Olxl= Q&S YXI5H7| el A&F ZXIE #E = U&LICH EFF Systems
Manager OpsCenterE At&35t01 EXME AT = UTSF Opsltem= Y FLICH

ofEzIAH ol 2las BLIE AtE MY

CloudWatch Application Insights for .NET and SQL Server= O ZE[7i|0|A0] CiEF ZLIE{RIS M5l
delz Algtg £0iELIcH OS2 o E2(F0lM 2| AAE AMst D, HE L= X|E X 230 ChEt
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OHZ2|7i|0| M 220 “'°°+ JtAEE MEsthe RedU ot E8 ZLEZE x|xof Cis] S ZEE 4%

_|.

gLict 2= x| 2F Sot Zx|E 0|42 7|8te 2 xHE Ho|EELICH
S B2 PN =R

CIoudWatch Application Insights for NET and SQL Servere X|E 0|4 & Rt e
o| M ZAlel EEE A XIELICE o & HATE Sal OHEE|71|0|A=|°| XH’“ =ME EHSHE = UE
Lict Ot g2s 2L 22 *3”€PE§ T8 = Q1= (p. 291) CloudWatch O|HIE S A A48t
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Ch MetM X ELE 20 2 F0f Cht 7HE ZEE WAHE L7t elauch
A&E B2A 2
Clou Watch Application Insights for .NET and SQL Server£ Z X|&l 01| Ci3lH CloudWatch XH& CHA|E
£ MMELct tAIEEd= 2X sidol =80l &= 7 Kl.u. o4 =z 0-.-.-E ;‘.‘; t5to4 2ol CH
°F A-II HEIF EAIELUCH £3F 0|4 Y 7o M 2 &2 delg ntofste 7t =g M3 ELIcH
=R
. 7 (p. 276)
. 23 (p. 276)
. B AWS FEZ (p. 276)
- X|HEl= oHEEIFOIME M 24 (p. 277)
. XIE|E 7| A5 (p. 278)
7H L3
=
CH=2 Application Insights7} OHEZE|F|0|ME 2 LIERSHE W2 oldliste ol Qlol 28 71 lLct
TE A
OH : XNEag ZUEHE 7Is

S BAAT|7| YSHME RAE EIAAE N8R XIE T4 242 JESIeHE 0| EALICH

o MK
yi]

[7O|ME F st RALE El420 XS O5Y, SE AL E= ME
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CloudWatch Application Insights for .NET and SQL Server®| CtE F2 70l CHSt Ol Amazon
CloudWatch 7H'E & & ZHAAIL.

—1
=
CloudWatch Application Insights for .NET and SQL Server= #X|E Ao CHE &2 2/l CloudWatch
X|E, CloudWatch Logs & CloudWatch O|HIE S Al 35}04 *"E"* oEE|70|M ElAA0 CiEt HE K&
U 2IE MdYELCt ol2fEt 7152 CIoudWatch Zol et AWS Aoz x*rrli.:luq .7=. x| E 2xof

CH8H CloudWatch OJHIE & A1 CHA|Z =& Aadetich A X|2, diolH M ZLEE E= 2X & X
off cHaf M= HIE Ol T EIX| eh&Lct.

224 AWS XE

Ct2 MHIA 7} CloudWatch Application Insights for NET and SQL Server?t &7 AFSElLICt.
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morg 4 Qlarich 3 XIEE AT A F5D, Zu SRS Hastol, Yolat FHof 1
LIE|2! Q1 BlAAE XIE02 YO|0|ESH, 1RE PAPRK} 7<|7H XEE ZLIHEE —’r‘— %%L—IEF
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M CloudWatch& %3H AEHEILICEH REMIE L2 Amazon CloudWatch AHE A A
¢« AWS Z|4&A OFE M8 ol'l:H OHZZ|Fo|ME 2 Met= BIAAE JAISH & Q1AL |C
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Lto| ElAaA OED SEE £ &L RHAMIEH LIE2 AWS ElAaA I8 AFE HEME XA,

« IAM2 AL XIE I3 AWS 2lA A0 CHEE HMAE 0”“'%}71I Moig = U= & MHIALICH IAME A
835101 AWS BIAAE MEE £ U= AR E Flo{(2 )oP.T'_ e AL REH AF%%* £ Qe Blaa WA
2 HHE Mo{(Het o) E = U&LIch REMEH L& 2 Amazon CloudWatchod| CHE Q15 & HA|A K|
01Z A=A,

« Amazon EC2E= AWS IR E0iM &% 7tset AFE 0t E MBS ELICE. Amazon EC2E E6H st
BrE 7te MHE #5535t 2oF & l—‘||E 3 780 AEE[X| #E2|7t FtSELICH Q70|LE ZEARR
07| BCH S HE Aol et ESHLE AT & Qo] ESHT ofE TR0l SoISLICH AHMIE LIS
£ Linux QIAEIAE Amazon EC2 AHE MM EEE Windows QIAEIAE Amazon EC2 MHEME & =X
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AAI2.
+ Elastic Load Balancing2 0424 7}8 ¥d0oilA EC2 QA A, 5"|E1|0|L-'| LUIP T4 L2 of] CHaof =4l
HE2IF 0l £ HEST EHTS 2ASLICH RHMIE LIRS Elastic Load Balancing AF2 MHEME

HZSMAR.

+ Amazon EC2 Auto Scaling2 AlS %P“* OHZZIF0|Me| EEE XME|E = U= HEE =9/ EC2 QAHA
g 2KIg = U&LICH REMIEH LI 2 Amazon EC2 Auto Scaling AHE HEAE HEFHAAL.

= A

« Amazon SQSE LHT3 /1 718 M0| Fo{Lt HoF S AE] IZH7|°1C> N E35tH Ol S35 B4 AZ E Q|04
AAED Z2ME QA S8 2 228 + A&LIC REMIEH LI 2 Amazon SQS
AlR.

+ AWS Systems Manager OpsCenter= Zt Opsltem, #%4 Opsltem ! 74 2|AA0f CHEH A& T AL H|O]
E{E M3 5tEHM AH|A TEtol X Opsltem2 ZAH|5t 0 EESHEFLICH OpsCenters EXE Al&5HA|
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CloudWatch Application Insights for .NET and SQL Server= E|A&A I&(0| 2 .NET oZ2[7 0| Mo M
M'Q'_ = BlAaA OF)E ZAMStod ofE27HolM 7 QAE AlHELICL F4 2 O"" SEAdE. 51

(0dl: Auto Scaling I E 0| QIARA L= ZE WM F|o| QIARA) EEE AR} 7tl"o"(7H‘='Eﬂ EC2 QIAH
/\ aEs °4*'?=_-' £ Q& LIC} CloudWatch Application Insights for .NET and SQL Serverol A X|&&t= T
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* Amazon EC2
* Amazon RDS

+ Elastic Load Balancing: Application Load Balancer & Classic Load Balancer(O|2{8t 2= SOl ZE
CHAr QIABRIATE Al E| T 2 AE])

« Amazon EC2 Auto Scaling ZZ&: AWS Auto Scaling(Auto Scaling ZE2 2 E CHA QIAE A0 CHal SX
oz PME|H o Z2|7o| 0| &ZEE|F CloudWatch Application Insights for NET and SQL Server0i| A
S22 M IARA T4) Auto Scaling 12 CloudFormation 7|8 2lAA &M XIHEIX] f&L
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+ Amazon Simple Queue Service(Amazon SQS)
CIHE 718 24 8ol 2|lAAE NET 2 SQL Server& CloudWatch Application Insights0il A £ A|EILICEH

IHElE 4 24 80| Application Insights O Z 2|71 0|Mod| LIEILEX| et o™ i T4 247} 0|0
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https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
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XEE 7|l& AE

= — 5= E
KHE= 7|8 AH
CloudWatch Application Insights for .NET and SQL Server= CHHS &2 X[ & LICTH

- ZHE AE: Microsoft QI HE MHE|A(11S) & A
+ ZH4x} E|o{: .NET Framework
+ O|O|E{H|O0|A: RDS EE= EC20iM A# &2l Microsoft SQL Server

Amazon CloudWatch Application Insights for .NET
and SQL Server A|Z517|

CloudWatch Application Insights for .NET and SQL ServerE A|%5t24H olglo]l MHBE AIM ZHE &F
St IAM HMS MYMEX] el O os 24 33 & A8 35104 CloudWatch Application Insights
for NET and SQL Serverg #435te = JU&LICH OHEEZA 0| B AAE F5IE{H OHEE2(7H 04 M
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+ CloudWatch Application Insights for .NET and SQL Server0l 4|4 (p. 278)
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« IAM EH (p. 279)
- OHEEl7 o4 M (p. 280)
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+ CloudWatch 2%: ol Z2|7i|o|Mof chet 2LIE{RIE F7I}6ted™H CloudWatch 2£ 2| 2
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« AWS BHEE 2IE{H|0|A(AWS CLI): AWS CLIE AL&3t01 AWS API 2ol HM|A S == U&LICH RHA

gt LIE2 AWS HHE QIEHo|A AFS MHEMO| AWS B E ClE{m| oA Mx[E &ZSHAAI2. API &
Z = Amazon CloudWatch Application Insights for .NET and SQL Server AP| X E & Z5HAAI2.
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7t SSME M8E £ Q/0o{of ELICtH SSM Of|0|ME M x| B0l CHEF BHA[= AWS Systems Manager &
Mg HIstMAIR.

« EC2 QIAEIA o438l Systems ManagerS & 445l 5l24% AmazonEC2Roleforssmoll (s T (AWS
Systems Manager0]l CH8t Xt74 & 7|2 A (|AM Z2H) AFE & X) CloudWatchE S35l QIAEA X|
E U 23E &43552{™ cloudWatchAgentServerPolicyOl @4Z2dl oF & LICt RHAMEH LIS 2
CloudWatch 0| EQ} &7l AH& 37| QI8 IAM 48 L AL A dE 8 HZSHMAIL.
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http://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-setting-up.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-setting-up.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-iam-roles-for-cloudwatch-agent.html
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« AWS 2|&A TF: .NET & SQL Server 0EZ 2|71|0|44E CloudWatch Application Insights for .NET and
SQL Serverol| 2 2E5t2{H O Z2|F| 0| AR AFE|= 2E 23 AWS E[AAE ZESHE 2lad
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« 1AM T8 ZHE|RF7F of il AFE RE2| 73 AWS Identity and Access Management(IAM) =& 0F
Rt XHZ4 ZHol| sl ok BFLICH IAM 3 (p. 279) EHHE R ESHAIAIL.

+ MH|& Y474 24&: CloudWatch Application Insights for .NET and SQL Server= AWS Identity and Access
Management(IAM) AMH|A 43 QS S AFSELICH MH|A 1 HER2 =502 YT TeJt s
L|Ck CH&l AWS Management Console0ll M 53 % CloudWatch Application Insights for .NET and SQL
Server OfZZ[AH0|ME WHE [ XIS 2 MMEILICH RHMEH LI 2 CloudWatch Application Insights
for NET and SQL Server0Oi| MH|A Q17 &4F ALE (p. 372) RIS FZFIMAIL.
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"Version": "2012-10-17",
"Statement": [
{

"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://console.aws.amazon.com/iam/home
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11. Attach existing policies directly(7|& 2 =% ¢4Z)

12. Y3 CHE XS AMstn HH 0|& 21F R

13. Next: Review(Cts: AE)E MEHELICE

14. SHE HHMo| Lt¥E|o] Q=X| #Ql5tT Add permissions(Tet F£7HE MEHELICH

15. CloudWatch Application Insights for NET and SQL ServerE ALSE [ &3 445t
82 20l5HoF &Lt

AWS CLIZ A28l IAM A S M5

AWS CLIE A28l IAM M2 S MA5l2{H 2| JSON 2EME T Z2CH| AUE THUZ AL 50 HBAZ oM
create-policy S AM#E 4~ Ql&LC

Windows PowerShell& AWS =7 & AF25t0{ IAM H2HE Mdste{™

Windows PowerShell& AWS =T & A5 IAM S dM5t2{™H 2| JISON 2ME 3 E2C0| /= Tt
UZ A 3504 New-IAMPolicy cmditE A&4srL|ct.

= A XA

o Z |70l d7H

o| BtolM= 22, AWS CLI, Windows PowerShell& AWS =T & Ar& 304 CloudWatch Application
Insights for NET and SQL Server OHZZ|7|0|ME MY, 7 & ZEIsts YHS HAHLEZ eHigLICH

=

+ CloudWatch 2&& AL&3dl o EE[7H0lM F7H & T4 (p. 280)

. 2&2 A88l ofEE[FH0|M HIZEE (p. 282)

« 2£2 A88l ofZEE[FHolM 7 240 CiFt ZLIE{R HIZES (p. 282)

o 222 ASsl olZ2l7H0lMd AFA| (p. 282)

+ BHEZS ALE 3509 Application Insightsoll A O Z 2710 F7F & 22| (p. 282)
- HHEES A835t0o] ZLIEE B2l L UOI0|E (p. 285)

CloudWatch 2&& A3l oHE2[70|MH F7F 2 £
CloudWatch 2£ 0 M ofZ2|7|o|M F 7+ 2l A

CloudWatch 2£0{|AM CloudWatch Application Insights for .NET and SQL ServerE A|%tste4H ChS BHHE
MEMAIR.

1. AlE CloudWatch &£ ZHE H|0|X[E LIct. 1% BFM FollM A-e MeighL|ch M Ho|x|of
M Application Insights for .NET and SQL Server(.NET 2! SQL Server& Application Insights) > View
applications to get started(A|ZH & OHEZ|F|0|MH E ()& MEHEFLICE.

2. OfEZZ(AH0|M F7I. .NET L SQL Server O ZE|7i0|M0f CiEt ZLIE{RE %524 CloudWatch
Application Insights for .NET and SQL Server H 0| X|0{ M Add an application(OHZ Z|#H| 0| F7}) S
MEdErL|CE o] HO|X|E ZLIE|R AEHQ &7H CloudWatch Application Insights for NET and SQL
Server® Al83l04 ZLIE{RIE|E OHE 2|7 0| 52 EAIFLICH Add an application(OH & 2|71 0|4
Z=7h)E H=435™H Add an application(0OfZ 2|7 0|41 F7t) H|O|X|2 o|S & LCt.

3. Zlaa OF ME4 Add an application(Ol Z 270|141 Z=7}) H 0| X[l M CloudWatch Application Insights
for NET and SQL Server0i oOHZZ|AH0|ME FIteteiM EFCI2 SFo|M o EE/7H0|M E|aATH E
BE AWS BlAA IES MEISHLICH o218t EIAARE ZTHE Qe MH|, 2= WM, Auto Scaling
&, dio|EHIolA MH S8 & & &Lt

CloudWatch Application Insights for .NET and SQL Server0i A= Eij2 7|8+ 2! CloudFormation 7|8t 2|
AA OB DF K|ELICHAuto Scaling 28 M Q). REMISH LIS 2 Tag Editor 242 & X stAIAI.
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-policy.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-IAMPolicy.html
http://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html

Amazon CloudWatch AF AT4A]
OHZZ|F ol MH

NET of Z2|7|0|Mof| CHE ElAaA D& S oF R WHEHK| of2 42 xF 8 = JU&uch RhMIE LY
S22 AWS E|AA OF AI8 MBEME FZF
EL—lE-IE' NS HE F7t o EEFHo|ME FTI5HH ofZE2[AH0|M T+ 24, siE 748 49| 2l4aA
U ZLEE oEf7t LHEE 2LER ME HE Ho|X[2 O|SELICH 74 4= ofEZ|7o|ME #+4
StE FALE ElAAQ XIS OEY, S8 MY L= AFSA X A& /LICEH 7|[EXM2 2 CloudWatch
Application Insights for NET and SQL Server= Auto Scaling A&01 = IAE AL} Elastic Load
Balancer #{0i| Rl= QIAEAE O FSIELICE O] HO|X|MM AFSA X|H 74 QLAE FdstT Zh of
ECi7old 7 A0 CHE ZLIEZIE BEIE = J&LICH X|HEleE 74 24 XHEI" o Z 2|7
OlM T4 24 (p. 277) TS HZFAUA.
T 24 FY. Blaa 35S MEstHE 7 @A E TS EE HAIRIZF ZAIELLICH NET & M
QIAEIA 5 QASH EIAAE MEX XY 74 @42 OF356t0{ 2t ¢4 2REYS +¥stn ZLE
2 A S&32 FMAIZL £ A&LICH 72X 2 2 CloudWatch Application Insights for .NET and SQL
ServerE Auto Scaling 21501 /£ QIAEIAQ} Elastic Load Balancer F01| /= QIAEIAZ T 5313
LIch XIRElE 8 4= XHE=E HEEAOIME 74 24 (p. 277) HHE FERSAUAIR.

N -Ir[ mIo

Application components(OfZ 2[AH0|M T+ @A) ZLIEHE MAEE 4 7 240 s 4 4
£ MEi5t 1 Manage Monitoring(2 LIE{&! #2)2 MEigtL|CH

ZLIE 4%t ol Z270lM 7 240 thEt ZLIEHZ S MYsE{H ZLERE 74 8_4\_% MEdt

CHS Manage Monitoring(Z2 LIE{2! 2t 2[)& M= g LI} Enable Monitoring( 2 LIE{ 2 EE
MERSL|CE Eolgte MEist S Ert20of 2t o Z2(71 014 Elo7h &M FLct. AEH

of Z2|70|M E|o{& MEAFILICE E[o{z= MEHE 2lAAMM MY S oHEE|FH 0| ARSI ULE L

EteiL|ct.

E|o{ MEH4 AL&rod| [k 2} CloudWatch Application Insights for NET and SQL Server= ME{El 14 Q@4
oM BLIE{2Iet 270 CHEF HE AIE S MBS ELICE o] HE AtE 2 Toof et AF2 A |-
&LICt

_|_
ok
A

Microsoft SQL Server 27 21 2 IS 22 E 288t ojZ2|Fo|ME Za0| AL 7| 20 BE(/UE
ER)E FHelstHLE EC2 °._|AE._‘|¢01I SHE 21 /IXIE UHFHAI2.

Windows 21 2 22 =233 ol MH|A 212 3
MEHs A QIAL|CH O] A g|_E=||I:|_4 XAst T 2

0q Wlndows O|HIE 22 FII5tEE

= Hl =

CloudWatch AH0l| MY e ZE o|HE =&F(52, 2R, &8
t

¥ elstatel Sic Jeiche
M) AL

Zt 212 CloudWatch HI&Hol| K& L 1 &%
oH Euct.

CIoudWatch Application Insights for .NET and SQL Server= 5t Ol ZE(A|0|M 2|4 A0 CHEE 22 X|
EE A™ELICE siE X|E YA AEEY| 6] & 23 S DLIEHZELUCH oA X|EE MM
°._F Z<? CloudWatch Application Insights for NET and SQL Server= K|t 23 S9+9| 7|2 HIO|EE 7}

Kot AH|Zte AlHEt T o et ZEE AYEELICH ME HEE X|Eo B FEI HEE|7|7K|
2|cH 30| 22 E £ UsLICt Ao MMt CloudWatch ZEE A o|'0=| OHEZEIZ0|M E|laAE

ZFLEEE £z &Lt

SLE XME. 239 R|E ME 2 ALSAF XH0| BLIH X &S MEiSto] MEHE 1M @40 TS 2L
EHE MYt XES ME 3%‘:‘4 Application Insights7} & KIE U MEHSE 2O E J|HIOZ of =g

FlojMo| 2 E QIAEIAO| CHEt CloudWatch OO|ME 74 mhle MHELICt O] Z2MAV 22 E|

= Ol ZCh 1A1ZH0] 2A2F == Q&LCt

CloudWatch Application Insights for .NET and SQL Server= E8F 7143 Q A0 M MEHSH X|Z of CHE
CloudWatch ZE2E MHELICH ZEE K| 2F 70| 7|8 X|E IHEE 2LIERISI0] Mo Z o]
EgLct

F|AE MENSIHE Application Insights= A MEY AFEHRF AFK|EFLICH,
CloudWatch Application Insights for .NET and SQL ServerE Al235l04 A Ol Z2|7i0|MS MMEHH A

HIA 91 g 0| At S22 MHEELICH MH[A 44 g S AA|5tE{H MA| NET L SQL Server&
CloudWatch Applications InsightstlA 2 oHZ2|70|M2 AX|Et CHS =822 9g 2 AMA|SHoF &
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https://docs.aws.amazon.com/ARG/latest/userguide/welcome.html

Amazon CloudWatch M% MEM
OHZZ|F ol MH

LICH REAISH L& 2 CloudWatch Application Insights for .NET and SQL Server0il AMH|A 9172 o3&t A}
& (p. 372) EHH2 FEFAAIL.

CloudWatch Application Insights for .NET and SQL Server= O|A| HE glAolMof CiEt X|& W 2O E
ZLIEHESH TS dHE|o] A&LIch AIAEO| o0 U= SEHE U= dl 2o 257+ A2 £ UsU

ct.

*BlAA JF0| 0|0 FAME|0] U 7MHE XMESHT AR CloudWatch Application Insights for .NET
and SQL Server0 A o ZEZ(AH 0|ME ZELIE{RISHX| & 22{™ CloudWatch Application Insights for .NET
and SQL Serverg HIEMstgLICH 78S AXE =2 U&Lict

8. AWS Systems Manager OpsCenter S FIt. MENE ol ZC|FHO|MOIAM BXI7E A XIE AIMEE E1 &
2lg gtop{dH 2 L|EZR ME ME mo|X|olA AWS OpsCenter?t S8 & QIEts MEYEHLICH AWS El
A4 gHAE 2 2 &S (Opsltem)2 sHZASHY| Q6 S E =S FX{5l24H SNS =X ARN2
M3 gLt

9. ZLIER E7|(ME ALY ZLIE{RIS 2IsH ol Z 2|70l e &8t 0ol = CloudWatch 2£2] 7|& 74
2 HOo|X|HM HX|E 2Xe SHHEES 210 2XE sHEE + A& LT Application Insights ZHE T O]

X| EE= CloudWatch 212 H 0| X|0 M View Insights(S & 2] 27])& MEistod ZX|E EX|, B2 L CHA|

HEE g4 olaLth

=& 2 M35l ofZ 2|70 Bl 3t

OHZ2|7i0| S H|& A3t5tE{™ CloudWatch CHA|E E2o| Mol M HIE &E3HE o Z2|AH 0| S MEd
gruch 2redolAM HIZ HSHE MEfgfL|ct of Z22(7H 0|2 HIZ E3t5t 2 LIE{>I0| HIE M3t =] x|ot
Application Insights= OHZ 2|7 0| 744 2 401 CH3H H”El ZLUEE MEFLICH

42 AR5 OHZ 2|7 01M T A @ A0] CHEH DLIE{R HIEAISH
OHZ |70l Tt @A0f CHEF ZLIE{RIS H|EAd3}5t24H of Z2|710|M ME ME T 0| x| M 2LIE{E
1EH LI Manage Monitors(2 LIE| B E[)& =43t CF& Enable Monitoring(2
LIE{ #43) golgtol Meig | AghL|Ct
Z&2 ArEsl ol E 2|7 oM &K
O 17401448 ARI3H24 CloudWatch ChA=.E 0 40 A ARIE ofEEIA OIS T
=|

=
MAKE dEigfLICH T2 2LIEZI0| AfX| =D o E 2|70l 7 240 CHs KT E 2
A ELICH oHE2|7H0|M Blac e AHEIX| & LT

HAE S A& 5104 Application Insights0i| A OHE 2|70 F7| &l

Ch Zdof

L
LIE{7t 25

HHE 2 ALE3H Application Insights OfZ 2|7 0|Mof| CHEF HEE 41 O] o EZ|F0|MHE F74 el 2 7
Mg 4= l&Lch
A

- OHZZ|#H oM FT} (p. 283)

- OfEZ 70| - (p. 283)

- OHEE[FHo|Mel 7 @4 LI (p. 283)

s TM 4 M (p. 283)

o FAE EIAAE MEAX|H FH QAR IES} (p. 284)
« N8R XIH TMH 24 JE3 SHA (p. 284)

+ OHZ2|7i0]|M UCIO|E (p. 285)

o AHBXFRIH 7 24 UO|0|E (p. 285)

282



Amazon CloudWatch AI& A3 A
OHZZ|7i0|MH MH

OfZ 2|70l F7}
AWS CLIE AtE3to{ o ZE2|FH 0| F7}
AWS CLIE AF83l09d my-resource-groupO|2tE ElAA T E0 OHEZ|Z0|ME F7I5tE{H M=

o o
opsltem= SNS FX| ARNQ! arn:aws:sns:us-east-1:123456789012:MyTopicOl MS& = ULE
OpsCenter7t &/d3t 8t &EHOAM CHS BEE MEFLICH

aws application-insights create-application --resource-group-name my-resource-group --oOps-
center-enabled --ops-item-sns-topic-arn arn:aws:sns:us-east-1:123456789012:MyTopic

Windows PowerShell& AWS =& Al&3t0{ o Z 2|7 0| F7}

Windows PowerShell& AWS =7 & At&35t04 my-resource-groupOl2tE ElAA OF

ol oHEZ|F0|ME F7I5tEdH M El opsltemS SNS =X ARNQ! arn:aws:sns:us-
east-1:123456789012:MyTopicOll MBE & U= OpsCenter7} &5}t HEHO|M CHS BHHS AIS
gt

New-CWAIApplication -ResourceGroupName my-resource-group -OpsCenterEnabled true -
OpsItemSNSTopicArn arn:aws:sns:us-east-1:123456789012:MyTopic

OiZ 2|70l HE
AWS CLIE A&35tod of E2IA 0| 4

my-resource-groupO|2hE ElAA OF0|A BEE ofEEIF0|MS AWS CLIE AHS5H0] MHsted™ it

= BB ASELICL

aws application-insights describe-application --resource-group-name my-resource-group

Windows PowerShell& AWS =7 & AI&30{ o Z2[7|o|MH M

my-resource-groupO|2tE 2lAA IE A HE o Z 27 0|42 Windows PowerShell& AWS £
£ AE5tod dHStedH Ot BEE AL ELICH

Get-CWAIApplication -ResourceGroupName my-resource-group

OiZZ|F[0lMe] 78 4 L+
AWS CLIE A83l oiZ |7 014 74 @4 L

my-resource-groupO|2tE Bl4&A DEMM dEE 24 248 AWS CLIE AH835t0q L5 2{H CHg
PHES ALS g

aws application-insights list-components --resource-group-name my-resource-group

Windows PowerShell& AWS =T & At85t0{ o EE|A0|Ma| 71 @4 LY

my-resource-groupO|2tE ElaA DA HEE 74 248 Windows PowerShell& AWS =T & Al
75104 LtFsted™ ChE BE2 AASELICH

Get-CWAIComponentList -ResourceGroupName my-resource-group

T4 24 MY

AWS CLIE AF83l0 718 @4 A

283




Amazon CloudWatch AFS AEH A
X

At
ofEEFold 8-

my-resource-groupO|2tE 2lAA IFMAM HHE|T ofE |7 0|Mol| &3l U= my-componentBhE T+
HAE MYStEd™ O AWS CLI HEE AFS5tH ELioh

aws application-insights describe-component --resource-group-name my-resource-group -—-—
component-name my-component

Windows PowerShell& AWS =7 E AI&3l0{ 718 @4 A

my-resource-groupO|2tE 2lAA IAFMAM HHE|T ofE 2|7 0|M0l| &3l U= my-componentBhE T+
M QA E MHF M Ch2 1 Z2 Windows PowerShell AWS =7 H2 A8t H ElL|ch

Get-CWAIComponent -ComponentName my-component -ResourceGroupName my-resource-group

FAE B AAE ABA XE FE 242 O

NET 2 M| QIAEIA 5 RAIS 2IAAE ALSX XIE T4 @42 D&sbstol 2o} 27 22U 4
51 DLIER 2 S22 A AIZ £ Q&LIct 3R CloudWatch Application Insights for .NET and SQL
Server= EC2 @I A RE IEE RIYELICH

[>
i
[>
i
l=_|=
ol
_>':
0l0

AWS CLIE A3 ZIAAE AFER X|H 71 QAR OES6HEAH

AWS CLIE A83ll Ml 7FK| QIAE A (arn:aws:ec2:us-east-1:123456789012:instance/
i-11111, arn:aws:ec2:us-east-1:123456789012:instance/1i-22222, arn:aws:ec2:us—
east-1:123456789012:instance/i-33333)E my-resource-groupO|2t= 2lAA T EO| CHal M
E OHEZ|FI0|ME AFEAL XIH 7 A (my-component)2 I E36t2{MH OIS BHES AFSSHAAIL.

aws application-insights create-component --resource-group-name my-resource-group —-
component-name my-component --resource-list arn:aws:ec2:us-east-1:123456789012:instance/
i-11111 arn:aws:ec2:us-east-1:123456789012:instance/i-22222 arn:aws:ec2:us-
east-1:123456789012:instance/i-33333

Windows PowerShell& AWS =T & ALS35H E|AAE ASA XH 72E QAR O55H5iE{H

Windows PowerShell& AWS =T & ALE8H| M| 7tX| QIAEIA(arn:aws:ec2:us-
east-1:123456789012:instance/i-11111, arn:aws:ec2:us-—
east-1:123456789012:instance/i-22222, arn:aws:ec2:us-—
east-1:123456789012:instance/i-33333)& my-resource-groupO|2t= ElaA I F0i| CHaH MM
E OHEEZ|AI0|ME AFE AL XIH 78 A (my-component)2 I E36t2{MH OIS BHES AFSSHAAIL.

New-CWAIComponent -ResourceGroupName my-resource-group —-ComponentName my-component
-ResourceList arn:aws:ec2:us-east-1:123456789012:instance/i-11111,arn:aws:ec2:us-
east-1:123456789012:instance/i-22222,arn:aws:ec2:us-east-1:123456789012:instance/i-33333

AER XIE T 24 O E3 S
AWS CLIE AF 3 AL XL XIH 744 40| TESHE sixlsedH

my-resource-group /AL IF0|A MEE ofZ2(7|0|M 8| my-componentBtE AFE AN X|H M 2
28 AWS CLIE M &5 2 &8 sHAletEd™ Chg B-EE AFSst A2,

aws application-insights delete-component --resource-group-name my-resource-group -—-
component-name my-new-component

Windows PowerShell& AWS =T & ALS5H AFSA X|H 74 40| OESHE aliAstEd™
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Amazon CloudWatch AP% MEM
OHZZ|F ol MH

my-resource-group C|l&A IFHM YEE oHEZE7 0442 my-componentZts AFEXAL X|H 74 2
£ & Windows PowerShell& AWS =T & AL&5H 153t aiAl|stcd™ CHS BWEE AEsHAAIL.

Remove-CWAIComponent -ComponentName my-component -ResourceGroupName my-resource-group

O Z2|70|M HClo|E
AWS CLIE A& 3tod ofE2I701M flole
AWS CLIOIA C+& BE A& stod oHE 2|7 04 S YH|0IEE 2 M o Z 2|7 0lM0lM B X|E &

Aol CHal AWS Systems Manager OpsCenter OpsltemsE 2445t 0 44 El OpsltemsE SNS FX|€!
arn:aws:sns:us-east-1:123456789012:MyTopicO| P1Z2E = U&LICH.

aws application-insights update-application --resource-group-name my-resource-group --oOps-
center-enabled --ops-item-sns-topic-arn arn:aws:sns:us-east-1:123456789012:MyTopic

Windows PowerShell& AWS =T £ Al&35t0{ of Z2|710|M HIo|E

Windows PowerShell& AWS =70 Cts BHEE AH835tod o E2[7H 0|2 Mo o|
oMol M EF7<|EI EAlof CHaH AWS Systems Manager OpsCenter OpsltemsE 24445}
SNS FA|Q! arn:aws:sns:us-east-1:123456789012:MyTopicOl @1Z4& £ Q|

ZM ofZ 2|7

gto
M E OpsltemsE
Lict.

]II) o |I'I1

Update-CWAIApplication -ResourceGroupName my-resource-group -OpsCenterEnabled true -
OpsItemSNSTopicArn arn:aws:sns:us-east-1:123456789012:MyTopic

AER XIE T 24 HO0IE

AWS CLIE At83H ALA X|H 74 24 HUHI0|E

AWS CLIOIM CHS HHE AL2 50 my-componentiteE AFEAL X|H 28 QAE MER2 FH 4 O|E
@l my-new-component® YH|O|EEl QIAEA JEOE HH|O|EE £ J&LCt

aws application-insights update-component --resource-group-name my-resource-
group --component-name my-component --new-component-name my-new-component --
resource-list arn:aws:ec2:us-east-1:123456789012:instance/i-44444 arn:aws:ec2:us-
east-1:123456789012:instance/i-55555

Windows PowerShell& AWS =T & AI835t0{ AF8AH K| 7+ @4 AUHIO|1E

Windows PowerShell& AWS T F0|M CtS BHEE A8 3510 my-component2ts AFEAL XIH T8 2
E ME2 78 24 0|§2 my-new-component?t YH|O|EE QIAEA JFOE AH|0IEE £ UE
Ct.

[l

Update-CWAIComponent -ComponentName my-component -NewComponentName my-new-
component -ResourceGroupName my-resource-group -ResourcelList arn:aws:ec2:us-
east-1:123456789012:instance/i-44444,arn:aws:ec2:us-east-1:123456789012:instance/i-55555

7<
WHES AEsto{ ZLIEHZ 22| & YH[o|E
BES ALS 504 Application Insights O & 2I7|0| Mol Chet 2LIEIRIE 22| W Ylol= 8 4 YaLiCh

=
« OHEZEZ|AH O] M L 5= =X LEA (p. 286)
« OjEZEZ|70|M BEX| M (p. 286)
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Amazon CloudWatch AFH2 MM
OHZZ|7i0|MH MH

« EXQ HHE Ol E= 2F MY
- OEE|AH0|Mo| O|Y E=
- FEA0ILHE FE M
. M 240 W 2LER 74
- FE A0 BLEE 7 HO|0IE (p. 288)

« Application Insights ZLIE{Z0I M X|HE 2lAA TF X7 (p. 288)
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JL/\
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of Z2|70|MoiM e dst= =X L

-
e

AWS CLIE AtE38to] o ZC|7H| 0| MoM L det= EX LIE

my-resource-groupO|2hE ElAaA OF0|A H&E ofZEI70[44& Unix Epoch 0|F 1,000~10,0002 2|
Z Atojof| B X|El oiZZ|FHI0|M EME AWS CLIE AF&3l LIQ5te{™ CH HHEE A8 0|'*'A|°.

aws application-insights list-problems --resource-group-name my-resource-group --start-
time 1000 --end-time 10000

Windows PowerShell& AWS =T & At&35to{ o ZEE|A o|Me| EA Lt

my-resource-groupO|2tE ElaA OF0|A HEE ofZEI70[44& Unix Epoch 0|F 1,000~10,0002 2|
= Molof & x|l o Z 2|7 0| EX|Z Windows PowerShell2 AWS =T 2 A5 Lt 0|'E4':"i ChS 838
2 ME85tAAIR.

$startDate = "8/6/2019 3:33:00"

$endDate = "8/6/2019 3:34:00"

Get-CWAIProblemList -ResourceGroupName my-resource-group -StartTime $startDate -
EndTime $endDate

ofZz[7olMd =X HF
AWS CLIE At&3t0f O E 270l B L

AWS CLIE Al25t04 2K ID7} p-12345678902! 2XIE MHE5IEAH OIS WS AF5HAAIL.

aws application-insights describe-problem —problem-id p-1234567890

Windows PowerShell& AWS =T & AI&30{ oOiEZ|AH|0|MH EA M

Windows PowerShell& AWS =7 & Al25101 24| ID7} p-123456789092 2XME MHse{H IS HY
2 ME83tAAIR.

Get-CWAIProblem -ProblemId p-1234567890

EXet ZrHE oly EE 2F MY
AWS CLIE At83tod 2ot 2HE ol EEE 2 F MY

AWS CLIZ AH235t04 28| ID7} p-12345678900] 2X|QF ZE O|A F= QR E MG S HH
2 ME83tAAIR.

aws application-insights describe-problem-observations --problem-id -1234567890
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Windows PowerShell& AWS =T & Al85t0{ EX|et #HEHE O|d £= 2 F &dH

Windows PowerShell& AWS =& Al25101 2Xl| ID7} p-1234567890Q] 22X ZHRAZ O|A EFE 2 F

B HTs2E OF S HHS AR SHAAIL.

Get-CWAIProblemObservation -ProblemId p-1234567890

AL

O Z2|7{o|Mo| oA EF= 27 AT

0

AWS CLIE ArE35to4 o EZ|AH0|Mo| Ol = 2F HE

AWS CLIE AI&3to] ZtE ID7} 0-12345678902! OHEE(7H|0|ML| O]d} EE= LR E HYSEH OHE BE
2 MEHAAIL.

aws application-insights describe-observation —observation-id 0-1234567890

Windows PowerShell& AWS =T & AF&5t0{ o EE|A0|Mo| Ol E= 2 F ™

Windows PowerShell& AWS =75 AFE35l0{ ZH2H ID7} 0-12345678902) OHEZ|F0|Me| O|A EEE 2

FE LB O3 BHBE AI8sHMAIR.

Get-CWAIObservation -ObservationId o0-1234567890

__I.L _/.\_9_| EL|E-|E| _—I.LA-| A—|l:|=|
AWS CLIE M 85t0d T A0 BLIEZ 714 MH

my-resource-group /AL IF0|AM MEE ofZ2(7|0|M0| UE my-componentBteE 74 49| 2
LIEE 742 AWS CLIE At8al MHFIZ{M OIS HHES A8t A2,

aws application-insights describe-component-configuration —resource-group-name my-resource-
group —component-name my-component

Windows PowerShell& AWS =7 & At85t0] 74 QA9 BLIEHE 714 M

my-resource-group l&A IEMM EEE o EE|H O|MHM my-componentEtE 74 249 2LIE
2 THE AWS CLIE A 83l MEstedH oHS HYES ASFHMAIR.

Get-CWAIComponentConfiguration -ComponentName my-component -ResourceGroupName my-resource-
group

T8 24 Fol #EF AHMIE LHED oAl JSON T2 74 24 T4 (p. 293) HE HZSHMAIL.

T4 40 MY BLIEE T4 MUY

AL

AWS CLIE At835t04 71 40| HY HLIEZ 714 &

T8 247F .NET Worker o E2[7|0| M| UE Ol B2 my-component ElAA IF0|A HEE ofEZEI7
o|Moll U E my-resource-grouptte 74 249 HE ZLIER 742 AWS CLIGIAM CHS BHE AIE

off dEY + A&LICH

aws application-insights describe-component-configuration-recommendation --resource-group-
name my-resource-group --component-name my-component --tier DOT_NET_WORKER
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Windows PowerShell& AWS =7 & At85t0] 774 QA9 HE ZLIEHE #+4 MH

T4 QATJF NET Worker O Z 2|7i|0|MH 2] & O._| A% my-component ZlAA IF0|A HEE ofEEIA
0|M0f| = my-resource-groupt= * Ao HE ZLIEHZ HE Wlndows PowerShell& AWS

EToM CHE BHEE A8 4B + ‘EA'QL—IEL

Get-CWAIComponentConfigurationRecommendation -ComponentName my-component -
ResourceGroupName my-resource-group -Tier DOT_NET_WORKER

T 24 Fdol| 2t XEMIE LIS T o Al JSON ZH 2 74 24 74 (p. 293) S HZ oA,
T A0 BLIEZ FA AH0|E
AWS CLIE A83t04 718 240 ZLIHE 74 HHo|E

my-resource-groupO|ZtE ElAA DEMAM HHE ojZ2|F0| M2 my-componentEtes 7+ LAE
AWS CLIE At &5 UCIO|ESIZ{H O HHS ME8SHAUAIR. Ol HH2 O3 22 2 de Z gLt
1. 748 a0 e ZLIE{RS M ELct

2. T8 QA9 E[0{E .NET WorkerZ MY )

3. configuration.txtZle 24 IUS LS T4 249/ JSON 42 4H0|EFLICH

aws application-insights update-component-configuration --resource-group-name my-
resource-group --component-name my-component --tier DOT_NET_WORKER --monitor --component-
configuration "file://configuration.txt"

Windows PowerShell& AWS =T & At&5t0] 718 49| ELIEHZE T4 YOlo|E

my-resource-groupO|2tE 2lAA DF MM HHE oE2|AH0[MH2| my-componentEts 7+ LAE
Windows PowerShell& AWS =T & AlE8H YUC|O|ESIE{H OIS BHEE ALt A2, o] BH2 31t

2 g ZEELCH
1. M 240 cist 2LIE{RIS &5 EL
2. *+8 QAO|E|0{E .NET WorkerZ &

3. configuration.txtte 22 IIUS SIE S 74 249 JSON +HE YOIO|EF Lt

[string]$config = Get-Content -Path configuration.txt
Update-CWAIComponentConfiguration -ComponentName my-component -ResourceGroupName my-
resource-group -Tier DOT_NET WORKER -Monitor 1 -ComponentConfiguration $config

T @A FAdof 28 KEAIEH LI DL o Al JSON THUS 741 @A T4 (p. 293) EH2 R ESHAAIL.
Application Insights ZLIEHZAM X|HE 2laa T& &7
AWS CLIE AlE 35104 Application Insights ZLIE{ZI0|AM X|HE 2|AA & HH

my-resource-groupO|2t= El4&A DEMM 4 E o EZ|F| 0|42 AWS CLIE ArE3al ZLIEHZIM |
HatedH oS BYEE A8t AR,

aws application-insights delete-application --resource-group-name my-resource-group

Windows PowerShell& AWS =T & At&35t0{ Application Insights 2 LIE &0l M X|HE 2lAA & M
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my-resource-groupO|2tE BlAA TEH A MAHE o Z2|70|HE Windows PowerShell& AWS £
£ A8l ZLEZ oM M7HstedH O S BHEE MSsHAA2.

Remove-CWAIApplication -ResourceGroupName my-resource-group

Amazon CloudWatch Application Insights for NET
and SQL Server0i 2|5 #X|E =X 27| L &

NET & SQL Server OHZZ|7|0|Mol| &S F&= ol CHEt JHR & CloudWatch &2 7|2 7HL H 0] X|
oil = CloudWatch Application Insights for .NET and SQL Server 2| of2Hof| LFEE/L|C} REAIEH LIS

Amazon CloudWatch Application Insights for NET and SQL Server A|Zt3}7| (p. 278) B2 R X EHAIA|
o

—_.

CloudWatch Application Insights for .NET and SQL Server {5101 = C}20| E AIELICH
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_limits.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DescribeInstanceInformation.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DescribeInstanceInformation.html

Amazon CloudWatch AF AT4A]
A
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Z XIS 2Rlof Cyet 22 2 A

(S

M MQHE! s whe ey -]
Zsteim M 28 A E XMH3F|
T AAL.

#X|E =xlof Cheh &3 & A d-

oo

CloudWatch Application Insights for .NET and SQL Server0ll F7}E|= 2f ol Z2|70|42] B2 CloudWatch

O|HIET} CtZ O|HIEof CHa H AlELICt

« B M. NET 2 SQL Server& CloudWatch Application Insights7t 22 EX|E

Ct.
« M8 2&: "Application Insights 2| Z x| &”
 ME HE:

+ problemid: ZX|E EAlID

+ region: A7} EEE AWS 2™

* resourceGroupName: =X|7| ZX|E SEE ofZZIA 0lMe| E2|l&2 OF

+ status: &=XA|2| &EY
+ severity: ZANQ AL T
s problemurl: A2 2& URL

« 2N YHOIE. MZ2 EF’;E ZH7F A -IIOIEEIHL-P =
FEIL

E R E* Lict do|Eo= 2XMel s E= S8t 2
« M8 8. "Application InS|ght s &4 Holio|EE”
o MF HE:

+ problemid: M4 E EA|ID

+ region: A7} MEE AWS 2™

+ resourceGroupName: EX|7| ZX|E SEE ofZ2/AH 0| E|lAA OF

+ status: =X|2| & E{
+ severity: BEMQl AlZtE

+ problemurl: 2A9 & URL

of|A[: oHZ 2|7 0| Mol M M E EX O|HE] CHE L& =4 Y

| 2H& 0| Y0l Ex|od
|CF.

CloudWatch Application Insights for .NET and SQL Server0il A 444 El 2| 0|‘?ﬂ501| CHet

CloudWatch Application Insights7t £7 off Z 2|7 0| Mo CiEt EAE =4

OI'E—|
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EA7H LololEE
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o
o
ox Mo
[in
o
(n )
_I.I_

aws events put-rule \
--name cwe-test \
--event-pattern \
{
"source": ["aws.applicationinsights"],
"detail-type": ["Application Insights Problem Detected"],
"detail": {
"resourceGroupName": ["<RESOURCE_GROUP_NAME>"]

} '

[
oo

O|HIE

= 4IsHoF 3= Z{ A $ CloudWatch O|HIE CH& & F7t

ol

aws events put-targets \
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--rule cwe-test \
--targets Id=1,Arn=<TARGET_ARN>

Note

CloudWatch 2£ 9| /1% &M &0l M O[HIE ofgfe| F&l2 MEiSlo] #2IS ME 4 Q&LICh
O3 Che A A >
CECI20M APQXI- X|& ol

AWS AIAH] EEIXHE S &Y. C oudWatch Application Insights for .NET and SQL ServerE= Systems
Manager OpsCenter2tQ| £& 7|52 7IE2Z MBS ELICH ofZ2[70|M0i 0| SEE AISSHEE MEH
P‘:H O & 2[71| 0|04 A 7F7<|5| nE -.-_-X1|01| CHEt OpsltemO| OpsCenter &0 2 EL|CH OpsCenter
£0{| A CloudWatch Application Insightsofl 2|5H ZX|&l 2X|ofl CHEt @ &FEl ME & E 1 Systems
Manager Automation A ME MEHSH0] = ZFdE =S 7L OHEZIAIO|MAM ElAA EXME 22T
= Windows ZE2MAE FIIE AHE Mﬁ |Ct.

Amazon CloudWatch Application Insights for .NET
and SQL Server 3 & 24

0| EroiME CHS 2 E &304 CloudWatch Application Insights for NET and SQL Server 25 #&4oi Cf
aff AHEELICH
A

. OlO|E| B Z (p. 293)

o TE 24 T (p. 293)

o SEEF (p. 300)

ofZzIAolMd A 3 74

OHZ 2|70| 0] CloudWatch Application Insights for .NET and SQL Serverd| {2 F7}x|H off Z 2|71 0| A
T QAE Mt £ X|E, 21 2 7|EH O|O|E HES HESD oHEEAHolME ZLEHZAFLICH O
B{E ol2{st ME AFEE JlHto = OHEE|71|0|*=|° TE = AaLich

HiOlE A e

CloudWatch Application InS|ghts for .NET and SQL Server= OHEZZI70|M ElAA HEtolMH ZLIEREE
ClOIE] HES KI&MoZ EMEto{ X|E |4 LU 20 2QFE wh7dghL|Ch(E 2.

Xls8 EA Ax
CloudWatch Application Insights A¢I2 2&F o2& 7|2 A3 #3288 M8 3P04 BEE2 43 dEE
SEM o EZIAH0|Mo| EXME HXRIELICEH 22X HZES 57| 2sH 2ol CHEr 2 &8 HE7t 28 E s
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SQL Server Cl|O|E{H|O| AT} X|28t= ASP .NET OiEE[Z|0|M0| AU&LICH ZAT| HZ2E &5 EX7F L
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CloudWatch Application Insights for .NET and SQL Server & X|5& EAMS AIE35lH SMoZ MM E O
AMEE0M 2 XX Y 20 0t TZHg =Qlstod ZXME Yo 7l= oHEEIFH0lM ASS AHEE = UE
L|Ct. 0] Z< SQL CllO|E{H|O|A HIBof EXI7t i = Y&

~
CIOIE{ 2 &
CloudWatch Application Insights for .NET and SQL Server= EX|& 552 S¢ {FX|5t1 #HEE 60 S0t

FXIgfct.

TE AL FE2 FE 240 7 dYE dBSt= JSON Ao HAE mtQlLIcH OHE e 78 24
o
=

CHS ol = JSON 4o HIER! =2t 2 HEoiELICt

"alarmMetrics" : [
list of alarm metrics
]l
"logs" : [
list of logs
]l
"instances" : [
component nested instances configuration
]l
"windowsEvents" : [
list of windows events channels configurations
]l
"alarms" : [
list of Cloudwatch alarms

-

T4 24 742 ofz 7Hol £ MM R TR0 YaLICH TA 24 T4 MMo| £ A o] &M
A Ol
T =

+ alarmMetrics(AEH ALEH

T 240 s ZLIE|RIE X|E (p. 294) 2= alarmMetrics M2 @£ 3
Ql&LICH
=] .

- 2IO(MEALE)
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0]
B>

TH 40 o ZLIE-E 27 (p. 294) S5, 23 MM2 EC2 QIAH A B AUELICH

o QUIARAA(MEY ALE
TE 40| Y AUAHA Y. Y AAHA QIAHA MM2 ELB, ASG X AH8AL X|E &St
EC2 QIAaBiAQ Z2 74 @4 R T E £ laLict

- BEUY AY)
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ol&LCH
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CHE o= JSON

"alarmMetrics" : [
list of alarm metrics

]l
"logs" : [

list of logs

]l

"windowsEvents" : [
list of windows events channels configurations

]
¥

X|E

T A0 Cish ZLIER

g X EE FHolgtuch

JSON

{
"alarmMetricName" "monitoredMetricName",
"monitor" : true/false

}

4 A

=]

+ alarmMetricName(Z %+ AME

T8 240 Ofs ZLIEHEE X[E
CloudWatch Application Insights for .NET and SQL Serveroi M X|#El= 2

HztelAR.

+ monitor(A1&4 AFE)

XEE ZLIEE

=7

g x| o{F E LIEtHLHE R 2.

9| O|F. Application InsightsOll M X|5t= X|EE=
a5 gl 7;|_u. (p 300) |_

= Amazon

78 a0l cish ZLIE—ZE 238 YolgfLich
JSON
{
"logGroupName" "logGroupName",
"logPath" : "logPath",
" logType" n logType“ ,
"encoding" "encodingType",
"monitor" : true/false
}
2 A
-1 o
+ logGroupName(Z s ALE)
2UE-E Z30] ¢4Z2E CloudWatch 21 & 0|§. 21 I& 0I5 AMof =4l CisiME
CreateLogGroups EE3HMAIL.

* logPath(Z s AHE)
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Amazon CloudWatch AF AT4A]
7424 7Y

ZLE2E 200 A2, 21 Z2 &= ™o Windows A|AE 1} ZdZ2 o{of ghLCt. RFAIEH LIRS
CloudWatch OO|ME 4 ot 270 MME 2 X FHAAIL.

* logType(E4 ALE)

+ encoding(ME4 ALE)

ZLEHEE 20| elad /4. X|™HE 1FH2 CloudWatch 00| E X
gt M3 x| et2 B2 CloudWatch Application InsightsE 21 F&0
Lot
+ APPLICATION/DEFAULT: utf-8 212
+ SQL_SERVER: utf-16 2132 &
+ 1IS: ascii 212

+ monitor(21&4 ALE)
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2OE ZULEHZEX| 4R E LIEHHE F2. 7|IEAU2 trueUCh

Windows O|HIE

7|2 & Windows O|HIEE HO|gfL|C}.

JSON
{
"logGroupName" : "logGroupName",
"eventName" : "eventName",
"eventLevels" : ["ERROR","WARNING","CRITICAL","INFORMATION","VERBOSE"],
"monitor" : true/false
}
2 A1
- o

-~

+ logGroupName(Zs ALg)
2LIERIE 2301 ¢4Z% CloudWatch 21 18 0|&. 21 I & 0|8 M =740l CHsiAM e
CreateLogGroup2 X3 MAIL.

+ eventName(Z %)
7|2 Windows O|HIE S%d2]L|C}. 0|74 Windows O|HE 21 &< o|E1t SUgtLCt o2 SH

System, Security, CustomEventName S0| Q/&LICt O] EE&= 7|5 & Windows O|HIE & 0OiCt Q/0{oF
3FLJEP
= .

+ eventLevels(Z =)
7|88 o|HE =& X|HELICL 7ISe 2 &2 KI=datof &LICt 7S 8t 22 INFORMATION,

WARNING, ERROR, CRITICAL ! VERBOSEQILIC O| EEE= 7|5 & Windows O|HIE & 0OtCt QJo{oF &
L|Ct.

+ monitor(A1&4 ALE)
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AgentReference.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
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JSON

{
"alarmName" : "monitoredAlarmName",
"severity" : HIGH/MEDIUM/LOW

}

2 A4

=]

+ alarmName(Z %)

T4 a0 cis] 2LE{3E CloudWatch B2 9| O|§ &l L|C}.
+ severity(ME4 AMEH

ZE7t 22 el T YT E Lttt

T 24 T4 oA

CHS o= 2t&d AWS AfH|20f CHEH 14 24 F142 JSON BAlez HoiELICH

Amazon Elastic Compute Cloud(EC2) QIAEA

{
"alarmMetrics" : [
{
"alarmMetricName" : "CPUUtilization",
"monitor" : true
e A
"alarmMetricName" : "StatusCheckFailed"
}
]l
"logs" : [
{
"logGroupName" : "my_log_group",
"logPath" : "C:\\LogFolder\\*",
"logType" : "APPLICATION",
"monitor" : true
}l
{
"logGroupName" : "my_log_group_2",
"logPath" : "C:\\LogFolder2\\*",
"logType" : "IIS",
"encoding" : "utf-8"
}
]l
"windowsEvents" : [
{
"logGroupName" : "my_log_group_3",
"eventName" : "Application",
"eventLevels" : [ "ERROR", "WARNING", "CRITICAL" ],
"monitor" : true
e A
"logGroupName" : "my_log_group_4",
"eventName" : "System",
"eventLevels" : [ "ERROR", "WARNING", "CRITICAL" ],
"monitor" : true
}]l
"alarms" : [
{
"alarmName" : "my_instance_alarm 1",
"severity" : "HIGH"
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{
"alarmName" : "my_instance_alarm 2",
"severity" : "LOW"

}

Amazon Relational Database(RDS) QIAE A

{
"alarmMetrics" : [
{
"alarmMetricName" : "BurstBalance",
"monitor" : true
A
"alarmMetricName" : "WriteThroughput",
"monitor" : false
}
1,
"alarms" : [
{
"alarmName" : "my_rds_instance_alarm",
"severity" : "MEDIUM"
}
]
}

Elastic Load Balancing(ELB)

{
"alarmMetrics" : [
{
"alarmMetricName" : "EstimatedALBActiveConnectionCount",
}' {
"alarmMetricName" : "HTTPCode_Backend_5XX"
}
1,
"instances" : {
"alarmMetrics" : [
{
"alarmMetricName" : "CPUUtilization",
}' {
"alarmMetricName" : "StatusCheckFailed"
}
1,
"logs" : [
{
"logGroupName" : "my_log_group",
"logPath" : "C:\\LogFolder\\*",
"logType" : "APPLICATION",
}
1,
"windowsEvents" : [
{
"logGroupName" : "my_log_group_2",
"eventName" : "Application",
"eventLevels" : [ "ERROR", "WARNING", "CRITICAL" ],
"monitor" : true
}
]
Iy
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"alarms" : [
{
"alarmName" : "my_elb_alarm",
"severity" : "HIGH"
}
]

}

OfZ2(7| 0l ELB

{
"alarmMetrics" : [
{
"alarmMetricName" : "ActiveConnectionCount",
}' {
"alarmMetricName" : "TargetResponseTime"
}
1,
"instances" : {
"alarmMetrics" : [
{
"alarmMetricName" : "CPUUtilization",
}' {
"alarmMetricName" : "StatusCheckFailed"
}
1,
"logs" : [
{
"logGroupName" : "my_log_group",
"logPath" : "C:\\LogFolder\\*",
"logType" : "APPLICATION",
}
1,
"windowsEvents" : [
{
"logGroupName" : "my_log_group_2",
"eventName" : "Application",
"eventLevels" : [ "ERROR", "WARNING", "CRITICAL" ]
}
]
T
"alarms" : [
{
"alarmName" : "my_alb_alarm",
"severity" : "LOW"
}
]
}

Amazon EC2 Auto Scaling(ASG)

{
"alarmMetrics" : [
{
"alarmMetricName" : "CPUCreditBalance",
}' {
"alarmMetricName" : "EBSIOBalance%"
}
1,
"instances" : {
"alarmMetrics" : [
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{
"alarmMetricName" "CPUUtilization",
}' {
"alarmMetricName" "StatusCheckFailed"
}
1,
lllogsll [
{
"logGroupName" "my_log_group",
"logPath" "C:\\LogFolder\\*",
"logType" "APPLICATION",
}
1,
"windowsEvents" [
{
"logGroupName" "my_log_group_2",
"eventName" "Application",
"eventLevels" [ "ERROR", "WARNING", "CRITICAL"
}
]
Iy
"alarms" [
{
"alarmName" "my_asg_alarm",
"severity" "LOW"
}
]

}

]

Amazon Simple Queue Service(SQS)

{
"alarmMetrics" [
{
"alarmMetricName" "ApproximateAgeOfOldestMessage"
}' {
"alarmMetricName" "NumberOfEmptyReceives"
}
1,
"alarms" [
{
"alarmName" "my_sgs_alarm",
"severity" "MEDIUM"
}
]
}
nZ40| 1 &SI EC2 RIAEHA
{
"instances" {
"alarmMetrics" [
{
"alarmMetricName" "CPUUtilization",
}' {
"alarmMetricName" "StatusCheckFailed"
}
1,
lllogsll [
{
"logGroupName" "my_log_group",
"logPath" "C:\\LogFolder\\*",
"logType" "APPLICATION",

299




Amazon CloudWatch AHS AT

Bk
}
1,
"windowsEvents" : [
{
"logGroupName" : "my_log_group_2",
"eventName" : "Application",
"eventLevels" : [ "ERROR", "WARNING", "CRITICAL" ]
}
]
Iy
"alarms" : [
{
"alarmName" : "my_alarm",
"severity" : "MEDIUM"
}
]
}
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Amazon Elastic Compute Cloud(EC2)

CloudWatch Application Insights for .NET and SQL Server= LS OHZZ|7|0|MH 74 Q40f CHEH X|EE
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* Amazon Elastic Compute Cloud(EC2) (p. 301)
 Elastic Load Balancer(ELB) (p. 307)

+ OHZZ[Z0|M ELB (p. 307)

« Amazon EC2 Auto Scaling Z& (p. 307)

* Amazon Simple Queue Server(SQS) (p. 308)
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- 95 7I2E X|E (p. 315)

Amazon Elastic Compute Cloud(EC2)

CloudWatch 7|& X|E
CPUCreditBalance
CPUCreditUsage
CPUSurplusCreditBalance
CPUSurplusCreditsCharged
CPUUtilization
DiskReadBytes
DiskReadOps
DiskWriteBytes
DiskWriteOps
EBSByteBalance%
EBSIOBalance%
EBSReadBytes
EBSReadOps
EBSWriteBytes
EBSWriteOps
Networkin

NetworkOut
NetworkPacketsIn
NetworkPacketsOut
StatusCheckFailed

StatusCheckFailed_Instance
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StatusCheckFailed_System
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cpu_time_active

cpu_time_guest

cpu_time_guest_nice

cpu_time_idle

cpu_time_iowait

cpu_time_irq

cpu_time_nice

cpu_time_softirq

cpu_time_steal

cpu_time_system

cpu_time_user

cpu_usage_active
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cpu_usage_guest
cpu_usage_guest_nice
cpu_usage_idle
cpu_usage_iowait
cpu_usage_irq
cpu_usage_nice
cpu_usage_softirq
cpu_usage_steal
cpu_usage_system
cpu_usage_user
disk_free
disk_inodes_free
disk_inodes_used
disk_used
disk_used_percent
diskio_io_time
diskio_iops_in_progress
diskio_read_bytes
diskio_read_time
diskio_reads
diskio_write_bytes
diskio_write_time
diskio_writes
mem_active
mem_available
mem_available_percent
mem_buffered
mem_cached
mem_free
mem_inactive

mem_used
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mem_used_percent
net_bytes_recv
net_bytes_sent
net_drop_in
net_drop_out
net_err_in
net_err_out
net_packets_recv
net_packets_sent
netstat_tcp_close
netstat_tcp_close_wait
netstat_tcp_closing
netstat_tcp_established
netstat_tcp_fin_wait1
netstat_tcp_fin_wait2
netstat_tcp_last_ack
netstat_tcp_listen
netstat_tcp_none
netstat_tcp_syn_recv
netstat_tcp_syn_sent
netstat_tcp_time_wait
netstat_udp_socket
processes_blocked
processes_dead
processes_idle
processes_paging
processes_running
processes_sleeping
processes_stopped
processes_total
processes_total_threads

processes_wait
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processes_zombies
swap_free
swap_used

swap_used_percent

Elastic Load Balancer(ELB)

EstimatedALBActiveConnectionCount
EstimatedALBConsumedLCUs
EstimatedALBNewConnectionCount
EstimatedProcessedBytes
HTTPCode_Backend_4XX
HTTPCode_Backend_5XX
HealthyHostCount

RequestCount

UnHealthyHostCount

O Zc|7i0|44 ELB
EstimatedALBActiveConnectionCount
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EstimatedALBNewConnectionCount
EstimatedProcessedBytes
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RequestCount

SurgeQueuelength

UnHealthyHostCount

Amazon EC2 Auto Scaling Z1&

CPUCreditBalance
CPUCreditUsage

CPUSurplusCreditBalance
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CPUSurplusCreditsCharged
CPUUtilization
DiskReadBytes
DiskReadOps
DiskWriteBytes
DiskWriteOps
EBSByteBalance%
EBSIOBalance%
EBSReadBytes
EBSReadOps
EBSWriteBytes
EBSWriteOps

Networkin

NetworkOut
NetworkPacketsIn
NetworkPacketsOut
StatusCheckFailed
StatusCheckFailed_Instance

StatusCheckFailed_System

Amazon Simple Queue Server(SQS)

ApproximateAgeOfOldestMessage
ApproximateNumberOfMessagesDelayed
ApproximateNumberOfMessagesNotVisible
ApproximateNumberOfMessagesVisible
NumberOfEmptyReceives
NumberOfMessagesDeleted
NumberOfMessagesReceived

NumberOfMessagesSent

Amazon Relational Database Service(RDS)

BurstBalance
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NetworkPacketsOut

AWS/ELB
EstimatedALBActiveConnectionCount
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EstimatedProcessedBytes
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RequestCount
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{
"version": "O",
"id": "c4clclc9-6542-e61b-6ef0-8c4d36933a92",
"detail-type": "CloudWatch Alarm State Change",
"source": "aws.cloudwatch",
"account": "123456789012",
"time": "2019-10-02T17:04:40Z",
"region": "us-east-1",

"resources": [
"arn:aws:cloudwatch:us-east-1:123456789012:alarm:ServerCpuTooHigh"
1,
"detail": {
"alarmName": "ServerCpuTooHigh",
"configuration": {
"description": "Goes into alarm when server CPU utilization is too high!",
"metrics": [
{
"id": "30b6c6b2-a864-43a2-4877-c09alafc3b87",
"metricStat": {
"metric": {
"dimensions": {

"InstanceId": "i-12345678901234567"
}
"name": "CPUUtilization",
"namespace": "AWS/EC2"
}
"period": 300,
"stat": "Average"
}
"returnData": true
b
]
I
"previousState": {
"reason": "Threshold Crossed: 1 out of the last 1 datapoints

[0.0666851903306472 (01/10/19 13:46:00)] was not greater than the threshold (50.0)
(minimum 1 datapoint for ALARM -> OK transition).",

"reasonData": "{\"version\":\"1.0\",\"queryDate\":
\"2019-10-01T13:56:40.985+0000\",\"startDate\":\"2019-10-01T13:46:00.000+0000\", \"statistic
\":\"Average\", \"period\":300, \"recentDatapoints\":[0.0666851903306472],\"threshold
\":50.0}",
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"timestamp": "2019-10-01T13:56:40.987+0000",
"value": "OK"
Iy
"state": {
"reason": "Threshold Crossed: 1 out of the last 1 datapoints [99.50160229693434

(02/10/19 16:59:00)] was greater than the threshold (50.0) (minimum 1 datapoint for OK ->
ALARM transition).",

"reasonData": "{\"version\":\"1.0\",\"queryDate\":
\"2019-10-02T17:04:40.985+0000\", \"startDate\":\"2019-10-02T16:59:00.000+0000\",\"statistic
\":\"Average\", \"period\":300,\"recentDatapoints\":[99.50160229693434], \"threshold
\":50.0}",

"timestamp": "2019-10-02T17:04:40.989+0000",

"value": "ALARM"

-
-
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{
"version": "O",
"id": "2ddeOebl1-528b-d2d5-9ca6-6d590caf2329",
"detail-type": "CloudWatch Alarm State Change",
"source": "aws.cloudwatch",
"account": "123456789012",
"time": "2019-10-02T17:20:482Z",
"region": "us-east-1",
"resources": [
"arn:aws:cloudwatch:us-east-1:123456789012:alarm:TotalNetworkTrafficTooHigh"
1,
"detail": {
"alarmName": "TotalNetworkTrafficTooHigh",
"configuration": {
"description": "Goes into alarm if total network traffic exceeds 10Kb",
"metrics": [
{
"expression": "SUM(METRICS())",
"id": "e1i",
"label": "Total Network Traffic",
"returnData": true
T
{
"id": "mi",
"metricStat": {
"metric": {
"dimensions": {
"InstanceId": "i-12345678901234567"
o
"name": "NetworkIn",
"namespace": "AWS/EC2"
}
"period": 300,
"stat": "Maximum"
}
"returnData": false
T
{

"id": "m2",
"metricStat": {
"metric": {
"dimensions": {
"InstanceId": "i-12345678901234567"
o
"name": "NetworkOut",
"namespace": "AWS/EC2"
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e
"period": 300,
"stat": "Maximum"
e
"returnData": false
}
]
Iy
"previousState": {
"reason": "Unchecked: Initial alarm creation",
"timestamp": "2019-10-02T17:20:03.642+0000",
"value": "INSUFFICIENT_DATA"
Iy
"state": {
"reason": "Threshold Crossed: 1 out of the last 1 datapoints [45628.0 (02/10/19
17:10:00)] was greater than the threshold (10000.0) (minimum 1 datapoint for OK -> ALARM
transition).",
"reasonData": "{\"version\":\"1.0\",\"queryDate\":

\"2019-10-02T17:20:48.551+0000\",\"startDate\":\"2019-10-02T17:10:00.000+0000\", \"period
\":300,\"recentDatapoints\":[45628.0],\"threshold\":10000.0}",

"timestamp": "2019-10-02T17:20:48.554+0000",

"value": "ALARM"

-
-
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{
"version": "O",
"id": "daafc9fl-bddd-c6c9-83af-74971fcfc4ef",
"detail-type": "CloudWatch Alarm State Change",
"source": "aws.cloudwatch",
"account": "123456789012",
"time": "2019-10-03T16:00:04Z",
"region": "us-east-1",
"resources": ["arn:aws:cloudwatch:us-east-1:123456789012:alarm:EC2 CPU Utilization
Anomaly"],
"detail": {
"alarmName": "EC2 CPU Utilization Anomaly",
"state": {
"value": "ALARM",
"reason": "Thresholds Crossed: 1 out of the last 1 datapoints [0.0 (03/10/19

15:58:00)] was less than the lower thresholds [0.020599444741798756] or greater than the
upper thresholds [0.3006915352732461] (minimum 1 datapoint for OK -> ALARM transition).",
"reasonData": "{\"version\":\"1.0\",\"queryDate\":
\"2019-10-03T16:00:04.650+0000\",\"startDate\":\"2019-10-03T15:58:00.000+0000\", \"period
\":60,\"recentDatapoints\":[0.0],\"recentLowerThresholds\":[0.020599444741798756],
\"recentUpperThresholds\":[0.3006915352732461]}",

"timestamp": "2019-10-03T16:00:04.653+0000"
Iy
"previousState": {
"value": "OK",
"reason": "Thresholds Crossed: 1 out of the last 1 datapoints

[0.166666666664241 (03/10/19 15:57:00)] was not less than the lower thresholds
[0.0206719426210418] or not greater than the upper thresholds [0.30076870222143803]
(minimum 1 datapoint for ALARM -> OK transition).",

"reasonData": "{\"version\":\"1.0\",\"queryDate\":
\"2019-10-03T15:59:04.670+0000\",\"startDate\":\"2019-10-03T15:57:00.000+0000\",
\"period\":60,\"recentDatapoints\":[0.166666666664241],\"recentLowerThresholds\":
[0.0206719426210418], \"recentUpperThresholds\":[0.30076870222143803]}",

"timestamp": "2019-10-03T15:59:04.672+0000"
I
"configuration": {
"description": "Goes into alarm if CPU Utilization is out of band",
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"metrics": [{
"id": "ml“,
"metricStat": {

"metric": {
"namespace": "AWS/EC2",
"name": "CPUUtilization",

"dimensions": {
"InstanceId": "i-12345678901234567"
}
e
"period": 60,
"stat": "Average"

b

"returnData": true

}' {

Ilidll: llad1",
0.8)",

"expression": "ANOMALY DETECTION_BAND(m1,
"label": "CPUUtilization (expected)",
"returnData": true

]
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EHZ 2 BHET ZAEE MME = gLt

UVICICS KIE HA A 72

O 4! AFFO| “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD
NOT”, “RECOMMENDED”, “MAY” & “OPTIONAL” 7|IE& 7|9/= RFC21190{ MHE! CHE SHAIE LICH

0| &4 AF2O| "JSON", "JSON text", "JSON value", "member", "element”, "object", "array”, "number",

"string", "boolean”, "true", "false" & "null" €04 JavaScript Zi&| & 7[%4 RFC825901 Zo|El CHZ &l A ElL
Ct.

UHIC|= X|E 4| At PutLogEvents 28 &4

CloudWatch Logs PutLogEvents APIE Ab83t04 UHIC|IE X|E A EME & E ) 22t0|MEE CHS
B EA SIHE AbgsHok gLict.

x-amzn-logs-format: json/emf
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LogEvent M| A|X|= LogEvent HIA|X| -E—ﬂ"éol A= = Zof =7t Clo|E{7t @i R &5 JSON Zixiofof
ELICH LogEvent 70 CHEE XEMIEF LHE 2 InputLogEventE F EtAAIL.

AUHCIE X E €A EME FE LEO| OS2 2149 BHE Z&sHof gLict o= HEE|O|Ef 24
A (p. 330) A LICEH

{
"_aws": {
"CloudWatchMetrics": [ ... ]
}
}

FE L E0olE MetricDirective Z{| (p. 330)2] =2 HMo|El ZE 2?77 (p. 332) HH{7} Z & =|o{oF &L
Ct.

FELEE Qo F Aol T E(X| o2 CHE HHE Z&E + AUELICH O[2HE "ol 2t2 R &8t
JSON #&o|ofof gLt

HIECH OB ZHA|

_aws HHE CH2 AE 2| MH[A0] LogEventE *ElstE Y2 Le4F £ Ho|Z=oi CiEt HEIHOIEE
LIEHHE Ol A8 E == A&LICH 242 A o{oF 5t CH S ’IHE Z&sHoF &Lich

. CIoudWatchMetrics — LogEvente| R2E - EO0|AM X|EE FE5HTSH CloudWatchol| X|A|St=C| AHE &
£ MetricDirective 24| (p. 330)2] HHE IL|C}.

{
"_aws": {
"CloudWatchMetrics": [ ...
}
}

—

Timestamp — O[HIE 0| A FEEl X|H0| AASE|= EFHAREZE LIEHL = RAMJLICH 2f2 1970 1
12 00:00:00 UTC O|F Z3E AlZ

{
"_aws": {
"Timestamp": 1559748430481
}
}

MetricDirective ZHA|

MetricDirective Z4&|= & & 35104 CloudWatchol| HIA|E X|ZE& LogEvent7t Z&3SILE CIR2AER MH|A
off X|AI&LIC} MetricDirectivesHl £ CHS HB{7} E?:.*EIO{OI: atCt,
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+ Namespace — X|E 2| CloudWatch U ZUAHO|AE LIEHH= EXFFULICE
+ Dimensions — DimensionSet HI2 (p. 331)&JL|C}.

Metrics — MetricDefinition (p. 331) Z{A| 2| HHEILICH o] HiZofl 1007HE Z 13 = MetricDefinition 24
M7t e Elo{ M o ELICch

DimensionSet H{

DimensionSet= EAM2| 2 E X|EH| MEE x 7|2 ZE 5= EAMY HHLQULICH =8 O] B LHo| gf=2
CHA HE (p. 332)2tD 8t R E = =9| HH{odof gHL|C}.
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{
"_aws": {
"CloudWatchMetrics": [
{

"Dimensions": [ [ "functionVersion" ] ],

}
]
by

"functionVersion": "$LATEST"

}
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« Unit— 3li{g X|Zof CHSt 5 BRI LIEtE *d%"’%* EAE it a2 |
Ct2loqof LIt & 8 THlofl CHEE AHMIEF LI 2 MetricDatume EH RS A2
7|122f2 NONES 2 758t}

"_aws": {

"CloudWatchMetrics": [
{
"Metrics": [

{

"Name": "Time",
"Unit": "Milliseconds"
}

1,
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"Pime": 1
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FE gt RE Lo o| Y HH (p. 332) HHE H X5t 2AHYE 24 {8t =& RFC69010]
MHEE JSON ZQIE{Qt ESdlM= e ELICh ChY 22 SHE +
CH&F H
SEE Y2 FE =9 HiHo{of 5t M E MY == ei&LICH & §04 "a.a"2| _reference_ 2LO|
CHS Bt LxIsHok gLict.
{ HA a" }

SHE HHet Yx[stx| ehotok BfLict.

{ npn { ngn } }

2 HHE Hxs
OF 3t At CHet 2 2 A gtolojof gt

£ W&o wet EetELICH ol

£0{ X| & CHY 2 XAt 2Lolod

{
"_aws": {
"Timestamp": 1574109732004,
"CloudWatchMetrics": [
{
"Namespace": "lambda-function-metrics",
"Dimensions": [["functionVersion"]],
"Metrics": [
{
"Name": "time",
"Unit": "Milliseconds"
}
]
}
]
T
"functionVersion": "$LATEST",
"time": 100,
"requestId": "989ffbf8-9ace-4817-a57c-e4dd734019ee"
}

ChS A7(0HE A85to] HICI= XIE HA ZMel REEHS AAHE

"type": "object",
"title": "Root Node",
"required": [
"_aws"
1,
"properties": {
"_aws": {

332



https://tools.ietf.org/html/rfc6901

Amazon CloudWatch A}

TSR YHIC|E X|E H

1> 0l

"$id": "#/properties/_aws",
"type": "object",
"title": "Metadata",
"required": [
"Timestamp",
"CloudWatchMetrics"
1,
"properties": {
"Timestamp": {
"$id": "#/properties/_aws/properties/Timestamp",
"type": "integer",
"title": "The Timestamp Schema",
"examples": [
1565375354953
]
I
"CloudWatchMetrics": {
"$id": "#/properties/_aws/properties/CloudWatchMetrics",
"type": "array",
"title": "MetricDirectives",
"items": {
"$id": "#/properties/_aws/properties/CloudWatchMetrics/items",
"type": "object",
"title": "MetricDirective",
"required": [
"Namespace",
"Dimensions",
"Metrics"
1.
"properties": {
"Namespace": {
"$id": "#/properties/_aws/properties/CloudWatchMetrics/
items/properties/Namespace",
"type": "string",
"title": "CloudWatch Metrics Namespace",
"examples": [
"MyApp"
1,
"pattern": "A(.*)$"
}
"Dimensions": {
"$id": "#/properties/_aws/properties/CloudWatchMetrics/
items/properties/Dimensions",
"type": "array",
"title": "The Dimensions Schema",
"items": {
"$id": "#/properties/_aws/properties/CloudWatchMetrics/
items/properties/Dimensions/items",
"type": "array",
"title": "DimensionSet",
"items": {
"$id": "#/properties/_aws/properties/
CloudwWatchMetrics/items/properties/Dimensions/items/items",
"type": "string",
"title": "DimensionReference",
"examples": [
"Operation"
1,
"pattern": "A(.*)$"

}
}
"Metrics": {
"$id": "#/properties/_aws/properties/CloudWatchMetrics/
items/properties/Metrics",
"type": "array",
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"title": "MetricDefinitions",
"items": {
"$id": "#/properties/_aws/properties/CloudWatchMetrics/

items/properties/Metrics/items",
"type": "object",

"title": "MetricDefinition",
"required": [
"Name"

1,
"properties": {
"Name": {

"$id": "#/properties/_aws/properties/
CloudwWatchMetrics/items/properties/Metrics/items/properties/Name",

"type": "string",

"title": "MetricName",

"examples": [

"ProcessingLatency"

1.

"pattern": "A(.*)$"

I
"Unit": {

"$id": "#/properties/_aws/properties/
CloudwWatchMetrics/items/properties/Metrics/items/properties/Unit",

"type": "string",

"title": "MetricUnit",

"examples": [

"Milliseconds"

1.

"pattern": "A(Seconds|Microseconds |
Milliseconds|Bytes|Kilobytes|Megabytes|Gigabytes|Terabytes|Bits|Kilobits|Megabits|Gigabits]|
Terabits|Percent|Count |Bytes\\/Second|Kilobytes\\/Second|Megabytes\\/Second|Gigabytes\\/
Second|Terabytes\\/Second|Bits\\/Second|Kilobits\\/Second|Megabits\\/Second|Gigabits\\/
Second|Terabits\\/Second|Count\\/Second|None)$"

}
}

PutLogEvents APIE AtE5t0] =82 =2 MEE HHIC|E X|E H
= RS b
CloudWatch Logs PutLogEvents APIE At&3t04 &HIC|E X|E ¥4 238 CloudWatch Logstl] & &

U&LICH PutLogEventsE EEE M| X|EE FE3H 0k BtCtD CloudWatch Logsoll X|A|SHEAT CHE HTT
SlHE Z&stof gLict.

_J'\_
P

x-amzn-logs-format: json/emf

CHS 2 AWS Java& SDKE At&3st= A o Ml dLICt.

package org.example.basicapp;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.cloudwatchlogs.CloudWatchLogsClient;
import software.amazon.awssdk.services.cloudwatchlogs.model.DescribeLogStreamsRequest;
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import software.amazon.awssdk.services.cloudwatchlogs.model.DescribelLogStreamsResponse;
import software.amazon.awssdk.services.cloudwatchlogs.model.InputLogEvent;
import software.amazon.awssdk.services.cloudwatchlogs.model.PutLogEventsRequest;

import java.util.Collections;

public class EmbeddedMetricsExample {
public static void main(String[] args) {

final String usage = "To run this example, supply a region id (eg. us-
east-1), log group, and stream name as command line arguments"
+ "Ex: PutLogEvents <region-id> <log-group-name> <stream-
name>";

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

}

String regionId = args[0];
String logGroupName = args[1l];
String logStreamName = args[2];

CloudwWatchLogsClient logsClient =
CloudwWatchLogsClient.builder().region(Region.of(regionId)).build();

// A sequence token is required to put a log event in an existing stream.

// Look up the stream to find its sequence token.

String sequenceToken = getNextSequenceToken(logsClient, logGroupName,
logStreamName);

// Build a JSON log using the EmbeddedMetricFormat.
long timestamp = System.currentTimeMillis();

String message = "{" +
"o \"_aws\": {" +
" \"Timestamp\": " + timestamp + "," +
" \"CloudWatchMetrics\": [" +
n { LI

" \"Namespace\": \"MyApp\"," +

n \"Dimensions\": [[\"Operation\"], [\"Operation\",
\"Cell\"]]," +

" \"Metrics\": [{ \"Name\": \"ProcessingLatency\",
\"Unit\": \"Milliseconds\" }]" +

n } LI

n ] LI

n } , " +

" \"Operation\": \"Aggregator\"," +

" \"Cell\": \"001l\"," +
" \"ProcessingLatency\": 100" +
"}
InputLogEvent inputLogEvent = InputLogEvent.builder()
.message(message)
.timestamp(timestamp)
.build();

// Specify the request parameters.
PutLogEventsRequest putLogEventsRequest = PutLogEventsRequest.builder()
.overrideConfiguration(builder ->
// provide the log-format header of json/emf
builder.headers(Collections.singletonMap("x-amzn-logs-—
format", Collections.singletonList("json/emf"))))
.logEvents(Collections.singletonList(inputLogEvent))
.logGroupName (logGroupName)
.logStreamName(logStreamName)
.sequenceToken(sequenceToken)
.build();
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logsClient.putLogEvents(putLogEventsRequest);

System.out.println("Successfully put CloudWatch log event");
}

private static String getNextSequenceToken(CloudWatchLogsClient logsClient, String
logGroupName, String logStreamName) {
DescribeLogStreamsRequest logStreamRequest =
DescribeLogStreamsRequest.builder()
.logGroupName (logGroupName)
.logStreamNamePrefix(logStreamName)
.build();

DescribeLogStreamsResponse describeLogStreamsResponse =
logsClient.describeLogStreams(logStreamRequest);

// Assume that a single stream is returned since a specific stream name was

// specified in the previous request.

return
describeLogStreamsResponse.logStreams().get(0).uploadSequenceToken();

}

CloudWatch O{|O|ME & AFE5t0{ HIC|IE X|E A 20 S

Ol S ArEstedH HX TS AHIC|I= XIE FA 237t U= MH|A0]| CHEF CloudWatch OOITHEE
MX[E CHS O|HIE &S AlRY £ AU&LICH

CloudWatch OflO0|ME & 1.230621.0 O|4f E{Z10|oqo} &FL|Ct.
Note

Lambda &5+0M 238 ™&5t7| 28 Cloudwatch HO|MEE M x(|E
NS 2 MEIEX| E&LICH &, X|E7H E22HA |

ZutE|H sie S Eof chEt X|E 74 AR EX| ek& L Ch.
CloudWatch O|O|ME M x|
UHIC|IE X|E A 238 FME8 ZF MH|A0] CHE CloudWatch O0|MEE M x(gFL|C

EC201 CloudWatch 0i|0|HE M x|

HX| QIAEAO] CloudWatch O|MEE Mx|ELICt RtA|EH LHE 2 CloudWatch 0| O|HE M| (p. 190)
EHE xsHAAL.

OO|MEE Mx|8t Fof= YHICIE X[E A 230 CHSH UDP = TCP ZEWM =4I CHZ|SHES 0f 0|
HMEE FEELICH OS2 7|18 &7 tep: 258880 M =2l EH7IoFE Ol #+42| of LICH oflO|HE o]
CHEt XP & LI 2 CloudWatch Of|0|HME F4 IUS =82 = M4 = HE (p. 227)2 HEtAAIR.
{
"logs": {
"metrics_collected": {
"emf": { }
}
}
}

Amazon ECSO0{| CloudWatch Of|0|™E M %]

CloudWatch 00| MEE Amazon ECSOI| HIZ 5t= 7HE 4|2 e AFO|EFIE AldH5t0d o Z 2|7 0| At

St 2] HololM Helste Wl
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OoIHE T4 mted &y

CloudWatch 0 O|TE T4 EP°'° 2H=z d-Et of txofM & ItY = = amazon-
cloudwatch-agent.json®|L|C}.

oflo|ME FAoi chet REMIEH LI8 2 CloudWatch Of0|FE 7 mfele 502 MM = H
& (p. 227)8 HZSHAAIL.

{
"logs": {
"metrics_collected": {
"emf": { }
}
}
}
SSM ItZIO|Ef AEO{Z 74 FA|
Ctg Py 245104 CloudWatch O O|ME 4 Tt UE AWS Systems Manager(SSM) It2tO|Ef AEO0{E
F Al
aws ssm put-parameter \

--name "cwagentconfig" \

--type "String" \

--value "“cat amazon-cloudwatch-agent.json™" \
--region "{{region}}"

Ztof Mol 14

CloudWatch MO|MEE AIE35l1 TCP 5 UDP ZEE - E5t T E 59 Ho|E FAELICH AF85Hok &
= ME Y Yol HERZ 2o et chELIc

webappOHH AWS_EMF_AGENT_ENDPOINT 23 B8 X|HELICH o] 7|52 2tol=eqz[olAd A4S = of
O|ME7} 44l Ch7|5t= A= EQIEE 7t2|74ok BLICH 3t cwagent01|k|._ CW_CONFIG_CONTENTS O]

M EHA oM MAE sSSM A E 12|17 |E “valueFrom” IH2HO|E{E K| & LIC]

OhE2 EelX| 229 o guUch E2[X| 2= I:IIE°49'0| 2H3E B2 O|ME & 1inks II2HOEE ME
5to{ of Z2[7i0|Mof| 445t 1 Z4E|0|L] O|F 2 AM835tod FLE KIHat ok g LiCt

{

"containerDefinitions": [
{

"name": "webapp",

"links": [ "cwagent" ],

"image": "my-org/web-app:latest",

"essential": true,

"memory": 256,

"cpu": 256,

"environment": [{
"name": "AWS_EMF_AGENT_ENDPOINT",
"value": "tcp://cwagent:25888"

1

"name": "cwagent",

"mountPoints": [],

"image": "amazon/cloudwatch-agent:latest",
"essential": true,

"memory": 256,

"cpu": 256,
"portMappings": [{
"protocol": "tcp",
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"containerPort"

I
"CW_CONFIG_CONTENT"

2 MM
HA 20 M

888
i
=T

A 2 ofo|™

1

"environment"

"name":
"value"

3

-

"cwagentconfig"

EQI3 FC oM

"webapp"

[

{

{
"name"

"containerDefinitions"
"image"

"essential"
: 256,

"my-org/web-app:latest"

true,

o
"AWS_EMF_AGENT_ENDPOINT"

"memory"
"cpu": 256,
"environment":

"name" : _EMF__
"value": "tcp://127.0.0.1:25888"
I

Iy

{
"name": "cwagent"
"mountPoints": [],
"image": "amazon/cloudwatch-agent:latest"
"essential": true,
"memory": 256,
"cpu": 256,
"portMappings": [{
"protocol": "tcp",
"containerPort": 25888
I
"environment": [{
"name": "CW_CONFIG_CONTENT"
"value": "cwagentconfig"
I
1,
}
Note
awsvpc ZEO0|M= VPCOH| HEZ! IP £AE X35t 7HLE(FargateBt sHE) NAT 70| ES|0|E& A
35l 7{Lt CloudWatch Logs VPC <>*l':s.golE = H’H 45l 0F BFL|CH NAT A&dof CHat RFA|EH L|.|
NAT HO|E9|0|& #Z 34 AI2. CloudWatch Logs VPC =2 QIE MHof Chét REAIEH LIS
OlE{H| 0|A VPC 2 ':;‘n‘;o._|59|- &7 CloudWatch Logs AFS 2 xR StAIAI.
CHS2 Fargate A% RS A8sts Aol HER]IP FLE &3 sHs Yol o ULt
aws ecs run-task \
--cluster {{cluster-name}} \
--task-definition cwagent-fargate \
--region {{region}} \
--launch-type FARGATE \
--network-configuration
"awsvpcConfiguration={subnets=[{{subnetId}}],securityGroups=[{{sgId}}],assignPublicIp=ENABLED}"
et =0l
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html

Amazon CloudWatch AFE A40EA]
TSR YUHIC|E X|E BA 20 Y

g AlMEE IAM A2E o SSM mhE0|Ef AE 0404 A o
AmazonSSMReadOnlyAccess &2 g 9174504 0| et

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/AmazonSSMReadOnlyAccess \
--role-name CWAgentECSExecutionRole

Amazon EKSO] CloudWatch Of|0|ME M k|

0| &2{AE{0d| CloudWatch Container InsightsE 0|0] Mx|8t B 0| Z2 M A S| AR E HLHE 5 U&L
Ct.

et

Container InsightsE oF & Mx|5X| 2f2 B2 HX Amazon EKS =01 At IAM H$EHo| Q=X &l
L|C}. CloudWatchAgentServerPolicy 7t 9173 E|04 Qlo{ok & L|C}. RFA|E LH 2 M = &Rl (p. 145) B

HE FRsHAL.
ConfigMap 44

oflo|MEof CHEt ConfigMap2 A48 LIC}. ConfigMap2 EESH TCP EE= UDP ZEO|M 4l CH7|SHEE of
O|ME| X|AIELICH CHZ ConfigMapE AHS & LICH.

# cwagent-emf-configmap.yaml

apivVersion: vl

data:
# Any changes here must not break the JSON format
cwagentconfig.json: |

{
"agent": {
"omit_hostname": true
}!
"logs": {
"metrics_collected": {
"emf": { }
}
}
}
kind: ConfigMap
metadata:

name: cwagentemfconfig
namespace: default

Container InsightsZ 0|0| Mx%|8t 22 7|Z ConfigMap0ll CHS "eme": { } E2 FIHELICH
ConfigMap X&&

CHS WS l245l04 ConfigMapS XM & &FLCH.

kubectl apply -f cwagent-emf-configmap.yaml

OfO|ME HHaE

CloudWatch 00| MEE AO|EFtZ HHZ5tE{H CHS ofiX|e Z 0| Z= Holof o0|HEE FIHEfLICH

apiversion: vl

kind: Pod

metadata:
name: myapp
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namespace: default
spec:
containers:
# Your container definitions go here
- name: web-app
image: my-org/web-app:latest
# CloudWatch Agent configuration
- name: cloudwatch-agent
image: amazon/cloudwatch-agent:latest
imagePullPolicy: Always

resources:
limits:
cpu: 200m
memory: 100Mi
requests:
cpu: 200m
memory: 100Mi
volumeMounts:

- name: cwagentconfig
mountPath: /etc/cwagentconfig
ports:
# this should match the port configured in the ConfigMap
- protocol: TCP
hostPort: 25888
containerPort: 25888

volumes:
- name: cwagentconfig
configMap:

name: cwagentemfconfig

gtod YHICIE XIE HA 21 %

i
_>,~_
oh

CloudWatch 0{|0|ME

CloudWatch (O|ME & MX|5t A™AS T LIH TCP £= UDPE Sl AHICIE X A 208 TESE
T UELICL OIO|TMEE SHEZOAE HMSHE WS F 7PX| 2T Aol A&

- 200z A" 20 32 oll0|TMEN ZE{F = LogGroupName 7|7+ Q40{0F & L|C}.
« ZF 23 OlHIEE= B Eoi Qlofof EFLIct &, 21 O|HEN = & HHE EXH\n)7t Z&E £+ ei&Lich

LI

Ecs ?:! | I': XE A ALSS metok BLICH REMEH LI 2 At HICI= X|E SA
=t
E

o, oI- 27 0| 1E
(p. 329) &S

C2 € Linux bash oM £52o2 27 o|H

EE M&5te o MQuch Medst = 2 7212l oo A M=
ste= UDP 270 OIE{H|O|AE CHA AFSE = &Lt

echo '"{"_aws":{"Timestamp":1574109732004, "LogGroupName":"Foo", "CloudWatchMetrics":
[{"Namespace":"MyApp", "Dimensions":[["Operation"]], "Metrics":
[{"Name":"ProcessingLatency","Unit":"Milliseconds"}]}]}, "Operation":"Aggregator", "ProcessingLatency": 1(

\
> /dev/udp/0.0.0.0/25888

>
A
FH
=
Hu
H
HL
;N

X|IEE Z&ohs AUHICIS X|E BA| 28 A48 CloudWatch 22 AL 5H0d X|EE & 4 et
UMIC| X Eof= 28 a8 of XIB3 AH2lo| USLICH E3t B2OIAE BHo|=BIEIE AFB5tod 44
B UHiCl X Eol chg 2 7|2 Ralol UL

» ServiceType
« ServiceName
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* LogGroup

UHCIE X|E "4 2O0M d-EE X EE Ee{H

1. https://console.aws.amazon.com/cloudwatch/0l| A CloudWatch 2£& iLIC}.
2. ErM ZHoi| A [Metrics] 2 MEHEILICH
3. UHIC|E X|EE MAE mf s X|Eo| XA HLATHO|AE MEHEL|CIH ZEt0|YME Elo|EE2IE

ME35t0d X|EE M5t T HUAHO|AE X|™HEHK| et 2 FR aws-embedded-metrics& MEHELICEH.
Ec0|ME Bto|EB2|E AF85to] MM E HIC|E X[E

7
9| 7|2 dAamo|lAJLct,
4. X|E M0l ServiceName)2 MEREFL|CH.

5. EE X|Z ol HdAmo|lA0| ST &H7d0l| Cigt ZE X|E7F ZAIELICH CHE2 a3 g & U&LICH

a. El|o|=2 YHstt{H & HEI2 2 ASE LT

= — = .
b. XIEE JHZ=Z FAIStE{H X|E Fol| e FHUete MEELICH ZE X|EE M=ste{H E|0|E
p 5

[yt
I

CloudWatch Logs Insights& At83to 21 2|

CloudWatch Logs Insights§ At&3t0 2 O|HES| Z& Il CiEt AlE5X0l EHHS M3 EFEM F

EE X|EQ GHE XIME 2O O|HIEE REIE = USLICEL 20 XEE FEE I S & U= Ol

o 5 st LS0| 1R xIE(XIE 0|8 Zeh U X|E 22 7IZoz 218 TE{stod
' b

= =
EAE XIE 2ol 7[o{Et O|HEof CHEH ZAHAE

OE E0{ YES W= L ID E& x-ray £ IDE 2 22{M CloudWatch Logs InsightsHlM CHS #HEIE
Al#EH|C}

=2EoH .

filter Latency > 1000 and Operation = "Aggregator"

| fields RequestId, Traceld

olHIE of &g 2y
Che ol OIE Hof FLIcH

filter Latency > 1000 and Operation = "Aggregator"
| stats count() by CustomerId

KEMIEH LI 2 CloudWatch Logs InsightsE Al&36t04 21 H|0|E A48 XAl A,
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html

Amazon CloudWatch AF AT4A]

AWS SDK X|E & Ar&3t04 o= 2|7l
Ol EL[ET

e EP0|jc I 42 CloudWatch 01| O|E QL AWS SDK X|E for Enterprise Support(SDK X|E)E &7H At
83tod ST ZAEQL 22t0[21E 0| M AWS SDKO] CHEH X EE +RE = U&LICt ol2{8 X|E&= AWS
Enterprise Support2t R ELICH SDK X|E= Z =0l ALK} X|H X|EE F7H6HK| &80 AWS AH| A0 CH
gt ol Z2|F 0|Ado| 24Zdoi| CHEH £ X|E ot TIEH CIOIEE +=EE = UL TAF2 =2 219 H0|EE
AWS Support?t 3R5HE Ol 28 =5 &g £ = &L

Important

il

=

SDK X|E &= Enterprise Support 75 D240t At 88 5= Q&LICH XFMIE LIEE Amazon
CloudWatch X|2 tIE{& & ESHAAI2.

AWS AMHIAE =™ §§6+1 Cl2 CHedof LIYEl & & 5tLEQI AWS SDKE AI236t0] 2EE R E o
Z|70| Mol SDK X|EE AF2E £ Q&LCH

SDK X|E £ AWS SDKE Sl ’é;*é;i_l &S ZLEAStT 22t0|ME ofZEZ|7|o|MT SUsH A

ol A¥E|= CloudWatch OO|MEE AMS & LICE CHS B0l HE SDK X|E CIO|EHE HMSES
CloudWatch 00| EE & M3lstE O 2t EHHIE MHEELICH SDKOIAM FAdete et &S
A—H:HO SDK A—||:H}\.|E E_7F_3|‘MM9

=X
» Enterprise Support0i| CHEF AWS SDK X|ZE0i|A =%
. SDK X|E MH (p. 345)

gt X|Z 2t CllOlE] (p. 343)

SDK X|EE Al235t24™ CloudWatch 00| E HA
AlS

M 1.207573.0 O|& 2 Ar&3HoF g LICt CloudWatch 00|
MEE o|0| ™S e B2 oS oM s HH ?

o —~
M
mjo
1
30
I
C

* Linux: /opt/aws/amazon-cloudwatch-agent/bin/CWAGENT VERSION
* Windows Server: C:\Program Files\Amazon\AmazonCloudWatchAgent\CWAGENT VERSION

Edt CHS AWS SDK KA & SHLEE AR5l oF g LCH.

X|¢lEl= SDK SDK X|E MEHM

AWS CLI 1.16.84 0|4 SDK x| &
AWS CLI x| X|El2 Python& SDK(Boto3)2| X|& 1t S
LICt.

C++8 AWS SDK 1.7.47 0|4 SDK X|E

Go& AWS SDK 1.25.18 0|4 Go8 AWS SDK2| SDK X|E

AWS SDK for Java 1.11.523 O|4f(Java | Enterprise Support0il CH&F AWS SDK x| & & A5}
2.x& AWS SDK7} ot & x| E|X| B 2)

AWS SDK for JavaScript in Node.js AWS SDK for JavaScript2| SDK X| &
2.387 O| &t
NET& AWS SDK 3.3.440 0|4 SDK X|E& &4435}
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https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
http://boto3.amazonaws.com/v1/documentation/api/latest/guide/sdk-metrics.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/sdk-metrics.html
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/sdk-metrics.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/sdk-metrics.html
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/metrics.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/sdk-metrics.html

Amazon CloudWatch A2 MEHM
SDK X|E for Enterprise Supportoll A #=Z|8t X|Z 2} G| O|E

K| ElE SDK SDK X|E MEM
PHP& AWS SDK 3.85.0 0|4} PHP& AWS SDK H{7 32| SDK X| &

Python& AWS SDK(Boto3) 1.9.78 0|4 | SDK X| &

Ruby& AWS SDK 3.45.0 0|4 Ruby& AWS SDK2| SDK X|E

Enterprise Support0il CH&F AWS SDK X|E 0 =%
et X|Z 2t o|Oo|E

SDK X|E= O Z2|70|Me 22 E HIO|E{E =&t £ 0|8 A& 35104 CloudWatchol| X|E& ™&EFL|C.
CH2 Eol= SDK X|ZoM =&t ClolEf 55 0| Lot ‘BAQI—IEL

HAE /Y
HIAIX] HH N
HAIX| 1D N
MHIA EZQIE 2
MAEkE MHlA D BAY
APl 2t4 O|& N
71873(SDK 24 2t ™) HEOEs1) U ME £
X|9d AlZHSDK 124 2H) Distribution
SDK H{H EXA
220 E 2101 HEHY] T N
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A= Distribution
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https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/sdk-metrics.html
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--set-visible-to-all-users
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ot Z2oE X|Eo 4EEAE EoiFLc
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EndToEndLatencyE AF&35t0{ AWS APl =
£0| o Z2IA 0] o] TA| x| Alzhol| HotLt
7|04RHE=XIE &HlE = U&LICH HERT, &
S = J|E 7 MY EXME Qs ol &=t
£2 K| Alzto| 2lE = AU&LICH SDK &Y
A2 QISHME X|Qd AlZHO| HHlgr = &L
ct.

Ol X|EE AH&3to{ EX|7t of Z2|AH0lMof &
YE EXMUX| otL|H =zt EE HELIF 0
ofal Ydst=x| HUFAMAR E2 22 API
S E0f CHEt 2 AlZH =0 g2 LEd =
A&LICt

O| R|EE AHE350{ SDK RHAIZ EE= X|Q4 Al
7to| polg FHelg = &L U AWS &

olMEe CH7| AlZH2 HTTP 503 SE oz EF st
7| i20i o] XIZE7} &4 AWS MH|Aof ZE
0| QS E LIEIHHE Zd2 oblLCh.

O| X|EE At835to{ of ZE (7 o|Mol =
(throttling) BtA[0l =X BHotstD R
T Y oiEEF oM TH7| Alztel §elE &
= UELICH E2 20| EAHSES Y
(batch)2 XElste CHAl 7|2 SOt S &8
Al7{ EMAI2.

=

o >

st
=
I

fijo
>

Ty
A
rx

344



Amazon CloudWatch A2 A

HA

SDK X|E MY

SDK X|Z0|M CtS ®H B2 AF8E = U&LICt
R Mo
DestinationRegion EE0| cha Aws 2TQLcH
MHIA OHZ 2|7 0| MM &= AWS MH|AQILICY
SDK x| I AdX4
AL = O
SDK X|EE MH5t0{H SDKZE LR BHE =35t UF = CloudWatch OO|MEZ =33 AA2.
SDK X|E & M3 st2d™
1. SDK X|EZ x|5t= AWS SDKE Al23510{ o Z 2|7H|0| 4 E AAdstL|Ct.
2. Amazon EC2 QIAEA L= 24 B ZoM Z2MEZ 5 AEISHL|CH
3. SDKO| %Al HHHE MxI5Ho AFSEFLICH.
4. K|EE f{lEO %Elﬂlolﬁ% Al SOIEC2 QIAEIA E= 24 87301 CloudWatch 01| 0|
x|t XMIEE LI &€ CloudwWatch | O|HE M X| (p. 190) EtE 2 ZESHAAIL.

5. SDK X|Z0{ Ci3H CloudWatch 01|0|HE
M (p. 346) BHHE xS AAI.

6. XIEE =% UTES TS SDK X|E
A (p. 347) ._%% =y +o+*'AI°

7.

& SQITLICH RAIE LIS

T8 RAE L8

2 SDK X|Zof CHEh IAM #
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MRE

5 A

—

MM
=

2 SDK X|E0i| CH3H CloudWatch 00| E 3

LICt 2 SDKOf| 822 At

export AWS_CSM_ENABLED=true

CHE wedoll cHet REMIEH L8 2 CHS E9F 20| SDK MEME 2 ZEFAAIL.
x| ElE SDK SDK X|E MEHM
AWS CLI 1.16.84 0|4 SDK x| %
AWS CLI x| X|&{2 Python& SDK(Boto3)2| X|
grulct.
C++8 AWS SDK 1.7.47 O 4 SDK X|&
Go& AWS SDK 1.16.18 0|4 Go& AWS SDK2| SDK X|E

AWS SDK for Java 1.11.523 0|4
(Java 2. x2 AWS SDK7} OH&! x| g
x| et3)

AWS SDK for JavaScript in Node.js
2.387 0|4

NETE AWS SDK 3.3.440 0|4}
PHP& AWS SDK 3.85.0 O|4f
Python& AWS SDK(Boto3) 1.9.78 0|
Al
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http://boto3.amazonaws.com/v1/documentation/api/latest/guide/sdk-metrics.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/sdk-metrics.html
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/sdk-metrics.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/sdk-metrics.html
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/metrics.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/sdk-metrics.html
https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/guide_sdk-metrics.html
http://boto3.amazonaws.com/v1/documentation/api/latest/guide/sdk-metrics.html

Amazon CloudWatch A2 AT A
SDK X|Z0i CH3H CloudWatch Of0|TE T4

x| ElE SDK SDK X|E MEHM
Ruby& AWS SDK 3.45.0 0|4 Ruby& AWS SDKQ| SDK X|E

SDK X|Z0f CH3al CloudWatch O|O|MHE +4

CloudWatch 01|0|75_‘|E§ MRIEF = SDK X| £ AS st F T sHoF FLICH 7Y 42 -2 AWS Al&

=
+ AWS A|AE! ZE|XFE AFE 3104 SDK X|Z 0 CHEH CloudWatch 00| E 7 (p. 346)
+ SDK X|E0f CHal 822 CloudWatch 00| E T4 (p. 346)

AWS A|AE! 2 2|XIE AF2 5104 SDK X|E0f| CHal CloudWatch 0|
O|ME T4

O| o M= SSME At835t04 SDK k| & 2 °4Eﬁ|'55 CloudWatch& F#d35t= Y dBELICH SSM
oflo|MEoi CHEt REAIEH LHE2 SSM Agent x| & 748 HESHAAIL.

SSME At&36t0{ SDK X|EE FdstedH

1. Open the A|AE! 2-2|X} console at https://console.aws.amazon.com/systems-manager/.
2. EfM &0 A Run CommandE MEHEFL|CH,
3. HH EM SZ0lA AWS-UpdateSSMAgent 2| HHE S MEABIL|CH
4. CHA Yol A CloudWatch OO|HMEE M&|Et QIARAE MEAFIL|CE
5. EM Fo|M miztOlEe AE0{E MEHFLICH
6. ItztOlE Mg MEdghe|ct
7. ofE eH
a. mztole 0|%% AmazonCSM ZE X|™HErL|Ct
b. string @A MEHFLIC.
c. Zol{ "ecsm": {"memory limit_in mb": 20, "port": 31000}}5 =AFLIC}
8. ItztOlE MAg MEdghL|ct

T4 8252 SDK HBME HESAUAL.

SDK X|E 0| CHal =52 =2 CloudWatch O|O|FME 74
O| EtoME SDK X|E 2t P55 == CloudWatch M|O|MEE 502 M5tE s MAEEtL|C}.
CloudWatch Of|O|ME T4 mQl Al A

O} &| CloudWatch Of|0|ME 7144 1 l0| §F
2 0l M (0 929) HHEIE 217 st bl

SDK X|&E 74 F7}

CloudWatch 00| E F43 ol |42 JSON A0l CFS csm FFE F7HELICH

"esm": {
"memory_limit in mb": 20,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://console.aws.amazon.com/systems-manager/
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"port": 31000

}
ofl:
{
"agent": {
}l
"metrics": {
}l
"csm": {
"memory_limit_in mb": 20,
"port": 31000
}
}

Ol%f O] 74 THUS ALB 5104 CloudWatch OIlOITHLE S AISHE 4 UBLICH XEAIEH LSS CloudWatch of
OIFE AlZF (p. 208) EHRIE A SHAAIR.
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sdkmetrics:*"

]I

"Resource": "*"

}

5. 24 0|22 AmazonSDKMetrics2 X|&&fL|Ct.

6. CloudWatch O|O|HMEE A™ QI EC2 QAHAN HAE IAM ALEXL EE= dgol7 o]l WA g 14
gfuch
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+ AWS CloudHSM

* Amazon CloudWatch

* Amazon DynamoDB

* Amazon EC2

* Amazon Elastic Container Registry
* AWS Key Management Service

* Amazon Kinesis Data Firehose
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« CloudWatch A& X|E (p. 349)
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1. https://console.aws.amazon.com/cloudwatch/0ll A CloudWatch &2 iL|c}.
2. ErM ZHoi| A [Metrics] 2 MEHELICH
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/monitoring-usage.html
https://console.aws.amazon.com/cloudwatch/
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7. (MEHAME) MU|A EEEO H2ste B9 giiFe GEE HYsitiH o2 s™8ELICH
a. ml/SERVICE_QUOTA(m1)*100 &O| X0l ZE olO|2 2 MEHELICE O olO|E2 BXMHE
OILIE|.
= .

A2 MM 10| X|7t LIEFE LICEH
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MH|& 22> A48T X|EE aws/Usage AW 0|20 o 120tCh = ZIELICH

7Y O WY AH 0| A0|A CloudWatch7t HIAIStE f Y8t XIE OIF2 callcountLICt Of X
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Amazon CloudWatch AF AT4A]
CloudWatch AFE & X|E

AH2 =k

API 20| O|&. =8t 2t2 Ctat Z&Lch

DeleteAlarms, DeleteDashboards, DescribeAlarmHistory,
DescribeAlarms, GetDashboard, GetMetricData
GetMetricStatistics, ListMetrics, PutDashboard &
PutMetricData

Resource
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Amazon CloudWatch A2 AT A
20HA|: AXN| BE BHET|

of & HI ELIEHZ S gd3tstei™

1. https://console.aws.amazon.com/billing/0ll A Billing and Cost Management &2 iL|C}.
2. EMFOM 7|2 d™e MEiELIcH

3. AN 3 &8 MEiFLC

Dashboard Preferences (2]

Bills

Receive PDF Invoice By Email
Cost Explorer

Turn on this feature to receive a PDF version of your invoice by email. Invoices are generally available within the first

Budgets three days of the month.

Reports

Cost Aliocation Tags Receive Billing Alerts

Payment Methods Turn on this feature to monitor your AWS usage charges and recurring fees automatically, making it easier to track

P  Hist and manage your spending on AWS. You can set up billing alerts to receive email notifications when your charges
ayment History reach a specified threshold. Once enabled, this preference cannot be disabled. Manage Billing Alerts
Consolidated Billing

Preferences Receive Billing Reports
Credits Turn on this feature to receive ongoing reports of your AWS charges once or more daily. AWS delivers these reports
Tax Settings to the Amazon 53 bucket that you specify where indicated below. For consolidated billing customers, AWS generates

reports only for paying accounts. Linked accounts cannot sign up for billing reports.
DevPay

Save to 53 Bucket: Verify

4. Save preferencesZ= ME{EFLICE

Ax ZEE gystlico™ Ax ZEE Y + JELICH O] AlL2| 20 M= AwSo| CHE ol 4 2= 0] X|
HE Azt =0te m o|HIY HAIXKIE &t BEE YdgLict

Note

O| Mxl= the SME MEFLICE 13 M
A = Ch
—_ [

AtEstE{H o AWS 232 ZLIE-SEY| 2I8t
2M B2 ddel 28 Z =

SHAAIL.

ZHM B2 & preedH

—_

https://console.aws.amazon.com/cloudwatch/0l A CloudWatch &S 3L|C}.

Lo 2 2Xe 0|= SE(HKIL S22 WL 2 X|E tlolEE ol 2ol XME =ln ™

M7A 238 grEgct

EM BoM BE, ZE Mg MEdshL|ct
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2B

C|
=4
Whenever my total AWS charges for the month exceed(3lle & & AWS 2= 0| LIS Z=te mjo}
ChHolM BEE EE|75tD O|HY 223l ME5H7| fIs Zatk|o{of & FAH(od: 200)2 XIHELICH.
Tip
Jeizole MY 2HE MYste ol AFSE = Ue ol 23 0| Lt J/&LIct
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AAEH
7. LERIBLTM 7|E LB S5 =5t AL M2 BHELICH

S5 tEt{H M S5 MESI T ALARM ¢EIZ2 HEE [ 222 B o|HY F4A S5 &2
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1. https://console.aws.amazon.com/cloudwatch/0{| A CloudWatch

2. HRF 7@ 2XS 013 SE(HXILIH S
Ml RF:.‘; grighLct.

3. EfAH Erof| A AlarmsE ME8EHLICTH

4., Z3E do| 30lgte MEHEH = AFoqm &
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6. G ANE MES MEiFLICH
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2X BEE AfxlstedH
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2. LeE A2 ZIde 0= SE(HXIL 5
MlA R.::.‘g HHIBrLICt.

3. ErM ZolM AlarmsE MEHEHLIC P

4., ZBE o] #olErg MEiSt ’% i, &NME

5. ZOlIHAIX|7F LIEFLFEH of, AP A|EHLICHE

A|LF2|2: CloudWatchof|
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https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html

Amazon CloudWatch AP% MEM
1EHA|: OB M & 9|

X0
-1 -

« 124 dlolE 4 Ee (p. 354)

+ 2EHA|: CloudWatcholl X|E F7} (p. 354)

« 3EtA|: CloudWatcholl A £ 7| 27| (p. 355)

o 4CHA: 2&8 AH835to{ Jei= B 7| (p. 355)

1E+A|: Of|O|E{ 7+ A A 9]

0| AL}Z|20i A= ofZE 2|70l @& X[9d AlZtE FHMGH= HIOIE LA E HAIELICH M X|E U
HeAmo|AS| Ol MEABILICE OE E0{ X|E 2| 0|& £ RequestLatencyZ X|Hst1 ZE HIOIE 4
E GetStarted WA 0| A0 HY%|EFLIC}.

3A[ZHS| X|Qd AlZt C|OIE{E MM 2 LIEHLHE o HIOIH 248 71IAIE*I—IEP Al HIO|E{= 3Alztod
7247'(4 B4E QF x| Alzt BrEgL 15702 Y ELC 2 BrEgte ohSa 2ol 2aElE Beluict

« AlZH1:87, 51,125, 235
- Alzt2:121,113, 189, 65, 89
- AlZt 3:100, 47, 133, 98, 100, 328

CloudWatchoil H|O|E{& B HIO|E 24 E= A MEEt:= 7"74|5._| ClO|E 24 MEZ HAE = A&
Ch XIZE1E B2 27 MEStstod FAE -’F— M.=.L—|EP At ol El 7| 47H(Sum, Minimum, Maximum
% sampleCount)E AFE3t0 EAE CI0|E| 24 E CloudWatcholl SH| ME=Z A A = &LICH

AlZE 19| OB R A8 B GOl 242 HAIBLICH AlZH2 W Alz30] ClolE{2l Z9 HOlE 248
ZiAIstod 2t Alzoll Chet S MEE AAIELICH 71 2t ohg Eofl EAIEILIC

Alzt Al CllolE] EHA I EAS Z|CH SampleCount
1 87

1 51

1 125

1 235

2 121, 113, 189, 65, 89 577 65 189 5

3 100, 47, 133, 98, 100, 328 806 47 328 6

2EHA|: CloudWatchodl X|E F7}

GlolE 7442 Holsted ClOIE £7HE AlRrer FHIvHE HLICH
CloudWatchoi| CilO|E{ @ A& H|AlstE{H

1. WY ZE I E0|M put-metric-data BHS Alsistod 51 fmi Alztol CHt ClO|E{E F71EHLICE of|A| EF
QUABHZ ZE UTC 7|E2 2 2A|ZF MOl EfUAE T 2 84745t |C},

=

aws cloudwatch put-metric-data --metric-name RequestLatency --namespace GetStarted \
--timestamp 2016-10-14T20:30:00Z --value 87 --unit Milliseconds
aws cloudwatch put-metric-data --metric-name RequestLatency --namespace GetStarted \
--timestamp 2016-10-14T20:30:00Z --value 51 --unit Milliseconds
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/put-metric-data.html

Amazon CloudWatch A2 A3 M
3EHAl: CloudWatcholAH S| 47|

aws cloudwatch put-metric-data --metric-name RequestLatency --namespace GetStarted \
--timestamp 2016-10-14T20:30:00Z --value 125 --unit Milliseconds
aws cloudwatch put-metric-data --metric-name RequestLatency --namespace GetStarted \
-—-timestamp 2016-10-14T20:30:00Z --value 235 --unit Milliseconds

2. A WIN| AIZHECH1AIZ £ EHUARTE ALSStod £ HR| Alzol ChEt Clo|E{E Foberuict

aws cloudwatch put-metric-data --metric-name RequestLatency --namespace GetStarted \
--timestamp 2016-10-14T21:30:00Z --statistic-values
Sum=577,Minimum=65,Maximum=189, SampleCount=5 --unit Milliseconds

3. X Alzholl et Z|E 2kl CHEt EfAARMZ E AWEFSt T M| Hmi AlZholl CHE ClO|EHE F7HEf L

aws cloudwatch put-metric-data --metric-name RequestLatency --namespace GetStarted \
--statistic-values Sum=806,Minimum=47,Maximum=328, SampleCount=6 --unit Milliseconds

3EtA|: CloudWatchOllA 74 &7

CloudWatchZ X|EZ& A |§ CteH Ofx| Ch& 1 20| get-metric-statistics WHE A& 3504 0|28t x| £ &
ECHE SHE AME = USLIcH HAIE 7HE WE EtLARMEIE TS ES K| Al --start-
o
e=

time L ——end-time | 048 QA X|ZI8HofF & LCt.

N

ofr

aws cloudwatch get-metric-statistics --namespace GetStarted --metric-name RequestLatency --
statistics Average \
--start-time 2016-10-14T00:00:00Z --end-time 2016-10-15T00:00:00Z —--period 60

CISe oA S=24L]Ct.

{
"Datapoints": [],
"Label": "Request:Latency"
}
— =) _ _—
ACHA: 2&£2 AF85H0{ = 27|
CloudWatchoil X| £ & 7| Al5tH CloudWatch 2&£ & At83to 87 22HZE 8 & USLICt

BL0MH EAH o= E Hp{H

https://console.aws.amazon.com/cloudwatch/0{l A CloudWatch &2 JLICt.

Ef A FHoM XIEE MEHELICH
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RequestLatency X|Z 0| CHEt & QlEtE MEHEFLICH X|E ClO|E{ o] JeHZ 7} 2|15 ol EAIELICH
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://console.aws.amazon.com/cloudwatch/
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http://aws.amazon.com/compliance/shared-responsibility-model/
http://aws.amazon.com/compliance/programs/
http://aws.amazon.com/compliance/services-in-scope/
http://aws.amazon.com/compliance/shared-responsibility-model/
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http://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://console.aws.amazon.com/
https://forums.aws.amazon.com/
https://forums.aws.amazon.com/
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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o WxF A HMA - HZO| IAM HES AFR510] CFE AWS H IO AN ElAA HMAS HEHS £
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E = HZlol| X{ZHE I0|E{E Amazon Redshift 2E{AE{0| 228 £ Q&LICH RIS LIS
IAM AHE MEA S| AWS MH|A0] CHEE HEHS e gt Mg HESAMAL.

« Amazon EC20{|M A™E|= oHEE|F|0|M - CIABIANM AYE|T API 27
MNEE £ UXZE EC2 QAEA Ljof HMA 7|E K& 5= CHAlol, IAM 23&
2l7Alo| Mol &lA| At BHE BElg + UA&LICH EC2 QIAEH AN AWS gl
FHO|AMOIA AFREH £ OIC 2 O|AE{AO| IS OIAEA T2 QS OIS £ Q&
2ndole «dgto| e E|o] QoM EC2 QAR ANM AdiEle T2 0| YA| X
U&LICEH REMIEE LIS 2 IAM AFE M- MOl Amazon EC20 M A#E|= o E2(710 Iﬁ of o4&k ALS 5t
7|E =X o}.AIA|O
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I
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OH M| A A0

REE UBE = A= 758 AH 3F0| UHEHE HEHo| gCHH CloudWatch 2lAAE A 7HLE A
A% 4= ALICEH o€ S04 CloudWatch CHAIEE QA & X|E S2 MAdgt Heto| Qlofof gLt
CHE EFR0IME CloudWatchol| CHEH HEHS tElStE S YR LICH HM HRE ¢ EH 50| E

LICH.

+ CloudWatch 2|AA0] CHEF BM|A HEF 22| THR (p. 359)
+ CloudWatchoil CiEt At23 B 7[8F HA (1AM HEH) AL (p. 362)
+ Amazon CloudWatch T8t X E M (p. 376)

CloudWatch CHA|EE Tt (M0 E

2018 53 10l AWSE CloudWatch CHA|2=0f HMA S| 2|6 ER 8 HEtS ﬁ@?ﬂﬁuﬂ'
CloudWatch 2 &0 CHAIE = 0f| HAM|AStE{TH O|X CHAIE = API ZHd S X|5H7| 2180 20
St 22 Heto| 2ot

A
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o
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d
==
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* cloudwatch:GetDashboard

» cloudwatch:ListDashboards
 cloudwatch:PutDashboard

+ cloudwatch:DeleteDashboards

CloudWatch CHA|E = 0f HM|ASHE{H CFS & 5Lt 2 FFuc
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Amazon CloudWatch A2 AT A
HAMA BE| I

 AdministratorAccess &%t
ss

xH
« CloudWatchFullAccess 3=
. ClS0 Ze E5 M X 5lL} O|AS sl ALK} X5 KiAH
s CHAIEEE 2 £+ UE cloudwatch:GetDashboard & cloudwatch:ListDashboards
s AIEEE HM5HHLE =HE &= Q= cloudwatch:PutDashboard

« CHAIEEE AAE 4+ U= cloudwatch:DeleteDashboards

MRS AL 5H04 IAM AFSRLQ| HEH HZI0f CHEE REMIEH LIR 2 1AM AFSRLO| FBH M8 A SHAIAIR.

CloudWatch #8toi| CHet XFAM|SE LI 2 Amazon CloudWatch HHet & & A1 (p. 376) B2 & ZEsHAA|
o

CHAIE = API ZFdof| CHEE AFMIEH L& 2 Amazon CloudWatch API Reference2| PutDashboard& &t =514
Al2.

CloudWatch 2|AA0] CHEF HA[A TS 22| 7He

SEAWS ZlaAE AWS H™HO AR0|1, BlaA MH EE glaA HAA HEtS HEt "Moo met Z2d
Euch A™ #EIXtE 1AM X8 S-(F, AHEXE, O F, Gg)of Mt WS ddE = o, oF A‘IHI/\(04I:
AWS Lambda)0il M= 2A A0 CHEH #3t &3 74T x| 4B},

Note

A BEIR EE ZEIXFIAM A RHE BEIXF HEH0| e AP RFLICEH REMIEH LIE 2 1AM AHS
AEMOIM 1AM EH* ME|E B ZSHAAIL.

HeHE Foiste{H WS Fof WS ALK HEH CHY 0| El= 2lid, T 2laco HEBEE §H &S
Z2-gct
=

» CloudWatch 2lAA & Q4 (p. 359)

o ZlAaA ART OIS

I3H (
o BlAA HMA BE (p.
.|

o Y oA XM &Y, 0, 2o FA (p. 361)
o HAoM = X (p. 362)

CloudWatch 2|4 A 4l zhed

XA0{ A Amazon 2|44 O|E(ARN)S AFE5H EX ZE L CHAIEE
KEMIe LHE 2 IAM AL ME M 2| Amazon CloudWatchE @8h ¢, 2lAA 2l =7

HAMg & M ((EE)E 2L E AE5H0] CloudWatch ZH 4ol CHEF AMAE Mo{E = U&LICH of:

-~

"Version": "2012-10-17",
"Statement":[{
"Effect":"Allow",
"Action":["cloudwatch:GetMetricStatistics", "cloudwatch:ListMetrics"],

"Resource":"*",
"Condition":{
"Bool":{

"aws:SecureTransport":"true"

359



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutDashboard.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncloudwatch.html

Amazon CloudWatch AF AT4A]
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ARNOI| CHE REAIEH LIS 2 1AM AF8 A 9] ARNE & E 354 A|2. CloudWatch Logs ARNO CHet XFA|
gt LI 2 Amazon Web Serwces it &% o] Amazon 2|44 O|E(ARN) 2 AWS MH|A A HO[AZE
=& A|2. CloudWatch XHod| CHet X2 9| of = CloudWatcholl it AF 24 S 7|2F =AM ZIZH) A

_Q (p. 362)E A XSHAAIL.

S ga) ARN(X|d =& ARN(IAM 23&tof AFS)
Stop arn:aws:automate:us- arn:aws:swf:us-
east-1:ec2:stop east-1:customer-

account:action/actions/
AWS_EC2.Instanceld.Stop/1.0

Terminate arn:aws:automate:us- arn:aws:swf:us-
east-1:ec2:terminate east-1:customer-
account:action/actions/
AWS_EC2.Instanceld.Terminate/1.0

Reboot SHE AHE Q12 arn:aws:swf:us-
east-1:customer-

account:action/actions/
AWS_EC2.Instanceld.Reboot/1.0

Recover arn:aws:automate:us- SHE ALE IS
east-1:ec2:recover
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AWS 74|7gou_|q CloudWatchE A7} 7t 8t ofH
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et W2 71 Fodof HAMA & = UeEXIE LEFYLICH O B0l HE HME ote= ol AFS
7t SMo chal A Er|ct
Note

Ol £l ME CloudWatchol 4210l A IAME ArS st witlol Chaf dshnd, IAM Aflof cit
AAIE G R x| shLich Zixl 1AM S-IME IANS] 1AM A8 B Aoler 2ololLineg &
ZEHAAIR. IAM A T2T} MEof CHE REME LIS2 1AM AL MEB MO 1AM H& 258 A E
SHAIL.

B EM(IAM HR)0[2HT 511, 2laA0] HBE HHUES 2las
|6 et R|2igLICH

=
- At BE 78 HM(AM HA) (p. 361)
- ElAaA 7|EF HMIAM HE) (p. 361)
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A7 AHE AoA Eliéé MM HL MM AT = Q&LICH AWS MH[A0f 38 Q] HEHS Ho
g 7 A Aol Hot FrlE AWS MH|A 2ot FHU £ &Lt

IAMZ AL&3tod M2 Q5= Eiol Cist AhMIE HE = 1AM AFS A AO| AM A EHEIE FHEFHY
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CloudWatchO|M A4 & & Bt LI 2 CloudWatchod| Ciet A4 &
7|8 M (AM T2 AL (p. 362) EHRE ’E.*ZF_%H;!AI_?. Ak%xr Og, o4& 2 Htol CHsr XhM[E LI 2
IAM AFE MM O| At 2 SHALER I8 L 9ghE TS AIL.
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Amazon CloudWatch A2 AT A
XA 5 7|8 HR(AM ) AHS

S E CloudWatch APl &1} &2t Q40| MR E|= B|AAE H04F = E &= Amazon CloudWatch T8 &
Z XM (p. 376) Bt 2 HZSMAIL.

Ao M =2d X

THEtE Fo{E [ HMA HH Qlo{E MB350 ZHO| MEE|E XS XIHE += J&LICL & &0, &
o Im o|Fof Bt HAE MY £ JUELICH B o{ofMe| =7 RIHof &3 REAEH LIS 2 IAM A E A
BAe =7 Bag HESMAL

THS E A5t O|2| Mol = 7|2 AFELICH ZHZEo| AWS MHIAOIA X|MEls BHAE 7| 22
I AWS T M I| 22 |AM A8 MBEMollM AWSAHIA Bnt 274 BEHAE 7| W HH U IAM X
HE2HAE 7|8 HESAAR.

CloudWatchoi| CHEF A}3 S Z7[8F HAH (1AM H2H) A

010

ol FMUME A4 5 7|8t HEo| 0 E Sl A HEIXIHIAM X ZBALE XL, &, dgh)of Her ™
A2 0748 o 2 M CloudWatch 2|AA0| CHEH 2H] =3 HEtE2 Foiste=

S

Important
CloudWatch 2[AA01 CHEF AMA HEIE e MSElE 7|2 7HE0 S ol Cher 471 x|
2R HM glod EMAI2. RHAIEH LIS 2 M4 K[o] (p. 358) HHEHE HESIAAIR

Ol &H|o| MMofME CHE L8 2 S&gLIC

CHE2 HE FAo| of Lt

{
"Version": "2012-10-17",

"Statement":[{
"Effect":"Allow",
"Action":["cloudwatch:GetMetricStatistics", "cloudwatch:ListMetrics"],
"Resource":"*",
"Condition":{
"Bool":{
"aws:SecureTransport":"true"

¥

O] ME Y22 = 7} X| CloudWatch X i(cloudwatch:GetMetricStatisticsdata 2 ,—<

cloudwatch:ListMetrics)0ll CHSH I E0|H HEtE Foiste WHES otLt 7EK| J}UX|BH 2&0| 2F
0ilA{ SSLE At &3te= 7=|°("aws SecureTransport"”:"true")0f|Bt X|HELICE IAM MM HHEE Lo
QA CHEH REAIBH LIS IAM AMR MTA{o] &% © & X|&: &4, 51 HoF =& (p. 361) L IAM &=

QA REE xl-xd.)kl“o

CloudWatch & AF20]|

AL&XE7t CloudWatch 2&01|M 2 UE & = oM AWS AH0|M CHE AWS E|AAE MBS TS 5
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/AccessPolicyLanguage_ElementDescriptions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/AccessPolicyLanguage_ElementDescriptions.html

Amazon CloudWatch AF AT4A]
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* Amazon EC2 Auto Scaling
* CloudTrail

+ CloudWatch

+ CloudWatch O|HIE
» CloudWatch Logs
+ Amazon EC2

+ Amazon ES

+ 1AM

* Kinesis

* Lambda

* Amazon S3

* Amazon SNS

+ Amazon SQS

* Amazon SWF

+ X-Ray(ServiceLens 7|52 AI235l= BR)

F|4& Ea HEHECHH MEHEQNIAM HHE BHEMH 2 & 0= siT 1AM Aol HAZAE ALE AL

of CHal o|=CHE Z&S3StK| et&LCt O] AHE X7t CloudWatch -E—-/E':% Af'g'% = UL S te{H
CloudWatchReadOnlyAccess &HE/& &3 F&Rbof| Al A2 E LICHCI OudWatChO‘" CHet AWS ZHE|1E
(E||E| K-IO|E|) PSRN (p. 365) xI-X)_

>-§‘-
=

AWS CLI &£ = CloudWatch APIEH 2 E5t= AFS A0 A| 2[4 2& HEHS o188 Rt glaLich
CloudWatch 2&0A 2t +&sts ol 28t T Het ME= of2iet Z&Lich

+ application-autoscaling:DescribeScalingPolicies
+ autoscaling:DescribeAutoScalingGroups
+ autoscaling:DescribePolicies

* cloudtrail:DescribeTrails

* cloudwatch:DeleteAlarms

* cloudwatch:DescribeAlarmHistory

» cloudwatch:DescribeAlarms

+ cloudwatch:GetMetricData

+ cloudwatch:GetMetricStatistics

+ cloudwatch:ListMetrics

+ cloudwatch:PutMetricAlarm

* cloudwatch:PutMetricData

+ ec2:Describelnstances

» ec2:DescribeTags

+ ec2:DescribeVolumes

» es:DescribeElasticsearchDomain

+ es:ListDomainNames

» events:DeleteRule

» events:DescribeRule
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events:DisableRule
events:EnableRule
events:ListRules
events:PutRule
iam:AttachRolePolicy
iam:CreateRole
iam:GetPolicy
iam:GetPolicyVersion
iam:GetRole
iam:ListAttachedRolePolicies
iam:ListRoles
kinesis:DescribeStream
kinesis:ListStreams
lambda:AddPermission
lambda:CreateFunction
lambda:GetFunctionConfiguration
lambda:ListAliases
lambda:ListFunctions
lambda:ListVersionsByFunction
lambda:RemovePermission
logs:CancelExportTask
logs:CreateExportTask
logs:CreateLogGroup
logs:CreatelLogStream
logs:DeleteLogGroup
logs:DeleteLogStream
logs:DeleteMetricFilter
logs:DeleteRetentionPolicy
logs:DeleteSubscriptionFilter
logs:DescribeExportTasks
logs:DescribeLogGroups
logs:DescribeLogStreams
logs:DescribeMetricFilters
logs:DescribeSubscriptionFilters
logs:FilterLogEvents
logs:GetLogEvents
logs:PutMetricFilter
logs:PutRetentionPolicy
logs:PutSubscriptionFilter
logs:TestMetricFilter
s3:CreateBucket
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+ s3:ListBucket

» sns:CreateTopic

» sns:GetTopicAttributes
* sns:ListSubscriptions

» sns:ListTopics

» sns:SetTopicAttributes
* sns:Subscribe

» sns:Unsubscribe

+ sgs:GetQueueAttributes
+ sgs:GetQueueUrl

+ sqgs:ListQueues

+ sgs:SetQueueAttributes
» swf:CreateAction

» swf:DescribeAction

» swf:ListActionTemplates

swf:RegisterAction

swf:RegisterDomain
» swf:UpdateAction

£t ServiceLensOlM MH|A BE HE{MH aAwsXrayReadOnlyAccess7t g LCH

CloudWatcholl CHeF AWS ZFE[E(0l2| HelEl) =

AWSE AWSOIM st BE|ste SIS IAM M S Ssto] B2 At AFS MElE 1 lgrLich. ol
EHAWS BEIH TME MZAL U2 WS ZAY LTt G5 Uit A Ao W2 HES Fod
ErLCh XtAIEH LI 2 IAM AFS HE M| AWS B[ HA Bl B RS MAIR.

HHEHO| ALERtOIH HEE = /U= ChHE AWS 2™ HH2 CloudWatcholl 2R & LICH

LY

+ CloudWatchFullAccess — CloudWatch0fl CHEF & HAM|A HEHE HodELch.
+ CloudWatchReadOnlyAccess — CloudWatchoi| CHEt 27| &

+ CloudWatchActionsEC2Access — CloudWatch A& 2! X| &
7| M8 HMA HEFES BofEf Lt EC2 QAR A CHEF A
A MEE 2o{FLICt
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CloudWatch &¢1 2! Bl4 Aol CHet HEHe s18sts TRE ASA XIT IAM HMS MM 25 QlaLin
ST M0l TR E IAM ALS R EE T8 of Ol2{3t A AL K| A o17E 4 ALl

HHo| MAEXIo| IAE £ U= CHE AWS EE[-E MM CloudWatch Syntheticsl T : & LTt

. CIoudWatchSynthetlcsFuIIAccess &£ = CloudWatchSyntheticsReadOnlyAccess — 7tLE2|0F A|F 2 2 of
FtLt2|ot EAE Mol AME L—|EP.
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+ AmazonS3ReadOnlyAccess and CloudWatchReadOnlyAccess — CloudWatch & 0| A 2 & Synthetics

CIOIE{E 22 = U&Lich
+ AWSLambdaReadOnlyAccess — 7Lt 2|0t A8 El= 44 ZEE & £ USLICH

+ CloudWatchSyntheticsFullAccess — 7Lt 2|0t & A& o= QU&LICH EBF A IAM &S M
£ MMste{m of S 2letel HA MYEE oot

ddg Ftt2lof

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy"
] 4
"Resource": [
"arn:aws:iam::*:role/service-role/CloudWatchSyntheticsRole*",
"arn:aws:iam::*:policy/service-role/CloudWatchSyntheticsPolicy*"
]
}
]
}
Important

MEXIOIH iam:CreateRole, iam:CreatePolicy & iam: AttachRolePolicy |
045t SHE AL XHod| M| AWS H ol CHEE XA ‘-PE| °Hk||ﬁ Teto| 2oiELICH o E

gt HetE 71T A2 Xt 2 E BlAA0| CHe MA| Hete 717 MAe MMS T sliE

r
r

E dgof HAY + A&LICH o[2HE HEFS '='04°F APE*01I71I 0§ FolaHok & Lct,

rot
mjo
HI

g o

A 47 U ALS ol HEH Rodof CHEE FMIEF LIS S 1AM AL RLS| FIEH 7 W AS K} £ oiE o
; 1

2lEtel A ZEettiHE HESHAAR.

0I EMOiIHt CIFSt CloudWatch & @dof CHSF HEHE Fo 4%+
£ CloudWatch API, AWS SDK EE= AWS CLIE Al2stE 3

*er

of| |
« oAl 1: AL XFod| Al CloudWatchoi| CHEH TA]| <
« Of|xll 2: CloudWatchofl CHEt 217| & HMA SHE (p. 367)
+ OA| 3: Amazon EC2 RIAEA FX| &= FE (p. 367)

oAl 1: Ab& XFof| H| CloudWatchod| CHEF TA| U Al A FHEH 504

CHS H22 ALZXHof| Al 2E CloudWatch 75.*°.=1, CloudWatch Logs %®1, Amazon SNS % 4ol CH 8 HM|A
T48H 0t Amazon EC2 Auto Scaling0ll CHEF @17| T8 MM|A HEHSE 5SS ELICH
{
"Version": "2012-10-17",
"Statement": [
{
"Action": [

"autoscaling:Describex*",
"cloudwatch:*",
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"logs:*",
"sns:x"
1,
"Effect": "Allow",
"Resource": "x"

Ol 2: CloudWatchoi| CHEF 847] & MM A 58

CtS HA2 AL X0l | CloudWatcholl CHEF @17 &
ol

H M| A9} Amazon EC2 Auto Scaling &,

| = S,
CloudWatch X|E, CloudWatch Logs HIO|E{ & ZE 21 Amazon SNS IO|E{E & = U= THEtES

LICH.

1&

ol

e

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"autoscaling:Describe*",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*",
"logs:Get*",
"logs:Describe*",
"sns:Get*",

"sns:List*"

1,

"Effect": "Allow",

"Resource": "x"

=

Ok

of|A| 3: Amazon EC2 QIAEIA SX| EE

otz Y2 CloudWatch A& %240| EC2 QIARIA % SX|HL BRSJTS %102 L|ct. ot2H *”“Oﬂkl

GetMetricStatistics, ListMetrics 2! DescribeAlarms 2{2 MEH AlgtQlL|Ct, QIAE]
FZ25te{H o8t 22 ?:3}% Zdo| E&Lct

AE MOz SX| &

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"cloudwatch:PutMetricAlarm",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAlarms"

1,

"sid": "00000000000000",

"Resource": [

"
1,
"Effect": "Allow"
I
{

"Action": [
"ec2:DescribeInstanceStatus",
"ec2:DescribeInstances",
"ec2:StopInstances",
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Amazon CloudWatch A2 AT A
Z 7|1& A&35t04 CloudWatch |
QA O|A0 CHEF HAA ANt

"ec2:TerminateInstances"
1,
"Sid": "00000000000000",
"Resource": [

wxn

1,
"Effect": "Allow"

X714 7|18 AF2350q CloudWatch WA H O| A0 CHEH
HM|A A|Et

IAM Z71 7|2 AF& 5104 AL RH 7} XIBE CloudWatch LI QAT 0| A0]2t | EE HAlSHE = XBHELICH
SHLEO| WA H O] A0 HA| 5{&

CIS HAM2 AL X7t MyCustomNamespacets HAAHO|A N B X|EE A At S MEHELICEH

-~

"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Resource": "*",

"Action": "cloudwatch:PutMetricData",

"Condition": {

"StringEquals": {
"cloudwatch:namespace": "MyCustomNamespace"

}

H A O|AMM HA| M2

CIS M2 AF2XL| customNamespace2E M Qlst ZE HIUAHO|AN XEE HAIE = UEE FHE
glct.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "*x",
"Action": "cloudwatch:PutMetricData"
Iy
{
"Effect": "Deny",
"Resource": "*x",
"Action": "cloudwatch:PutMetricData",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "CustomNamespace2"
}
}
}
]
}
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Amazon CloudWatch AF AT4A]
MH|A 9973 48 A8

CloudWatchOf AMH|A @143 & AIE

Amazon CloudWatch2| 32 AWS Identity and Access Management(IAM) MH[A 9172 &2 AFSEL
Ch AMH|A A dE2 CIoudWatchoﬂ Y el ngdt Oo4°| IAM 4 2]LCt. A‘lHlé HE AE2
CIoudWatchOHA-I APF_" HO|5tH AMHIAOIA CHE AWS X1| 2 AS2E 5&57| flol ERE ZE HEte
ZeterLict.

CloudWatchoi| CHEF MH|A Q173 «dst2 AIE5IH T st M2 £S5 2 FIIE LRIl ¢ieE 2 Amazon
EC2QIARHAE S8, SX|FE XH#EO'%E* £ Q& CloudWatch 745% Axdst ¢ A%LIEP CtE AMH|A o
74 048 S AlR st DB 7 | b CloudWatch H|O|E{0l| HAM|A3H0{ @
ﬂ A wit 2| CHAIEEE 58 & Ql&Lich
""._

CIoudWatchoﬂA-I Ol MH[& 4 gk Hetg Holsta 2, 2| Holx|Xx| of2 Bt CloudWatchBt T o4&
g &2 & A&LIcH HolE HEtols Az YAnt MEF HAo| et r(r, o HE HA2 CHE 1AM iAo
g + d&LIC

MR qgto| ztd Z|AAE ATX|SHOFDE &S ATKIE 4= Q&LICE O|F Al 5HH Z|aA0] CHEE HMA HE
&t 4= Q17| 201 CloudWatch 2|AA 7 ESEL|CH
MH|A 9472 dst2 X|l5t= 7|EF MH|AO| CHEE RFMIEF LIRS IAMS 2 & dst= AWS MHIAE &

o4 o4 Hof of| 7} QU= MHIAE Fo A2, oHE* MH[A0 l:HoF MH|A o478 8 MHME
Eo{m of 2135 MEdECH

CloudWatch ZE 0 CH3t MH|A ¢4Z3 o4&t M5t

CloudWatchoil M= AWSServiceRoleForCloudWatchEvents — CloudWatch uses this service-linked role to
perform Amazon EC2 alarm actions. MH|A 9173 &2 AL EFLICH

AWSServiceRoleForCloudWatchEvents AMH|A 9174 @d&2 8+2 CloudWatch O|HIE MH|AE AlZ[&LICH
ZEo| 9|5l ZZF CloudWatch O|HIE = QIAEIA XQ{0| E2 ) SX| EE= AEEE SEFLICH

AWSServiceRoleForCloudWatchEvents A{H|A @172 4§ H$t A2 CloudWatch O E 7} Amazon EC2
CIARAONM CHS B2 22 S SHELICH.

¢ ec2:StopInstances

* ec2:TerminateInstances

* ec2:RecoverInstances

* ec2:DescribeInstanceRecoveryAttribute
* ec2:DescribelInstances

* ec2:DescribeInstanceStatus

AWSServiceRoleForCloudWatchCrossAccount AMH|A @173 o4&t HEH HHalg

Ye 2t=ze o A&

om

sl CloudWatch7} CtS =t

* sts:AssumeRole

CloudWatch W&t A& m&l 2|70d cHet MH|A o478 <dgt Ht

CloudWatch2 AWSServiceRoleForCloudWatchCrossAccountZhe AH|A @473 d&h2 AL EtLCt.
CloudWatch= 0| 23gtg A}%%I-O# AEX7F X|Z 8 CHE AWS A Z 2] CloudWatch H|O|E{0]] M| AEFLICH
SLR2 CloudWatch MH|AT 3] HEHHM g2 &2 = ULT 9 £ Mot "MSELIct SlolEo
CHEr HAMA Hete MBS 3% odgteluct.

AWSServiceRoleForCloudWatchCrossAccount AH|A @1 2482 2H2 CloudWatch AMHIAE AZ|EHLICEH
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Amazon CloudWatch AF AT4A]
MH|A 9973 48 A8

CloudWatchoi| CHEF MH|A @473 Qi&h AAd

0|8t MH|A A4 gt =502 MdE oIt gi&LICt AWS Management 2£, IAM CLI EE= |AM
oM ZEE &S MAM5tH CIoudWatchOI AWSServiceRoleForCloudWatchEvents2 A5 2 2 A *"*"5'
Lok wxt A" wx 21™ 7[sol ot 2LER A™O| E28 #S ANS gMsistH CIoudWatch7P
AWSServiceRoleForCloudWatchCrossAccountE AtS o 2 AAdstL|Ct.

AEMIEH LI 2 IAM AFE MM O] MH[A 9472 e Mg FZSHAAIL.
CloudWatchOi| CHEF MH|A @473 d& W&

CloudWatch0i M= AWSServiceRoleForCloudWatchEvents St =
AWSServiceRoleForCloudWatchCrossAccount °4%-*§ HEE = QI&LICH CHst 7HAM7t A 2 &EE =
ooz o|pfs Aere MMEt £ol= 0|2 HEE £+ Y&LICH TBLE IAME AF835t0{ o] MHe

HEE 4 ALt

1

2 =

3. Role description(24g AM3H)o
4. MXo| M dHES Y25 MES MEHELICEH

qH|A g MH MEI(AWS CLI)
AWS Command Line InterfacelA IAM HEES AF&3+0{ AMH|A 014 dgto| MHE MEE = J&LICH

$ aws iam get-role --role-name role-name

AWS CLI BHEo|M d& 2 FE52{M ARNO| ofL|2t A& O|F= At8atiof &L olE S04, ofFH
89| ARNO| arn:aws:iam::123456789012:role/myrole? B & X A& 2 myrolelL|C}.
2. MH|A 94 dEo| S HUO|0|ESE{H Ot HHES MASELICH

$ aws iam update-role-description --role-name role-name --description description

MH|A 244 g o] MBS HZBsIZH(API ALS)

1. (M AFE) ol #Hxf WS Eed O 8 BYS AASELICH

2. g dHES Holo|EstE{H S BHEE ALSELICH

UpdateRoleDescription
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Amazon CloudWatch AF AT4A]
MH|A 9973 48 A8

CloudWatchof CHEt AMH|A @44 d&h AMK|

ASOZ EC2 QARAE BX|, 532 = KERIStE 27 o|4 Qe E2
AWSServiceRoleForCloudWatchEvents 23&2 AtA|St= Zd0| E&LICH

et H3Mo 2 DUE-SHALE | X|8tX| ef= OIALE JHAI7F Q= 5 FLICH B, AfK| Tofl MH|& 4E
dgg delatok gt

MHl& 47 o2 e

IAMEZ AL835t0{ MH|A A4 &2 AMK|SHT| ol HA] &0l &4 MA0o| i=X| &elstn AsrollM Al
2L|= gIAAE 2= A5l oF & LICt.

ot

IAM 2&0{|M AH|A 2473 ofgto tol

—_

| 24 Mol

rir

N

dlok

tod e

1l
ol

1. https://console.aws.amazon.com/iam/0i|A IAM 2& & ¢dLC}.
2. EtM BlojAf g2 MEdEFLICEH AWSServiceRoleForCloudWatchEvents 238 Q| 0| & (& QI8 ol=h)2

3. MEME 48to| @ of H|O|X|0l M Access Advisor(BAMIA EE|RHE MEISt D AMH|A 9474 g0l X2 &
sg HEsgfch.
Note
CloudWatcholl A AWSServiceRoleForCloudWatchEvents 2382 AIEstEX| & RE Z0f
= QS AAo AR MH|A0M AEE ME5HE o= AXT
AMEE|D Qe BIHME B £+ UELICH Yol AH8 52 Ao MMOI &
RACE7 L g 2 AfX||sHoF B LICh MH[A o4 odghof CHEt MME FAE =
MHIA 47 048 ArR(AM 22)
IAM 2&2 AF83504 AHH|A o172 AE S AXE &= &L

MHE|A 9474 of

=

o
mjo

ARISETH(EE)

1. https://console.aws.amazon.com/iam/0| A IAM 2& 2 LCt.
2. B FEO|M FES MEELICH O3 OHE AXE HE 9
AMERShLICH
3. Role actions(®& 2 d)0ll CH3H Delete role(3& A A2 MEdEHLICH
4. EQlCHs AXF7F LIEFLEE MH|A OFX[Sf HMA H0|E{E AEFLICE o] HIo|E & MEfst zF f&t o
AWS MH|AE OtX[Yo 2 HMASH UAIE 2o ELICE O|E S5l W& 0| A &S UK {FE =
A& LICH H&5E{H of, AN E MEIF

S
o
o
-
0%
o
o
c
o
o
HR
2
30
rr
o
ro
rm
jo

g = Ct.

5. IAM 22 Y2IS 21 AHlA 7 o8 AR TS 48 S DUEIELICH IAM MHIA 6473 o3t Mg
£ HIS7I0|22 MR e MBS F0oi AN &0| ML AE & 2aLICH 5edofl Al
& 42 220 ME ME 27| EEE View Resources(ElAA E7()E MEYSIH AHA| Ao o|RE &olgt
& leLich. SfZolM A B9l 2laA 7t MulLol 27| m2ol AtRlol Amsts 72, Amf el 2|
A4 220| ZEELICH

MH|A @474 3¢ ATK[(AWS CLI)

AWS Command Line Interface|A IAM HEES AL&3t0{ AMH|A o142 Ae S AXE &= &L
MH|A A2 A- S AFK|5HE{HAWS CLI)

1. MH[A AZE A 0| MSEIX| §EHLE AL E B|AAT} = FRUE MH|A HAZE FgS AXE = o
ooz AN 2FE MEsHoF gLICH o|2E Z=H0| EFEIX| & 4

"';'r'
|o
2
0]
ot
o
X
r
i
4>
30
>
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—'T‘— |1}
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=
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/

Amazon CloudWatch AFHE A&
Application InsightsOfl AH|A 0173 A& ALE

e AEHE &0l5tEd{H SH Ol deletion-task-idE A{GHoF EL|Cl OIS HHES 245104 AH|
A A A M| @HE MEELIC

AMA| 2H2]2 NOT STARTED, IN_PROGRESS, SUCCEEDED & FAILED AEHY 4= Q& LICH AtA|of A
IE AP 2ME HAY & UYL= AL o|R7F 350 wHetEl ot

1. MH|A 947 45t AR @ M2 A& 5t2dH DeleteServiceLinkedRoleE £ Z8HLICH 2o Abxlgr 4

MH|A 4Z AFO0| AIBEIX| QAU AZE 2|lLaATt gl BL0|E AH|[A 6ZE AF S AXE + o
SO MK ™S MESlof FLICt o|zEt Z7H0| SFEIX| Ao Q0| HEE = U&LICH AHA|
o MEHE EQI5tE{HH 2E 2| peletionTaskIdE ZH&{5HoF &FL|C}.

2. AbK| AEHE & Ql5tE{M GetServiceLinkedRoleDeletionStatusE £ & &tL|CH %o
DeletionTaskIdE X|™gL|C}.

XtQ{2 NOT_ STARTED, IN PROGRESS, SUCCEEDED S5 = FAILED A EHY £ Q& LICH AbAlof A
g 22 22X P 4+ Q== A 0|R7I 250 H._F%E'L—IEP.

0

CloudWatch Application Insights for .NET and SQL
Server0f| MH|A A7 A ALS

CloudWatch Application Insights 2| 739 AWS Identity and Access Management(IAM) A{H|A 9172 248l S
A8 ELICH MH|A 9474 2482 CloudWatch Application Insights for .NET and SQL Servertf &% o424
E 18 ol IAM g L|Ct MH|A 9172 4E2 CloudWatch Application Insights for .NET and SQL
Servert| M AtZ HO|5tH MH[AMM ALEAL CHAI CHE AWS K& 2 2 &5tV fla 28t 2E Hete =
ot

MH|A 472 8 S A E5tH LRE HEteg £852E FIIHE 7t 87| E 0 CloudWatch Application
Insights for .NET and SQL Server A7 0| #|9{&/L|Ct. CloudWatch Application Insights for .NET and SQL
Server0il M MH|A 944 g MEtg Ho|stE 2, Bl Ho|x|X| &t §t CloudWatch Application Insights

E
S

g2
for NET and SQL Server0l ABH 32 ©8H8 + g 4 I&LICH HolE Hetol= AR HADL M3t HMo|
Z 8 EIDd, o e MM CHE 1AM JHElof AIFE & gisLich
MUl o2 1S RIBISHE JEt MuI20l ChE! RHAIE LIS S IAMS.2 Seisis AWS MuIAE SZat
D Ml 212 o MAI2. BT Mul Aol CHEH MulA 9178 ofgt HBME

13t ol 07} U= MHIAE RO
CloudWatch Application Insights for NET and SQL Server0i| CH&t
MH|A 44 A7 Het

CloudWatch Application Insights for .NET and SQL Server0i A& 0|& 0| Applicationinsights-role®! AH|
A o4 o452 AL EFLICEH Application Insights uses this role to perform operations such as analyzing
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Amazon CloudWatch AFE A40EA]
Application Insights0ll MH|A 0174 248 ALE

the Resource Groups of the customer, creating CloudFormation stacks to create alarms on metrics, and
configuring the CloudWatch Agent on EC2 instances.

odst HEt HAE CloudWatch Application Insights for NET and SQL Server7t 2 Z|AA0M CHS &
2 RIS FHIBELIC

* cloudwatch:DescribeAlarmHistory

* cloudwatch:DescribeAlarms

* cloudwatch:GetMetricData

* cloudwatch:ListMetrics

* cloudwatch:PutMetricAlarm

* cloudwatch:DeleteAlarms

* logs:GetLogEvents

* logs:DescribeLogStreams

* logs:DescribeLogGroup

* events:DescribeRule

* tag:GetResources

* resource-groups:ListGroupResources

* resource-groups:GetGroupQuery

* elasticloadbalancing:DescribeLoadBalancers
* elasticloadbalancing:DescribeTargetGroups
* elasticloadbalancing:DescribeTargetHealth
* Autoscaling:DescribeAutoScalingGroups

* cloudFormation:DescribeStacks

* cloudFormation:ListStackResources

¢ ssm:GetOpsItem

* ssm:CreateOpsItem

* ssm:DescribeOpsItems

* ssm:UpdateOpsItem

* ssm:DescribeInstanceInformation

* ec2:DescribelInstances

rds:DescribeDBInstances

o5t Mot MAS A8 8™ CloudWatch Application Insights for .NET and SQL Serveroll M X|HE 2|4
20| CHsH OHS B S 2 E = USLICH o248 HA2 Aol NET & SQL Server& CloudWatch
Application Insights0il 2|8 M E|HLt ZAE E|AAE EElste ol AFSELCH

"Effect": "Allow",

"Action": [
"cloudFormation:CreateStack",
"cloudFormation:UpdateStack",
"cloudFormation:DeleteStack"

1,

"Resource": [
"arn:aws:cloudformation: *:*:stack/ApplicationInsights-*"

]

Iy
{

373




Amazon CloudWatch AHS MH
Application InsightsOfl AH|A 0173 A& ALE

"Effect": "Allow",

"Action": [
"ssm:PutParameter",
"ssm:DeleteParameter",
"ssm:AddTagsToResource",
"ssm:RemoveTagsFromResource"

1,

"Resource": "arn:aws:ssm:*:*:parameter/AmazonCloudWatch-ApplicationInsights-*"

"Effect": "Allow",

"Action": [
"ssm:CreateAssociation",
"ssm:UpdateAssociation",
"ssm:DeleteAssociation",
"ssm:DescribeAssociation"

1,

"Resource": [
"arn:aws:ec2:
"arn:aws:ssm: rassociation/*",

"arn:aws:ssm: :managed-instance/*",

"arn:aws:ssm: *:*:document/AWSEC2-
ApplicationInsightsCloudwatchAgentInstallAndConfigure",

"arn:aws:ssm: *:*:document/AWS-ConfigureAWSPackage",

"arn:aws:ssm:*:*:document/AmazonCloudWatch-ManageAgent"

:instance/*",

* * %
* * %

A PGB, 15, 18 S} il o2 g 4y M St MR & TS B 2uso
BLICH REAIEH LIS 1AM AFS AT Afel Ml 917 oiE #stg AEstAAlR,

CloudWatch Application Insights for NET and SQL Server0i| CH3t
MH|A @178 dF A

MH[A 018 gt =502 MME Rt & LICH AWS Management 2 £ 01| A create a new
Application Insights application Al CloudWatch Application Insights for .NET and SQL Serveroil A AH|A 4
A dgs ALt

O MH|A A A2 M CHS ChA| dYsiBiE 39 SUE Z2ZMAE ALE5t0o AYoM dg e ot
ola

Al M8 4 Ql&LICH create a new Application Insights application Al CIoudWatch Application Insights
for NET and SQL Server0i|Ad{ MH|A 9173 A& 2 CHA| MdFLct.

CloudWatch Application Insights for NET and SQL Server0i| CH&t
MH|A 44 A8 WE

CloudWatch Application Insights for .NET and SQL Server0i A= Applicationinsights-role AH|A 9374 4%l
2 HESES 5185t x| f&LICh MU|A o1F g g M8t Fol= CHFst 7HA7E g2 HZE £ U7
MEol & O|E 2 HEE = QIELICH L IAME AL&36to g ol MHEZ MEE £ et X
LIS 2 IAM A8 YA o| Mu|A0| 14 odE HES XM AIL.

CloudWatch Application Insights for .NET and SQL Server0i| CH&t
MH|A 44 AF AMK|

MH|A 48 80| HR B 7|5 EEe MHIATHH o4 EHe gl dRole siE J&E 2 Axlste XWol E&
Lict o|= A st *5'”‘ S 2 TLHZLHU &K ZEIZX| &b DMPQ' M E mle = JaLich aeLt
ogtg 822 AMX|57| Hoil Application Insights0il A 2 E o Z2|A| 0|42 ArASHOF B LICEH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon CloudWatch APQ =k
Application Insights0fl AH|A 914

Note

EI/\/\ = ”Xﬂ 524 & [ CloudWatch Application Insights for .NET and SQL Server AMH|A 7} 3&
2 M8 F0|H x| MEE = USLICH O EX|7F st H 2 J|CHRACH7 2 Y S CHAl Al
EPQAI_‘?_.

Applicationinsights-role0i| M At& 3t= CloudWatch Application Insights for NET and SQL Server
B|AAE AMK|slEdH

+  CloudWatch Application Insights for .NET and SQL Server OHZZ|7|0|ME 2 F ATMELICEH KFAIEH LY
82 CloudWatch Application Insights for NET and SQL Server AtHE fé%‘k‘lol "o ZE 2|70l AXI"E

HESUAL.

IAME ALE75t0{ MH|A HZE QY E +S 2= AK|stedH

A 0
_I_AAI

IAM Z&, AWS CLI EE= AWS APIE A8 3504 Applicationinsights-role AMH|A 9473 4%t
Lict RiMIE HEE= IAM A8 HBEMO| MH|A0]| o472 o4E AlX| BHlE B ZSHAAIL.

CloudWatch Application Insights for .NET and SQL Server A{H|A
12 dghoi| CHall X[HEl= 2T

CloudWatch Application Insights for .NET and SQL ServerolHE MHHIAE ALEE £ Q= ZE AWS 2|H
ol M MH|A 44 48 Ar8 S K| HELICH

AFKY|

1o
o
I

2™ ol§ 2 AtE 5™ CloudWatch Application
Insights for .NET and
SQL Server2| x|

O Alo} EHE ¥ (= HIOI) ap-south-1 of

ObAlot EfHAE(ME) ap-northeast-2 o4

OfAlot EHEF(&I7tZ2) ap-southeast-1 of

OF Alof EHEHF(AIEL) ap-southeast-2 of

FEEZIFEZ2E) eu-central-1 of

SFE(OIYHE) eu-west-1 of

SHED) eu-west-2 of

SH(Tal) eu-west-3 o

SHAEEE) eu-north-1 of

ZotHEZHA T EF) sa-east-1 of

OFAlof EHH () ap-northeast-1 o

0|2 SE(HXILol £ us-east-1 of

0= 88(235t0/2) us-east-2 o

0= MEZelZL ol S8 Xx|) us-west-1 ofl

o= M=) us-west-2 of

FiLICHE F ca-central-1 of
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon CloudWatch AP A40H A
Amazon CloudWatch &8t ’E.* M

IAM A4 SHof| od4E = Q= MM[A Ao (p. 358) & M7| HEH HAM(XI2 S 7|8 HA)2 MHE
CIS EE X Z AEE £+ U&LICH EoE ZF CloudWatch APl 241} O] 2t g s&E ¢+ s WS
B2o{g £+ e 20| LIt U&LICH Aol action HEOA XS X6, HEUO| Resource HEO
Melaa o2 otedesteE EXF (N)E RI™ELICH

CloudWatch HH0{A AWS Xt =71 7|& ME5H0 ZHE EAE = UE
2 22 IAM A8 HdPAMo AWSZZ2YH U IAM =7 2EHAE F|8 "érzﬁréll\lg.

Note

&g X|HotE{™ cloudwatch: HFAF CHS O API 2 O|& 2 AFSELICEH of:
cloudwatch:GetMetricStatistics, cloudwatch:ListMetrics 2= cloudwatch: *(&
E CloudWatch 2r2190| Z3<).

Elol2

+ CloudWatch API &fd &I T~ 5t
+ CloudWatch O|HIE API Zt¢d & Tl M5t
» CloudWatch Logs API f¢ 2!

+ Amazon EC2 API| ¢4 &l Zl4= H&t

+ Amazon EC2 Auto Scaling API ¢4 &l &l #et

CloudWatch API 2fd & zFdof Eeeh #Het
CloudWatchAP| @34t ZQ 3t MEHAPI EHQ)

DeleteAlarms cloudwatch:DeleteAlarms
DeleteDashboards cloudwatch:DeleteDashboards
DescribeAlarmHistory cloudwatch:DescribeAlarmHistory
DescribeAlarms cloudwatch:DescribeAlarms
O|Ec2 AE HEE M= o 2 LICh
DescribeAlarmsForMetric cloudwatch:DescribeAlarmsForMetric
X|EolCcist ZEE E= o 2% ch

DisableAlarmActions cloudwatch:DisableAlarmActions

EnableAlarmActions cloudwatch:EnableAlarmActions
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{
"Statement": [
{
"Sid": "PutOnly",
"Principal": "*",
"Action": [
"cloudwatch:PutMetricData"
1,
"Effect": "Allow",
"Resource": "x"
}
1
}
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The preview is open to all AWS accounts and you do not need to request access. Features may

be added or changed before announcing General Availability. Don’t hesitate to contact us with any
feedback or let us know if you would like to be informed when updates are made by emailing us at cw-
synthetics@amazon.com
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* PutMetricAlarm
* SetAlarmState
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"Records": [{
"eventVersion": "1.01",
"userIdentity": {
"type": "Root",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:root",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ ID"
I
"eventTime": "2014-03-23T21:50:342Z",
"eventSource": "monitoring.amazonaws.com",
"eventName": "PutMetricAlarm",
"awsRegion": "us-east-1",
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-ruby2/2.0.0.rc4 ruby/1.9.3 x86_64-linux Seahorse/0.1.0",
"requestParameters": {
"threshold": 50.0,
"period": 60,
"metricName": "CloudTrail Test",
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"evaluationPeriods": 3,

"comparisonOperator": "GreaterThanThreshold",
"namespace": "AWS/CloudWatch",

"alarmName": "CloudTrail Test Alarm",
"statistic": "Sum"

I
"responseElements": null,
"requestID": "29184022-b2d5-11e3-a63d-9b463e6d0ff0o",
"eventID": "b096d5b7-dcf2-4399-998b-5a53eca76a27"
I

..additional entries
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=
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"eventVersion":"1.03",
"userIdentity":{
"type":"Root",
"principalId":"123456789012",
"arn":"arn:aws:iam::123456789012:root",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2015-11-17T23:56:152"

}
I
"eventTime":"2015-11-18T00:11:282",
"eventSource":"events.amazonaws.com",
"eventName" : "PutRule",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent" :"AWS CloudWatch Console",
"requestParameters":{

"description":"",

"name":"cttest2",

"state" :"ENABLED",

"eventPattern":"{\"source\":[\"aws.ec2\"],\"detail-type\":[\"EC2 Instance

State-change Notification\"]}",
"scheduleExpression":
Iy
"responseElements": {
"ruleArn":"arn:aws:events:us-east-1:123456789012:rule/cttest2"

Y
"requestID":"e9caf887-8d88-11e5-a331-3332aa445952",

"eventID":"49d14£f36-6450-44a5-a501-b0fdcdfaeb98",
"eventType":"AwsApiCall",
"apivVersion":"2015-10-07",
"recipientAccountId":"123456789012"

ole 21 ot =2 AFZ X7t CloudWatch Logs CreateExportTask 22 ZEMS S 2oiFLICH

{
"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAI_ID",
"arn": "arn:aws:iam::123456789012:user/someuser",
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "someuser"
Iy
"eventTime": "2016-02-08T06:35:14Z",
"eventSource": "logs.amazonaws.com",
"eventName": "CreateExportTask",
"awsRegion": "us-east-1",
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-ruby2/2.0.0.rc4 ruby/1.9.3 x86_64-linux
"requestParameters": {
"destination": "yourdestination",
"logGroupName": "yourloggroup",
"to": 123456789012,
"from": O,
"taskName": "yourtask"
Iy
"responseElements": {
"taskId": "15e5e534-9548-44ab-a221-64d9d2b27b9%b"
Iy
"requestID": "lcd74clc-ce2e-12e6-99a9-8dbb26bd06c9",
"eventID": "£d072859-bd7c-4865-9e76-8e364e89307c",
"eventType": "AwsApiCall",
"apiVersion": "20140328",
"recipientAccountId": "123456789012"

Seahorse/0.1.0",
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