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Versioning

Enable versioning
. Suspend versioning

This suspends the creation of object versions for all
operations but preserves any existing object versions.
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https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html#MultiFactorAuthenticationDelete
https://docs.aws.amazon.com/AmazonS3/latest/dev/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/serv-side-encryption.html
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/kms/pricing/
https://console.aws.amazon.com/s3/
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3.

4.

Bucket name 1=

¥ admin-created

s admin-created-one
[Properties]& ME4BFLICEH

Overview Properties Permissions Management

Default encryption(7|2 &3 3h2 MEHELICH

Default encryption

Automatically encrypt objects when
stored in Amazon 53

Learn more

| 2 = 310l CHaH Amazon S30iM ZEIElE 7I1E AL 52 AES-2562 MEiSt T X2 ML

Amazon S3 MH & 2 3tE A835t04 IOIEE ¥ =355t Y
Simple Storage Serwce 7Het X 7Fo|= 2| Amazon S3 HEIE of
AR,

Eof| CHEt XEMIEH LI &2 Amazon
53 7|2 OO|E E5 HHeE X s5H4

—_ =

Default encryption

This property does not affect existing objects in your bucket.

() None

@ AES-256

Use Server-Side Encryption with Amazon S3-Managed Keys (SSE-
53)
() AWSKMS

Use Server-Side Encryplion with AWS KMS-Managed Keys (SSE-
KMS)

Amazon 53 evaluates and applies bucket policies before applying
bucket encryption settings. Even if you enable bucket encryption
sefttings, your PUT reguests without encryption information will be
rejected if you have bucket policies to reject such PUT requests .
Check your bucket policy and modify it if required.

Wiew bucket policy

Cancel Save



https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
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6.

Important

712 253E ystE M HZ! M2 Uoo|EsHok & = U&LICH REME LHE 2 Amazon
Simple Storage Service ZH& Xt 7H0|E2| F =5t 0o CHaH HZ! EA A E0iM 7|2 2 =35t

Z e s H3xstiAlR.

7|2 2= 3tol CHall AWS KMSOi| K{ZEEl CMKE At 6tedH Chg BAHE [MEAAIR.

a.
b.

AWS-KMSE MEigtL|Ct

ALERE7E Y E 12 22| AWS KMS CMKE MBSt 2{H Ct

« EAEE
« EAMElE

22 olad
0= =1

0| A AWS KMS CMKE MEfgfLICt

=3
oM AL X|H KMS ARNS MEd 3
LICk.

1 ]

Important

ojo

._ Y'Y & stLtE AFSELICH

CtS AWS KMS CMK2| Amazon E[4AA 0]

Amazon S30i A M & &t 53l0| AWS KMS CMKE At&35tE A< CHE CMKE MEdsH

OF gfLICt. Amazon S3& CHZE! CMKEF X| 5t 1 HICHE CMKE R|5HK|

St&LICH RHA

8t LI 2 AWS Key Management Service 7Hg X} oFL{A{ Q| CHE! 2! HICHE 7| ALS 2 &

Tt

Default encryption X

This property does not affect existing objects in your bucket.

None

() AES-256

Use Server-Side Encryption with Amazon 53-Managed Keys (SSE-
s3)

[:._:] AWS-KMS

Use Server-Side Encryption with AWS KMS-Managed Keys (SSE-
KMS)

Custom KMS ARN v

Type to search Q

aws/s3
ca-key

Custom KMS ARN

View bucket policy

Cancel

Important

7|18 et53t Aol CHal AWS KMS SM2 AF8E B2
AMgto| M=L|ct AWS KMS A&t 8t 72 @F
KMS A|gh EHd B RSHAAI2.

5t ol CHEt xbAIEt

AWS KMSO1| CHEt RPS(Z2E 2F =)
k=3
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https://docs.aws.amazon.com/AmazonS3/latest/dev/bucket-encryption.html#bucket-encryption-update-bucket-policy
https://docs.aws.amazon.com/AmazonS3/latest/dev/bucket-encryption.html#bucket-encryption-update-bucket-policy
https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.aws.amazon.com/kms/latest/developerguide/limits.html
https://docs.aws.amazon.com/kms/latest/developerguide/limits.html
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AWS KMS CMK ‘ddoi| CHEr RtAlIEH L& 2 AWS Key Management Service Developer Guide2] 7|
Mg BEFHAAIL. Amazon S30IA AWS KMSE AHE5HE ol CiEh XEAISH LIE 2 Amazon
Simple Storage Service 7H& X} 7}0|E9| AWS KMSOH| K& E 7|2 CIO|E{ 252 & ’SZE_PQMLC&.

7. SaveE MEFLICH
A =
FH8E

+ Amazon Simple Storage Service 72t X} 7}0|=2] S3 H{Z!0i| CiEF Amazon S3 7|2 &35t
- S3 Zix|lof =3 E FItsted® ofH dHok BLITH? (p. 59)
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O{%E H| sl oF & L7}
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|
fg MRS z2 ey HAloE E%‘é gdstete W 27 ML= Yo ChEt KRS LY
2 Amazon Simple Storage Service {2 X} 7t0|E 9| B MM A 2L EHE FESHMAIL.
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Bt2 of Z 2|7 ol Mof & 01 FEELICE M B0 WMA 2O HEE= Hot W AN A LAt REBE = US
L|ch 8t DS 2 ntotstd Amazon S3 ZXN L3 2 &g £+ &L
HNA 2O BlZEN= HZO| CHE 2F LI0| REMIS] LI {&LICE ol HEE 2F /8, 2380 %
HE SAA QHE XEEt dm 2 A | Zt 5ol gLt RHMIEH 22 & Amazon Simple Storage Service
JHEERF 7HO|E9| MEH HA|A 27 HA EHHS BESAAL.

Important
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1.  AWS Management 2&0] 21
o |_||:_|.
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Bucket name 1

B admin-created

B admin-created-one
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/bucket-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html
https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS MHM
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3. [Properties]S ME4EIL|CE.

4. Server access logging(ME{ HAl|lA 2Z)S MEIELICH

Server access logging

Set up access log records that provide
details about access requests.

Learn more

Logging

. Enable logging

Target bucket

‘ admin-created?2 hd

Target prefix

Enter target prefix i)

() Disable logging

s

6. (% AE) CHY TS AR 21 22l 7| 018 HEALE U2istod 21 24H| 0l§ 0| 25 SUH =X}
Uz AAtE|T S ghich

7. SaveE MENEHL|CH
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CHe HZM 208 = = JELICH HFAME x|HE 22 sl HF Al 2L oy Aol EHE
EAELCH MH o“Hlé EZg gyststH 27t ched HZlo| ME 77K & AlZHol A2E £+ Q)
Lot 27t MY )= W U Al7|of cHEt XEAIEH LHE 2 Amazon Simple Storage Service 7He R}
7t0|E9| ME HMNA 2Z HHE HEFFAUAIR

HEE
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AWS CloudTra |0|E+ O|HIEZ S3 HHZloi| CHsH 2t
ANz 22 % AM3tste{d o= Al & L|7?

0| Bt M= Amazon S3 Z2&2 At&5t04 S3 H{Z! 2| Zixflof CHEt CIO|E O|HEE 7|85t AWS

CloudTrail &M g &85t Yo I:HOH ARHEEFLICH CloudTrail2 GetObject, DeleteObject,
Putobject #2 Amazon S3 A =& API & 24 X[ ELICH o248 O|HIEE C|O|E| O|HER}

gtLict 7|2 %2 Z CloudTrail ZF—"—*'S EI|0|E-| O|HEE 25t X| &L X|BF X3t S3 H{Zloi Tt H|o]
E‘| 0|'HIE g 2435+ AWS 74|7‘*_QI D E Amazon S3 H{Z/of CH3t O|O|E{ O|HEE ZZSIEE =S
FHE # gLt RMEH LIS 2 AWS CloudTrail2 AHE 504 Amazon S3 APl 25 228 B ZSHAA|
2. CloudTrail2 CloudTrail OI”.i'E 7|89/ Clo|E{ O|HEE KH—?—Kl pELch Bt 2E W & A0l
CloudTrail O|HIE 7|20 K= 74 obL|ct REMIBF LI® 2 Amazon CloudWatch Logs Z/E{ o1}
Amazon AthenaZ At&3t04 CloudTrail 21 #E|E "*_75_6}*.=.'A|9_.

m&OI-

S3 H{Z!of et Cl|O|E O|HEE 7|83t 8 FHE #4567 2/ AWS CloudTrail & =& Amazon S3
1*_—-"‘-2 A8 £ Q&LICH AWS Aol 2 E Amazon S3 HZ!ol| CHsl ClO|E| O|HEE J|ESIEE FXES

MEHE 732 CloudTrail E—%% A8 stE Ho| O W2|gLICh. CloudTrail &2 AF23t04 S3 Ci|O|E{ O
EE 7|85 EE FHE FMH5E KAIEH &2 AWS CloudTrail User GuideQ| C|O|E{ O|HIE S &=
a’.;IAIE?_.

Important
CllolE o|HEM = F7+ Q0| MEELICH AHMIE LIS 2 AWS CloudTrail 2 22 ESHAAIL.

ChE MAt= Amazon S3 Z2&£& AHE3604 CloudTrail £%10| S3 tHZ!ol| CHEt CIOIE{ O|HIEE 7|5 & = )
EE st EYe EodELICH

S3 =l o] ZHx||of CH3H CloudTrail GIO|E{ O|HIE 242 &A4356l2{H

1. AWS Management 2&0{ 22218t CtZ https:/console.aws.amazon.com/s3/H| A Amazon S3 2£2
Jct.

2. HZ O|§ S=olM HZlel ol H=HELICH

Bucket name =

¥ admin-created

B admin-created-one

3. [Properties]Z MEHEILICH

4. Object-level logging(Zix| =& 2Z)2 MEHFFLICH



https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/cloudtrail-logging
https://aws.amazon.com/premiumsupport/knowledge-center/find-cloudtrail-object-level-events/
https://aws.amazon.com/premiumsupport/knowledge-center/find-cloudtrail-object-level-events/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-and-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS MHM
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Object-level logging

Record object-level API activity using the
CloudTrail data events feature
(additional cost).

Learn more
EECt2 HFMAM 7IZ CloudTrail £32 MENSL|C
MEHS FH2 HEO SUSH AWS 2™ Qlo{of 2R EELCIR S50 2 E 2o Chal MMHE
FMEE HAN S 2™ e FAOF ZTEELIC
FrMg MMslok stE 7B CloudTrail 22 213 E MEHSH0d CloudTrail & 2 0|S &LICt. CloudTrail
220 M FHE MAstE RHMEH ¥ 2 AWS CloudTrail User Guidel| 242 Al=25t04 £ MAd
HE TSR,

Object-level logging

~
L

CloudTrail trail for recording activity €

example-trail %

You can only choose a trail in the same region as the bucket. To

create a trail, go to the (' CloudTrail console

Events €

[] read [ | write

Cancel

OHIE M CHE & tLIE MR LICH

* CloudTrail7} GetObject &2 Amazon S3 87| APIE 7|E5tE & X|H5t2{H™ ¢17|& MEdgfLICt.
+ PutObject Z2 Amazon S3 A 7| APIE 7|F 3524 M7|E MEIFLICH
o Q7|9 M| A APIE 25 7I55tEd™ 7|9t MT|E MEdEhL|Ct

Amazon S3 Z4#|oi| i3l CloudTrailO| 71§ 5t= X| ¢ El= C|O|E O|HE S 82 Amazon Simple
Storage Service 7H& Xt 7}0|=2| CloudTrail 24 & &dll FME|= Amazon S3 Al =& =] CHHS
SEXCISPNEN
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-console.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/cloudtrail-logging.html#cloudtrail-object-level-tracking

Amazon Simple Storage Service 2& AFHS MHM
F7h ge

Object-level logging

CloudTrail trail for recording activity € =

example-trail v

You can only choose a trail in the same region as the bucket. To

create a trail, go to the @' CloudTrail console

Events €

Read Write

7. HZol cis A ~F 228 F9ststoiH g ML

Object-level logging

@ Enabled

The CloudTrail data events feature is enabled for this bucket. Go
to the CloudTrail console to view and configure the seftings for
trails.

The CloudTrail data events feature incurs additional costs. Learn
more

| Open CloudTrail console ‘

HIE &5} 5t 248 CloudTrail 242 0|S 35104 F£%12| Data events(H| O|E

BiZlo] Chet 27| 27 228
£2 A7{sok BLict.

o[ HE)ollM ! Of
Note

CloudTrail 22 0|} Amazon S3 —E—%% AE 3P0=| S3 B{Zloi| CH3H I:'||0|E-| O|HEE 7|83t
E FMg F 435I Amazon S3 E£0i= sHE HZIof CHEl A & 20| E M5t E Ho =z
nAl .=||—|EP.

S3 IS MHE mf x|

op SF 222 YASSE AE WHL S3 HAS AT T sof B
T2 (p. 3) g ERSHUAIR

+ S3 HZlof CiEt £4 S EE{H? (p. 6)
- Amazon Simple Storage Service JH& X} 7F0|=.0] AWS CloudTrail€ AF25t04 Amazon S3 APl 3% 2
+ AWS CloudTrail User Guide2| CloudTrail 21 T+l ¢4
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https://docs.aws.amazon.com/AmazonS3/latest/dev/cloudtrail-logging.html
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[Static website hosting]

Static website
hosting

Host a static website, which does not
require server-side technologies.

5. Ol HZg AM85to{ & AlO|EE SARELICHE MEFLICH
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https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS MHM
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Static website hosting

Endpoint : http://static-website-public s3-website-us-
west-2 amazonaws.com

@ Use this bucket to host a website @ Learn more

Ingp@w%%w%
A E Mol A EA 0|2 UM LICHUB M S Z index.html).

2 MOIE AR HAE FH5tE 42 QHA BEME x|Hstof &LIct FE THQlo|Lt 2io|o| 5
2 EHE 2FO0| MEE|™ Amazon S37 0] QIHA EME BHEHEMLICH KA LHE 2 Amazon Simple
Storage Service 7H&H At 7}0|= 9| CIHA A K| FEE HZSHAAIL.

(MEH ALE) 4aXX oA 2Fof CHEt A EXL XIH 2F EME MBstediH 27 A0 AHERL X1
2F EM Y Ol S Y=FrLICH

>

ANEX XIH 2F BEME XIHsHX| = 277 L5t H Amazon S30M 7|2 HTML 2F EME
gEHEFLICH REMIEH LIE 2 Amazon Simple Storage Service 7HE At 7HO0|EQ| AL X X|H 2F BAM X
P EHg BESHAAIR.

(M= ALE) T F 2IC|HM 7212 X3 524H Edit redirection rules(Z2IC|12M 72 HE) 4 XtoilMd 7=
2 MBS E XMLE UM,

E0{, 2o EH X 7| 0| = HFAI M2t ZHEZE M 2t*EE &= UL KAl
Bt LH& 2 Amazon Simple Storage Service 7/ At 70|E9| T2 Z7F EC[EIME B ZHMAIL.

Static website hosting

Endpoint : hitp://static-website-public_s3-website-us-
west-2. amazonaws.com

) : :
.@ Use this bucket to host a website €% Learn more

Index document €

‘ index.html ‘

Error document €

‘ error.hitm! ‘

Redirection rules (optional) €

N .
Redirect requests Learn more
/ 4 o

N D ’ .
Q) Disable website hosting

Cancel Save
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https://docs.aws.amazon.com/AmazonS3/latest/dev/IndexDocumentSupport.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/CustomErrorDocSupport.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/CustomErrorDocSupport.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/how-to-page-redirect.html#advanced-conditional-redirects
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1. https://console.aws.amazon.com/s3/0ll A Amazon S3 2&& JLcCt.

2. MM Y MOIER T8t HZ!Q| O|F 2 MEAFILICE.

3. Permissions& ME§ELIC}

4. [Edit|S Mefgtoch

5. Block all public access(Z2E HEZ! HA|A RIEHE MEH FA ST MES MEAFLICH

Warning
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https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html

Amazon Simple Storage Service 2& AFHS MHM
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Edit block public access settings for selected buckets

Total buckets: 1 (Public: 0)

Block public access (bucket settings)

Public is qgrz - ckets : gh : ( cket polic ; nsure that public s to
buckets and obj is g public 5 pp_'  to se > ckets. AWS recommends that you turn on Blo
but before a ¢ SE SE - > that your : If \ou require some Ievel of

The Block public access seftings turned on at the account level affect public access to all buckets in the account. To determine which settings are
check your Block public access (account settings).

l Block all public access
Turning thi tting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

H Block publlc access to buckets and objects granted through new access control lists (ACLs]

s and obj

 Block public access to buckets and objects granted through any access control lists (ACLs)
will ignore all ACLs that grant public 0 bur and obje

Car

6. =l X0l confirmes RAZIFH ChS =fQlS MEHENLICH

Edit block public access settings for selected X
buckets

Updating the Amazon $3 block public access settings affects all selected buckets. This may
result in some buckets and objects becoming public.

To confirm the settings, type confirm in the field.

confirm

S3 HZloll M ol LB HAM|A 7} Objects can be public(Zi®|7F HEZ|0| E + US)2Z UO|o|EH
LICH O|X S| M E SINHMo R el7| 7hS3tH BHE HA Mg F7tE &= UgLich HMATL A
£ Bucket and objects not public(HZ! 2! Z4X|7t T{E 20| ot ) 2 EAlZlE AR, HA! HAME F7t
5t7| ol Al™oll Chal| =2 HAM|A XE DHS HESoF & =& U&Lch
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/block-public-access-account.html
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1. HZM HZ 2| O|§ S M=iELICt

2. PermissionsZ ME{ELICE.

3. [Bucket Policy]& ME4ELIC}

4. Y MO|Eof CHEt HEE] ¢i7| AAM|A HEtE F0o{5tE2{H ChS HZA HME SAE & HA HH HE

7lofl 20 &Lt

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadGetObject",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:GetObject"
1.
"Resource": [
"arn:aws:s3:::example.com/*"
]
b
]
}

5. ResourceE YOIO|ESt0{ HHZ! OIS EEELICH

ol oAl HZ! HAO|M example. com2 HZ! O|& LICH AFA| B{Zlo]| O] HHZ! HAHE A& 5tE{™ A}
A 2! olE 0 YXISIES 0| O|§2 Clo|E8HofF B LICt

6. XNITS MEELICH
HZlol HE2 HAMA HEHo| US 2 LiEHN = A7t LIEFH LICH HZ! HAol =2 ti[o|= 0] LIEH
Lict.
Policy has invalid resourcetteE 2F7F EAIEH HA

Aol HZ! o|F 0| AH&Xte| %! O]
S0 LxIst= x| FHAFLICH HZ! EH F7tofl CHEF REMIEH LHE 2 S3 7!
ok B LIT?E B ESHAAIR.

Mg FIhsto{H o€

2F - AMA HEE BT EAIED M7 B HETOIM H HHE MEE 4 9ls B2 AY 4
Z 2 B30 £ 7 nE e ML AEHATES HOlstod B30l CHE HE 2| ANAE 583X Holst
A2, 2 Aol Hetol CHEt REAMIEH LIRS & Abo|= SM|A0] TR #t #Ete AEHAIAL.

3EHA!: & AIO|E IEXQIE HAE

T 9 AO|ER T A5 T HEHS MBEHH Amazon S3 H AIO|E QIZZQIEE S5 2 AO|E0]

HZlg E

CHM|AE 4= QlaLICH REMIBH LHE 2 Amazon Simple Storage Service 7HetXF 7H0|E9| & AlO|E Q=%
CIEE =3 AI2. Amazon S3 %:I MO|E Ad=EZQIE Q| MA| 2= Amazon Web Services i 2 X 9|
Amazon S3 # AFO|E IEZQIEE FAFAAIL.
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https://aws.amazon.com/premiumsupport/knowledge-center/secure-s3-resources/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/add-bucket-policy.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/add-bucket-policy.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteAccessPermissionsReqd.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteEndpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteEndpoints.html
https://docs.aws.amazon.com/general/latest/gr/s3.html#s3_website_region_endpoints
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1.  AWS Management 2&0{ 2318+ C}S https://console.aws.amazon.com/s3/HA Amazon S3
QLo

2. HAOIE SHoM ZE ¥ elc|HdE HZ o|§& M=iFLIcH

Bucket name T=

© admin-created

s admin-created-one

3. [Properties]E AE48FL|C}.

Overview Properties Permissions m

4. [Static website hosting]2 &4 L|CH.

Static website
hosting

Host a static website, which does not
require server-side technologies.

5. [Redirect requests]E MEdgFL|Ct

21


https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS MHM
Advanced Settings

Static website hosting

Endpoint : admin-created3.s3-website-us-west-2 amazonaws.com

.:':_. Use this bucket to host

. Redirect requests

Target Bucket or Domain

Bucketname1 or www.exampledomain.com

Protocol

https or hitp

) Disable website hosting

Cancel Save

a. CHY HZ £ Tl 2FEE 2lc|2ME HAolLt EHIQ! o|§& UHELICH 2 CHE #HA
o= Z|C|2MEte{ CHA HZ!0| 0|2 YAGFMUAIR. o & S0f, FE THQ {EBAZ BT
Mst2dH www.example.come 2350k ELICt XA LIE 2 Amazon Simple Storage Service
TN RF 7HO| SOl A HIALO|E B AEIS HZ) TAIS AESHAAL.
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£ 80| AIUE $AE o|go2 2lCiMELI.
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=
. O|HIE 22 cHer e '|| aifoF BFLI7H? (p. 22)
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Amazon SNS F=X|

Amazon Simple Notification Service(Amazon SNS)E 75 &l endpoint === Z2}0|HE 0] HIAIX|
MY e dMa2 - U 2elste ¥ ME[AQILICEH Amazon SNS 2£ 2 2212 418 Amazon
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https://docs.aws.amazon.com/AmazonS3/latest/dev/HowDoIWebsiteConfiguration.html

Amazon Simple Storage Service 2& AFHS A
OlHIE 2 Al Cha MY

SNS =HME PHE + A&LICH Amazon SNS FA|E Amazon S3 HZ! T Z2 2|Tof| Qlo{ok °FI-—| Ct.

Amazon SNS FA| M4of cHEt M E = Amazon Simple Notification Service 7HH*XP QHLHAM Q| AlZfSt

71& HZsHAAIL.

OlHE 22| CHA 2 Z BHE Amazon SNS FXAIE AlS5tedT Ch3 0t ZHo| & gtLct.
+ Amazon SNS FA|of CHSF Amazon 2l4A A O|E(ARN)
+ $ &3t Amazon SNS FA| 5 (Amazon SNS FA|ofl HIAIX|7F AN EIH SHE FA FERAH &

ol M&HE)
« A&7} Amazon SNS 2&0f A& st #HEH A (ot2l ofl x| & 1)
{
"Version":"2012-10-17",
"Id": "_ example_policy_ ID",
"Statement":[
{
"Sid": "example-statement-ID",
"Effect":"Allow",
"Principal": "*",
"Action": "SNS:Publish",

"Resource":"arn:aws:sns:region:account-number:topic-name",
"Condition": {

"ArnEquals": {

"aws:SourceArn": "arn:aws:s3:::bucket-name"

Amazon SQS CH7 |

Amazon SQS £ 0|28l 22 =45 Amazon SQS CH7|¥E BHE £ & LICH Amazon SQS CH
7|¥2 Amazon S3 HZ!T ZH2 2|Fodl Jo{ofF & L|Ct Amazon SQS CH7 | *”’é;' il CHSH REMIBE LHE

= O
|

2 Amazon Simple Queue Service 7 Xt 2FHLHAM S| Amazon SQS AlZf &7

rje

g RFMAIR.

A=
_I_%I)‘

ol

O|HE 23| CHA 2 OHE Amazon SQS CH7 | AFE 5T Ch2a 2o
+ Amazon SQS FH|oi| CiEt Amazon 2|4 A O[F(ARN)
« MEXI7t Amazon SQS 2& 0 A& s M (ot of| Al &)

fLCH.

I

{
"Version":"2012-10-17",
"Id": "_ example_policy_ ID",
"Statement":[
{
"Sid": "example-statement-ID",
"Effect":"Allow",
"Principal": "x",
"Action": "SQS:*",
"Resource":"arn:aws:sqgs:region:account-number:queue-name",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:s3:::bucket-name"
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https://docs.aws.amazon.com/sns/latest/dg/GettingStarted.html
https://docs.aws.amazon.com/sns/latest/dg/GettingStarted.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-getting-started.html
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https://docs.aws.amazon.com/lambda/latest/dg/
https://docs.aws.amazon.com/lambda/latest/dg/with-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html#supported-notification-event-types
https://docs.aws.amazon.com/AmazonS3/latest/dev/DeletingObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ObjectVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
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Note

EC{0l M obx[9 Z4A|E AFA|SHEH Amazon 837P A S O|HEE dHE = 2 X AELICH 22 ™
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sig 200l e HAE ZF AMstH, Bl EHE LIEHL= AX A& EX)sHX| ef&LIC ol
B &0l A=, Amazon S3 2£0| siE ECE LIEHLHE OHIO|E Z4A|E HGELICH A 4o Al
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LICt.
Amazon S3 2&0l= Ch&t 22 ¢ E0lM EE7F EAIELICH

+ O HIOIE ZHX|o| O|Eof £& £ Al()7t U= ZBR. 0| B2 ZEE LIEILHE 0 HIO|E o] AlA]|
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+ Amazon Simple Notification Service(Amazon SNS) F&| - 5 A= xQIEL} Z2I0|AHEZ o M A|X| b
o = M ZH5D HEIBLICH Amazon SNS FX| HAlof CH3H KHMIBH LIS 2 SNS FAQE & X3t
AIA'O'

+ Amazon Simple Queue Service(Amazon SQS) CH7 | — HFE] Ztol| = ot= MHAIXIE H”‘WI 2|t
Ot O| 1 & E Mol ol SAR CH7|™E MBFLICH Amazon SQSH| CHE kA8 LIE 2 Amazon
Simple Queue Service 7H2ERF 2HLHA 2] Amazon Simple Queue Service 271 EHHE XS AAI2.

+ AWS Lambda — Lambda &2 £&35l1 O|HE HA|X|E QI4+=2 MSELIC Lambda &2 BHE
AR XIE ZEE W7 &5 T AWS Lambdad| 2 =& LICH AWS Lambda2 AWS QIZZIE AFZ St
01 AFE Xl CHAl I EE AlEELICH Amazon S32F &7 LambdaS A2 stE o] CHEt REMISH LIS 2
AWS Lambda Developer Guide2| Amazon S32} AWS Lambda At& 67| EHE xRSt AAI.

Amazon S3 AMH|A 2ot Fx|of O|HE &S CHaof 1IAI st Ol 2t MEH2 Fodstes ddof cist &t
M8t LI 2 Amazon S3 70 At OHLHA{ Q| CHAN O O|HIE 22l EHIAIXIE HAIE HEH 2048 R ZTSHMAIL
Warning
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Developer Guide2| Amazon S32} & 74 AWS Lambda AL & & XA A,
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https://aws.amazon.com/sns/faqs/#10
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/Welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/with-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html#grant-destinations-permissions-to-s3
https://docs.aws.amazon.com/lambda/latest/dg/with-s3.html
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1.  AWS Management 2& 0] 23218+ C}S https://console.aws.amazon.com/s3/0|AM Amazon S3 2& &
QLo

HZ! 0|& S FolM o|HEE &d3tsizdi= HZAQ| O|§ S ME=FLICH

2.
Bucket name 1=
© admin-created
s admin-created-one
3. [Properties]Z MEHEFLICE

Overview Properties

4. Advanced settings0il A O|HIEE MEHFFL|CH.

Events

Receive notifications when specific events
occur in your bucket.

Learn more

Events

+ Add notification

Name Events Filter Type

Cancel Save

6. O|S0l O|HE 22 LIELHE OI§ S UHFLICH
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Events X
Name Events Filter Type
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e.g. MyEmailEventForPut
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Events €)
[lput [ ] All object delete events
[lposT || Restore initiated
D COPY D Restore completed
[ ] Multipart upload completed [ Replication time missed threshold
[] Al object create events || Replication time completed after
["] Object in RRS lost threshold
(] Permanently deleted || replication time not tracked
[ Delete marker created ["| Replication time failed
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https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html#notification-how-to-filtering
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£ Ql&Lich ofzH oilA| AEEI&S SNS F&| ARN F£7} 22 EoiFLICH

N e P i T A
Send to

SNS Topic i )

SNS

Add SNS topic ARN
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Cancel

Amazon S30{M O|HE 22| CHa ol HIAE HAIXIE 2RLICH

7<7|. 7C-II:|

« O7tO|2El S3 M E S5t oEH sHok & L2 (p. 46)

. o = =] =
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1. AWS Management 2&0{ 21218 CtF https:/console.aws.amazon.com/s3/H| M Amazon S3 Z2&2
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2. HZ! 0|8 S = 0iA Transfer Acceleration2 &3t 6l2{E HZ!o| 0|5 S MEHELIC

Bucket name =

¥ admin-created

admin-created-one

3. [Properties]ZE MEHEILICH
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https://docs.aws.amazon.com/AmazonS3/latest/dev/transfer-acceleration.html
https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS MHM
Transfer Acceleration 433}

Transfer acceleration

Enable fast, easy and secure transfers
of files to and from your bucket.

Learn more

5. Enabled(&4)& ME4Ft CIF Save(ME)E MESELICE

o= Z QIE0i| &= Transfer AccelerationO| AEE HZ!0t 2 H| 0| E F o= o AASE =X
ClE =M@l 0| 0| EAIEILICH Transfer Acceleration2 SX|5tH 714 A= ZQIEE O 0|4 X E5HK
OFA

= .

Transfer acceleration

Endpoint: admin-created.s3-accelerate.amazonaws.com |

Use the new accelerated endpoint for faster data transfers, which will
incur an additional fee.

Want to compare your data transfer speed by region?

=@ Enabled
Suspended

6. (M= AtE) Transfer Acceleration HZlo| 2 dstE B E AR50 7HE U2 E ST HITHE ¥=
E £TE H|W8| &&= Amazon S3 Transfer Acceleration & T H|lw =7 & A&slg{s B2, 2@z

olole H& & & HII'LoP" Ho Lt M MYELICL Ol £ HlR =7 & HE|LIE Y2EE
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Overview

E Search Public Pictures o
arewith v » =~ O @

Pictures library Arange by:

Q Type a prefix and press Enter to search. Press ESC to clear.

Folder *
Public Pictures
Name 3 Date X, Upload + Create folder More ~ m Deleted objects
. Sample Pictures 7/13/2009 10:32 PM
=] cats 2/11/2008 11:32 AM
= cool_monkey 4/18/2012 10:23 AM - )
To5e 2/11/2008 11:32 AM (] Name = Last modified
=] example-pic 2/11/2008 11:32 AM
[ ®s favorite-pics
O corgi-jumping.jpg Mar 13, 2017 ¢
] example-pic.jpg Mar 30, 2017 ¢
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Upload

® Select files (2 ) Set permissions @ Set properties @ Review
11 Files  Size: 6.2 MB  Target path: admin-created

Sample Pictures
9 Objects - 5.6 MB

» Ccool_monkey.jpg
-488KB

cats.jpg

5481 KB
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@ Select files @ Set permissions @ Set properties @ Review

1Files Size:1.3MB Target path: admin-created

Manage users
User ID Objects Object permissions

Read
johndoe(Owner) Wit Read [ Write
Vrite

Access for other AWS account + Add account

Account Objects Object permissions

Manage public permissions

Do not grant public read access to this object(s) (Recommended) ~

&8 4 D o|X|of M Y2 ESHE DU A E AER|X| A0t 3 WS MEfE £ QlaLt

HEEIOIEE F7H6tHL =HE % &LIC
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@ Select files @ Set permissions @ Set properties @ Review

Storage class

Choose a storage class based on your use case and access requirements. |

Storage class Designed for Availability  Min storage Min billable Monitoring and Retrieval fees
Zones duration object size automation fees

Standard Frequently accessed data - -

Intelligent-Tiering Long-lived data with changing or =3 30 days Per-object fees -
unknown access patterns. apply

Standard-1A Long-lived, infrequently accessed =3 30 days 8 - Per-GB fees
data apply

One Zone-1A Longlived, infrequently accessed, = 30 days 8 - Per-GB fees
non-critical data apply

Glacier Archive data with retrieval times =3 90 days - Per-GB fees
ranging from minutes to hours apply

Glacier Deep Archive  Archive data that rarely, if ever, needs =3 180 days - Per-GB fees
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Metadata

Metadata of name-value pairs. You cannot modify object metadata after it is uploaded.

Header Value

¥-amz-meta-my-data-1 ~ | myUserDefinedMetada SEVCE Clear

S AEEXIE ERE & J&LICH Z ejas 7|-2f mof LIt |9 Ef T 2f
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Add tags to search, organize and manage :

Key Value

Upload Next

[Next]E MEdghL|CH

Y2 = ZE Holx|olA AHO| SHHEX| 2QIg 5 Y28 MEFLICH HLSHEH o/TE Mzt
ct.

UZE T HYS BEiR HASK ¥ SHE0IM IY 58 MELIC

Operations 1 In progress 1 Success 0 Error
X Upload + Create folder ‘ More ~ ‘ m Deleted objects ‘
Q, Type a prefix and press Enter to search. Press E! e
[J Name 1=

[J [ bucket-policy-example-inventory.png

O [ bucket-policy-example-inventory.snag

O

4 choose-bucket-permissions-bucket-policy. png

80.56% Successful

Operations 1 In progress 0 Success 0 Error
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100% Successful
100% Successful
100% Successful

100% Successful

Operations 0 In progress 5 Success 0 Error
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2. HIOIE S5M IUS YR EstEdE HZ 0|2 MEELICH
Bucket name =

¥ admin-created

g admin-created-one
3. UploadE& MEHEILICE

X Upload 4+ Create folder

4. UZRE CHst &xtolM ot F7HE ME=ELICH

Upload

@ Set permissions @ Set properties @ Review

Drag and drop here
OR

Add files
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’@O | ) <« Pictures » Public Pictures » v|"’.|| Search Public Pictures }Jl
Organize v New folder =~ 0 @
¢ Favorites Pictures library Arange by: Folder ~
P Desktop Public Pictures
% Downloads MName . Date Tags
& Recent Places
. Sample Pictures 7/13/2009 10:32 PM
=3 Libraries [=] sample-pic 2/11/2008 11:32 AM
@ Documents
J’ Music
[ Pictures
=| My Pictures
. Public Pictures
B2 Videns | <1 I | D
File name: sample-pic ~ [ AllFiles -
’ Open |v] ’ Cancel ]
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@ Select files @ Set permissions @ Set properties

1 Files Size: 757.5 KB Target path: admin-created
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Storage class Encryption
Use the most appropriate storage class Use encryption to protect your data
based on frequency of access. while in-transit and at rest.
Learn maore Learn more
@ Standard

Metadata Tags

Assign optional metadata to the object Tag objects to search, organize and

as a name-value (key-value) pair. manage access
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- Froperties -

Storage class

Use the most appropriate storage class
based on frequency of access.

Encryption

Use encryption to protect your data
while in-transit and at rest.

Learn more

Assign optional metadata to the object
as a name-value (key-value) pair.

Learn more Learn more
@® Standard
Metadata Tags

Tag objects to search, organize and
manage access

Learn more
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Storage class Encryption

Use the most appropriate storage class Use encryption to protect your data
based on frequency of access. while in-transit and at rest.
Learn more Learn more

@ Standard

Metadata Tags

Assign optional metadata to the object Tag objects to search, organize and
as a name-value (key-value) pair. manage access
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Properties

Storage class Encryption

Use the most appropriate storage class
based on frequency of access.

Use encryption to protect your data
while in-transit and at rest.

Learn more Learn more
@® Standard
Metadata Tags
Assign optional metadata to the object Tag objects to search, organize and
as a name-value (key-value) pair. manage access
Learn more Learn more

Key Value

To enable replication of object tags IAM policies used for Cross-Region
Replication must be updated if they were created prior to the introduction of
Object tagging.
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To enable replication of object tags IAM policies used for Cross-Region
Replication must be updated if they were created prior to the introduction of
Object tagging.
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B | favorite-pics

When you create a folder, 33 console creates an object with the above name
appended by suffix "/ and that object is displayed as a folder in the 53
console. Choose the encryption setting for the object:

. None (Use bucket settings)
() AES-256

Use Server-Side Encryption with Amazon S3-Managed Keys (S5E-53)

() AWS-KMS
Use Server-Side Encryption with AWS KMS-Managed Keys (SSE-KMS)
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Amazon S3 > s3-user-guide

Properties

Q  Type a prefix and press Enter to search. Press ESC to clear

Overview

Open {
Download as

[] Namew
Get total size

B & favorite-pics Change storage class

[& corgi-jumping.jpg Restore

[] [& example-pic.jpg Change encryption
Change metadata
Add tags :
Make public 1
Rename

Delete object(ZiA| AfAll) CHat & XtolA AFKE MEASH ZECH0] O] 0| BHEI] U=

ME M=igfLct

Delete objects

You have selected Objects affected @ Learn more
1 Folders 1 Objects 3 Total objects 675.0 KB Total size

favorite-pics/

- 2 Objects - 368.0 KB

- COrgijumping.jpg
@ -3070 KB

All afiected objects will be deleted

Cancel Delete
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HE HAM PUT Z4A 23 H._|EE & ol5t242 Amazon S301 CHEH Amazon CloudWatch
H X|& B0|M putRequestsE & QIELICH CloudWatch X|& E7|o] EH°|' AME LH82 2
HXEE SIHAUE2ZE 52T oA dHoF B LITH? (p. 103) B HEFHAAL.

e g MeigLich
A

18 B0 ARl Chat i
Aol bizle Meigtiic i =

MEAEIE{H Set destination(CH 4 A7) 0| X[ CHA H{Z!oll A o]
of ChEH CH 0| olE 8 YstrLt EECHR SR0lM olES

i o

CHE AWS A'Holl M CHe HHZlE MEIstE e 39 CiY HZI0[ CHE AWS AHEo 2l E< S| 73
FTt (p. 87) EHHE HESAMAL.
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Replication rule X

@ Set source @ Set destination @ Configure options @ Review

Destination bucket
Select bucket

O Buckets in this account . Buckets in another account

Select or enfer bucket name Q

CHY EHZOI A BT 2t 2|7F #d3te(o] IX| i g B2, HE &2l 7Hs HEO| Z& & B HAIX|Z} Lt
EtefLICH Ol HE 2 M=stR %o H-I"1 a7t ZadstELIn
o

A
AWS KMSE = 3HE! ZXE SH5t= & MEdE 2 Destination encryption settings(CH&f 3
) ofzHod l:HM HZlo| SN2 S g=5t5hs Ol AHEE AWS KMS CMK2| Amazon 2|44 |§(ARN)
= YU-EFLICH IAM ._%94 Encryption keys(2 §§+ 7|) ol2foll A AWS KMS CMK2| ARN
&LUCH = EECIE S50l CMK 0|8 MEE = U&LICH

0
[]0
foh
mx

IIIIO
.
1o
>
°

AWS KMS CMK ‘d4Joi CHer XtAMISH LI® 2 AWS Key Management Service Developer Guide2| 7| 24
M ZESAAS.

Destination encryption settings

AWS KMS key for destination objects

Type a KMS key ARN v
Type to search Q

awsisad

north-ca-key

CHY #1200 55 AEEIX| FBAZ CIOIEIE SHlsteis 29 o4 A% Holxlol Che S Mol Sx
£ 2xlo] AECIR| FAAS WAL B MBI 28 O, CH 210l ZRIE ZRo] A8 E
AEE|R| FEHAE MELICH Of 48 Mstx| ohg He, SHIE Aol A 2|x| FelAL HE

Zxlob S Uzt Fefaol LI
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Amazon Simple Storage Service
CHat BiZ00] S U3t AWS HHol ol 72 =5 7 £t

OFEH7LRI2 CHA O 2% AR HE HESE{H 2A ARHS Y HE! AR HES MEE

LICE o] 4o CHEF REAIEH LI 2 EHé,* HZI0| CHE AWS AHHof Rl A SX 72 &7t

CHels BESHAAIR.

S| F440lM S3 Replication Time Control (S3 RTC)E & Ad3}t6sted™ S| AlZE Mo{S MEdghL|CH.
Note

S3-RTCE M85t B2 GBY HI0O|E{ M& 2 L CloudWatch X|E 20| £7I2 MEE
LICk.

Destination options

Storage class
Change the storage class for the replicated objects

Choose a storage class based on your use case and access requirements. There are per-
request fees when replu ating data to any S3 or $3 Glacier storage class. Learn more (4 or

Standard-lA W

(0]4]] rt ownership

B Change object ownership to destination bucket owner

Replication time control settings
Replication time control

Replication time control replicates 99 99% of your new objects within 15 mmulsw Additional
per-GB Data Transfer fees and CloudWatch metrics fees apply. Learn n

Chgg M=o

Amazon S37t AL RF CHAI ZHx|
Management(IAM) &2 M&

lIl" m||||

Sx57] @ =E £ 2= AWS Identity and Access
L
IAM 23& g M7 st2{™ Configure options(Z 41 T4) H 0|x|2| & M= ofefoll M CtS & & 7HXIE

o Mg Y-S M504 Amazon S30IM AtS 2= M IAM g g ddstE 0| E&LICH 7
g MYt MEfE fE 3 IZHM EHZ D LX[SH= IAM °4§01I EHoH M H2o| Y E L o

¥l ofgro| 0|82 HiZ! 0188 JlEto 2 BEE|N Cha 1 22 0|8 AN FHE AL
replication_role_for_source- bucket_to_destination -bucket
o 71E IAM HE 2 A8 E = UGLICH 0| A2 SH(of EeEt HEtE of Roists WS MES ok &
LIct. ol °"§OI SH 7Eg ME + e 528 HEHE Amazon S301 £04 oPKI ‘:‘._ SH 7t Aluf
grech.
Important

Tl
E
>.
2
12
0
ﬂl|0
r
ml
nl

7‘*”%* —”r— e ""._4?_* Sof ghed % ’E_’E%HQAIS.
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10.

11.

Replication rule X

@ Set source @ Set destination @ Configure options @ Review

1AM role

Create new role

Rule name

Type a name

73 O|Eo LtEof 722 £l AYEE £ e 73 0|22 UELICt 0|82 24 50| B3 LY
ol 8 8Hok &LCt.

HZlo 7|1E SX 7=lo] U
g2lol ZEE A Z QI5H & éﬁl-E
20| B2, Amazon S3E #& 2
E M =27} EolZLIc} 73 2
dx 7tolz o] SA 74 e E

HIAIXIZF EAIELICH o2 7=l 2
Skl 1‘11"5!94 M =2/& d¥stoF uct 3H

MEYX| AYERLICH =Xt 2
mazon Simple Storage Service 7H

T r|r
Z o
40
4l
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=
4o
rx
M
do
i
nx
0x
g'l_l
I:iF

ol
i
(0]

0
> 0%

o 0l0 oih
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oy

2
82
e
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x
e
= Ir
Y
h
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J

Ay [

nT&
1o
i
P 4o
9'|_|
>
>
to

el ot2hel ol 7IE’“°§ *"E"E'I—IEP gUs3tE FE2 MYstE FA HEET| AIFELICH LIS
A

Set the replication rule priority for objects that are included in multiple rules. You can change the
priority after creating the rule.

HEELICH o] #=o| 2Ht2H EQlctH XM MEgLct 3ZX| of
=2 = Xt
= o

=& Holxlol M =&l FEIS
oo o|xig Mt s A
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Amazon Simple Storage Service 2& AFHS MHM
CHA HHZ!o| CHE AWS A™Hol| e B2 SH 72 F7t
. TEIE MESHH |SH HO|X|oM FEg HE, &435 HIZgatstHLE AXE = U&LIcH
© Replication configuration updated successfully. x
Source Destination Permissions # Editglobal settings
Bucket Bucket 1AM role
s3-user-guide replication-time-control-destination s3err_rg_for_ to_r
Region Region Bucket policy

US West (Oregon) Canada (Central)

Copy

Viewing 10 10f 1
Rule name scope @ Replicate @ storage class @ Replicated object owner & KMs-encrypted objects & status @ Replication time control & Priority ©
fic-rule Entire bucket New objects same as source Same as source bucket Do not replicate Enabled Enabled 1
A HZJ0| CFE AWS A Kol Q)= ZHe 21| 75l =
EHC) H AO C I_AW 7 OO AR OTI _IK i B
HZI0| HE HAD CHE AWS AI™| IE E2 SH 7Ag FH5t{H O 8 BAE WELcH

cH

1.

o

AWS Management £
Fuch.

HZ! O|& SF0ilM Hst= HA

g

Bucket name

B admin-created

admin-created-one

#elet SHE Aoz &

Ol§& M=zt

Meet Chg, 7 %7t

2&0f 2318t ChZ hitps:/console.aws.amazon.com/s3/H| A Amazon S3 2&2

Overview

o|Fol =&l F=Ig Mt 2o
7t (p. 81) EFRIo 2 AlFHgLICH

S 72 oA M Set destination(CHAF A7) T 0| X[ 2] CHAF B
Lich a7 Ch3 e 202l o1& X CHE AWS HE| HE IDE

Properties

Management

BIZ/0 SYUBH AWS AIFO| U B =1 7E 5
Z00f CHH CHE HIB ol g M

ol
=

243tL|C} SaveE
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Replication rule X

@ Set source @ Set destination @ Configure options @ Review

Destination bucket

Select bucket hd

. Buckets in this account o Buckets in another account

Account ID

M1122223333

Bucket name

example-bucket-one

>

FHZ! O|E 3 A IDE XMESHHE Amazon S37t SHE EHZI0 A HA B E[7F E S E|RI= K| 08
OIF 4 T 2 BZ S CHY 3ol 730k B2 LIEFLIE 2T HIAIX|7} LiEbet 4 s
LIck =Arshof Ch2 8ol haf wizlofl 2718 % 2l 9 Al of B2 SOl LIERe LI bi%l &
2 S3 BZ0l F7h U T 2H2(0f CHEH RLAIEH LHS S S3 42! RS Z kst 24 OfEi7]| afiof BhL]
72 (p. 121) X S3 HIZIS] BN Bal 7158 AL kI 2{E? (p. 7)8 HESHUAIR.

i 2
Jon O

Destination bucket

example-bucket-one hd

Amazon S3 can't detect whether versioning is enabled on the
destination bucket.

Amazon S3 must be able to read the versioning property of the destination
bucket. Make sure that your destination bucket has the required bucket policy
for reading the versioning property, and then try again.

AWS KMSZ = 3HEl ZX|E S5t S MENE 32 Destination encryption settings(CH4 2F 31 A
) otzlofl CHah HZ! ol SXMEE L= stet= ol AL E AWS KMS CMK2| Amazon 2|44 O|&(ARN)
2 gt




Amazon Simple Storage Servic
CHed %0l CHE AWS AH™Ho /i=

(0]
N i
Ho 1
>
0o
nx
0Z
x

AWS KMS CMK A 4doi cHat XEAISH L& 2 AWS Key Management Service Developer Guide2| 7| 24

Hg #xstAL.

Destination encryption settings

AWS KMS key for destination objects

Type a KMS custom masfer key ARN

CHY M3 mlolx|el CHY SMolM ChE S s~ ELICH

- CH4 BiZI0] S8 AEE|X| BHAR CIOIEIE SH s SHIE AH 0| AE2|X| F2HAE HBE
Lich & MegLich. 321 o3, Cf4 t%ol SHIE Arlol A8 S AEB|x| 2HAE MBI Of
g4 Mstxl ohg B2, SHIE AH o AEEIK| BElAs HE Aot SUs Fajrol HE
ct.

- SN2 Ao AAH ARHE CHY HZ! A/ AR 4G 5tE24H Change object ownership to
destination owner(Z{X| AR HE CHY ARXAE HE)E MEIELICE o]l M2 MEisH SXE olo|
E{o] Zix AR TS HED 2ElE = JaLich 2EE|H Y HZ!o| A IDE Y=iFLIct

Ol SME MEHStH 2 HA = HE AME F71 ARSIE Hteiol T HAE ARSH=E AWS
HHol SXI2 Aol CHE A TEHO| Fo4ELICt KHA[EH L& 2 Amazon Simple Storage Service
JHRE 7H0|E 9| SHE ARA HEE HESHAAIR.
+ S3 Replication Time Control (S3 RTC)E SA| F0of F7}ttt{H SH| AlZt Ho{E Mgt
Note

S3RTCE M&83tE B2 GBT HI0|E| & 23 X CloudWatch X| & 30| F£7t2 Mg
E=l=g

Destination options

Storage class
Change the storage class for the replicated objects

Choose a storage class based on your use case and access requirements. There are per-
request fees when replicating data to any S3 or $3 Glacier storage class. Learn more (4 or
see Al 33 pricing £

Standard-lA W

Object ownership

B Change object ownership to destination bucket owner

Replication time control settings
Replication time control

Replication time control replicates 99.99% of your new objects within 15 minutes. Additional
per-GB Data Transfer fees and CloudWatch metrics fees apply. Learn more [
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%
MEXIE CHAISHo] ZA| o] SXE & St7] 23] Amazon S37 =& &= U= AWS Identity and
Access Management(IAM) 38t M&gtL|C}.

IAM &g S M 5tE{™ Configure options(&M 7 4) H|0|X|2| g MEH ofZfoil M CtF & §t 7HXKIE

o M g Mg MEI5H0{ Amazon S30M RIS 22 M IAM H& g Mdste Wol E&LICH o
=g MEstH t'E BHEE Y IZHM HZ3 YRI5t 1AM 23 o] cHaH A ZZHo| MM E|ct
@E‘ HAEO| O|E2 HA 0|2 7|H o2 HEL|H OIS Z2 0|& XIH #EIg A8 EH—IEL
replication_role_| for source-bucket_to_destination-bucket

« 7IE IAM Hg 2 A8 Y o AELICH O H 8= B Amazon S37F AHEXHE CHAISIO] #E HZ
oM CHY HZIC =2 A E SHSt=S 5183sts HE S H=aHok &Lt

Replication rule X

@ Set source @ Set destination @ Configure options @ Review

I1AM role

Create new role

Rule name

Type a name

Status

@ cnavees

=2 ALstod CHE AKX o| CHAr BHZlof =
MSELcH HZ! EH2 s3 I:I-|7|01|

7tet £ QlE HZ! A2 Configure options(S 44 T 43) H 0| x|of|
=7tste =
=7 SHok B LITH? (p. 121) RIS & XS

Lol 2HEh REMIEH LI 2 S3 HZ! A E FItstE{H 0
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Bucket policy

Amazon 53 requires you fo put the following policy in the destination bucket.

Bucket policy

"Version": "ZBBS-IB-IT"J
"Id": "53-Console-Replication-Policy™,
"Statement": [

{

"Sid": "S3ReplicationPolicyStmtl”,

"Effect™: "Allow"™,

"Principal”: {

"AWS": "arn:aws:iam::444455556666 :root”

}!

"Action™: [
"s3:@etBucketVersioning™,
"s3:PutBucketVersioning”,
"s3:Replicatedbject™,
"s3:ReplicateDelete”

]J

"Resource™: [

Previous

AWS KMSZ &S 3 El X E SAst= S MEIEt 2 Configure options(=M T4) H 0| X|ofl AWS
KMS 7| Hai0o| AMSELIct. o] HAME SAtstod ALE 521 AWS KMS CMKO1| CHEr 7| H&of ot &=
A&LIch o] 7| HA2 22 HI! AKX CMKE AM8E £ Qe HEtE HodgtLich 7| A2 Ao
O|E0i CHEF RFMIEH LHE 2 212 HZ! £ F K07 AWS KMS CMKE ALE5t0d ef 2 3t8 4 Ql= HE
£0q (p. 93) BHHE FEFAAIL.

KMS key policy

Before saving KMS encryption seftings, ensure that all producers and consumers have access to the specified
encryption key. You can choose Copy to copy and pasie policy to the KMS key.

KMS key policy C

"5id": "Enable cross account encrypt access for 53 Cross Region Replication®,
"Effect™: "Allow",
"Principal™: {
TAWS™ ™
s
"Action™: [
"kms :Encrypt”
1,

"Resource": "="

1
2
3
a
5
&
7
a8
9
a
1

L

Previous MNext

. 54 Ho|X[oM S 752 HEELICH o] #%|0| 2Ht2H EQIctH XM =g Lch 3= x| of
o™ o|Mg MEE S HES HAR ¥ MYELCH
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CHAF B{Z00| CHE AWS HIHol| )l 2 2A 73 F7¢
1. =g MEStH S HolX|oM &S WE, 43}, "6t HLE AXE = A&
© Replication configuration updated successfully. x
Source Destination Permissions # Edit giobal settings
Bucket Bucket 1AM role
s3-user-guide replication-time-control-destination Sacrm_rqg_for_s . to_s
Region Region Bucket policy
s e s et :
P [ cotorontes ]
Viewing 1to 10f 1
Rule name Scope © Replicate @ Storage class @ Replicated object owner @ KMs-encrypted objects @ status © Replication time control € Priority @
re-rule Entire bucket New objects Same as source Do not replicate Enabled Enabled
12. 5 Ho|x[e] A1 HIAIX| The repllcatlon rule is saved, but additional settings are required in the
destination account.(S A F=/0] K& R K| CHA AIHof F7+ M o| ZELICH) ofgioll MA|E X
g mEuct. otehol M= X[EE WELICH N 2alstn %‘E AWS HXo|M 220128 OIS,

H/g H&Hof| 23alghc}.

Important

CHA Aol 2a90l5t 0 S BAHE 228 W7k x| SA7F Afgrolct
13. CHA HHo| 23018t £ B e MElst, SME MENSH O, 2 Mol A BT |8 MENEHL
Ct.
14, 47| 27| HO|X|o|M CIES 2 +&8E £+ l&LC.
CHA 2ol HH 22| E5tE
+ Amazon S37} M&35lE HZ! &Y
o CHAF HHZlo| EXNE ZHAE 25355 i AF2 El= AWS KMS CMKE AH|0|E 57| 2|6 = st
AWS KMS 7| HEHE SAFgLICE 7| A c.’=‘.'|Z'||0|'501| CHEE REMIBE LI HE HZ! AR Ko A
AWS KMS CMKE AF835t04 &S 5te &~ Qe HEt £09 (p. 93) BHE HZESHAAL.

S O

L
2 e 2ol M gfuch.
E
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Receive objects

To use this bucket as the destination for replicated objects, type the your source account ID.
Then configure the policy settings that are required to receive objects in this bucket

Type the source account ID fo customize

Versioning

If you don't have versioning enabled for this bucket, S3 enables it for you.

» Bucket policy copy -

~ KMS policy

"Sid": "Enable cross account encrypt access for 53 Cross Region Replication”,
"Effect™: "Allow",
"Principal™: {
"AWS": "SOURCE_ACCOUNT_ID™
Ia
"Action": [
"kms :Encrypt”
]J

"Resource™: "*"

1
2
3
4
5
6
7
8
9
a
1

==

HE HA AR HGo 7| HA1 7 AWS KMS CMKE AF835t0 253518 4= Qlis HEhE Foiafof &
LICt CHS XMxtoflAHE AWS Identity and Access Management(IAM) 2£ 2 A2 5t04 CHAN HZIo| S 24
ME ¢t 3slste ol AHSElE AWS KMS CMKO1| CHEH 7| HAg £Xste weg st

ol

AWS KMS CMKE At8stod 2t 23te & = HErE Fo{stt{H

1. AWS KMS CMKE A ®8t AWS H™HE AF83104 AWS Management 2£ 01| 22 QI8 LIC}. https://
[e]

console.aws.amazon.com/iam/H| A IAM 2& & &Lt
2. 1% A ZollM Encryption keys(2 23 7()& MEHEILICEH
M P 2(QER HE MM 21T HET|E A8 K|

3. CIToIM HHE AWS 2|2 MEIETLICH BHA
OtAIR.
4. 233 CMKel HE S MEgLch

93


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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= 7|. x4 =

H|0|X| 2| Key Policy(7| &) MAM0f| A Switch to policy view(Z2 E7|2 MehHE MEIRLICEH

7| 58 HE7|8 At 3t0d Amazon S37} MIBsts 7| HAS 7IZ 7| Mol 4E CHS T A K

o
e MEELICL 7|1E dHo| Zof HME FIHE + l&Lch

AWS KMS CMK 43 2l [ZEof CH8t XtAISH L& 2 AWS Key Management Service Developer Guide2| A|

AH
o
Ztst7| g HESHAAIR.

« S3HZM FX| 732 #elste Ul (p. 94)
« S3 IO KX #E| 7|52 EMst5t AL SHAISHEAH? (p. 7)
+ Amazon Simple Storage Service 7H& A}t 7t0|=2| SX

S3 HZI0IA = RIS Balsts

SHE sUst AWS 2| £ A2 CHE AWS 2IT2| 2! ZHofl HA|E HIS7|ASZ K& SAtsHE R
LELICH M2 dEE A L A Lo0IEE HE HAM XIEE e HZleZ S gLt

Amazon S3 2£2 AI85tH HE HA ol =X 72l FIHE = JaLich SH 7E2 SME ¥ HA
ARt SAE A&7 MY E CHA HAE 242 H O t. S Aol CHEF REAIEH LHE 2 Amazon Simple
Storage Service JH& At 7t0|E0] SA| HE FEFIMAIL.

=X Fale 2x Ho|KolM Balg 4 JaLICH SX FRe X7} 57|, g4 HEAs U Axls D ¢
M QIS HAY £ JaLICh A RIS tZof Foshs Wiol 2 E M LIS S 53 B0l M =A
FAlg 2 W (p. 80) BHE MES AL,

S3 HZloM SH| #=|2 2HelstedH

1. AWS Management 2& 0 22218t C+S https:/console.aws.amazon.com/s3/0|A{ Amazon S3 2&2
Juct.

2. HZ 0|§ S=olM Hsts Aol ol S MEErLICH

Bucket name T=

¥ admin-created

¥ admin-created-one

SXE ML

Overview Properties Permissions ‘ Managemenl

4. =R B2 O Ze

«  HIIM ZE SH 7

I'
oII

25t 24™ Edit global settingsE e L|Ct
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Amazon Simple Storage Service 2& AFHS MHM
SH 7= el

Source Destination Permissions
Bucket Bucket 1AM role
admin-created ca-example-bucket s3c_role_for_admin-created_to_ca-
example-bucket
Region Region Bucket policy
US West (Oregon) US West (N. California) Copy
CHe EHZ T IAM 8 HAE = Q&LIch stotH At A% ched B{Zlofl chaf 28t HZ
HHg 2AY & st
Source Destination Permissions Cancel m
Bucket Bucket 1AM role
admin-created ca-example-bucket v s3crr_role_for_admin- v
Region Bucket policy
US West (Oregon) Copy
SR TAS MBS ST 7AS HUSID IS HUHLIC O S A oA} A
Zlof &g HESE Ol 2R =22 M3 LT oiHAL AFSof| CHEF REMIEH LIS 2 CHE(S3 K
ZolM Sx F2lg FItste €Y (p.80)8 BESAAIR

Replicated object owner €

Storage Class €

Scope 6

Standard-A Same as source bucket

Prefix : pictures

Same as source bucket

Prefix - examples ~ Standard

Sx| Al BAIshel HLE HIEAIEHSEH T FAIS MET MoreB MEIE O}, SECIE B
Sofif A g5 EE T HIEAEHE MELIC O 27 B2 220l ST Mo gl
SE RASS HE e U gastet AL AXE 25 UsLIC

+ Add rule ‘ Edit priorities ‘ Edi ‘ ‘ Delete Actions v~
Enable rule
Storage Class Replica
Scope @ o o Disable rule

Upgrade schema

Prefix : pictures  Standard-1A

Enable all rules

() Frefx Standard Same aj
' examples

Disable all rules

Delete all rules

Receive objects. ..

|CF.
= otzHoll M 4 ﬁ"il-ql -?-*" =& HAY = UELICH [Save]E =50 HE ALY E M

2) & A

et

092 Ao Helof ZEE HUHZE Qs LMete S=S UXIety| 2o 73 M =98 AW
Lict ™ #2l9| B2, Amazon S3& & M &=2|E AI835t0d ol 7El2 M8 EX| AHE
Ct. =Axt7t 28 M =27 =ot&Uct 72 M =<|oi it XHMIFH L& 2 Amazon Simple
Storage Service 7H%*XF 7I0|E8| =X 7 e BHE HRSAAL.
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Amazon Simple Storage Service 2& AFHS MHM

=
=t HE

Viewing 1o 2 of 2
Rule name Scope © Storage Class @  Replicated object owner @ KMS-Encrypted objects ©  Status @

PictlureRule  prefix pictures, tag

cat|manx One Zone-la Same a5 Sounce: bucket Do not replicate Disabled

_7?:7|. e l=

. S3HZI0IM =X FRIS F7tsHs W (p. 80)
+ Amazon Simple Storage Service 7H& X} 7}0|=2| S X

AEZ|X| 2ela EME F+95te{ o= Al SHoF &
L|77}?

Amazon S3 £ AEE|X| Bala EA ETE AL 5H AR K| KA TIES 24150 OIF| HEE O

e =

O|HE XMt AEEIII oAz %7'XIE 2YY + AgLch 2E2|X| 2214 42 Clo|E HA|A mi

T\

BiS S| AHF UM A 5| B STANDARD AE2IXIE STANDARD IA (IAE XHF M| 5tx| ehech

£ EQunh AEE|X| 242 &2 AHES LE4ELICH STANDARD_IAO CHSH RFAISH LI 2 Amazon
Simple Storage Service {2 X} 7t0|E2| Amazon S3 FAQ & AEZ|X| 22H{AE ’é.*ZF_ol-*'AIS

Important

A2EE|X| EeiA 442 ONEZONE_IA EE= GLACIER 2EEZ|X| EEiA 20| MetE S| &
LICH.

o>

£A40f| et AEMIEH LI 2 Amazon Simple Storage Service & AF 7FO0|= 2| Amazon S3E AT - AE 2| X|
2o EM HHE FRS AR

AEBIX| Sela B T Wy

1. AWS Management 2&0{ 22218t CIZ https:/console.aws.amazon.com/s3/H| A Amazon S3 E2£2
Jct.
2. HZOI§ SHM 2EEZIX| 2Ei4 2ME FEE HA 0|§2 ME{ELICH

Bucketname 1=

© admin-created

s admin-created-one

96


https://docs.aws.amazon.com/AmazonS3/latest/dev/replication.html
https://aws.amazon.com/s3/faqs/#sia
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/analytics-storage-class.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/analytics-storage-class.html
https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS MHM
AEZIX| Eelia M 7Y

mm Management

Storage class analysis

Analytics

Q  search for filtler/prefix/tag

Analytics

Q, Search for filter/prefiviag

Filters (0) d-'- Add

LE 0|82 YA LICH 2! TAE B AISIE{H Prefix / tags (T AL/ E42) BEO] 0}2 R E 22454%]

Add filter

Filter name

Enter a name for this filter

Prefix / tags to monitor (optional)

Leave empty for entire bucket

rt data (optional)

Prefix / tags(HF At/ Ei) EHEo| EME Ao YFA HAE = BIOE A5t UZE AlE
ot LIEtLHE ESCH2 S50l M=t
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Add filter

Filter name

testfilter

Prefix / tags to monitor (optional)

images

images (press enter)

images

optional)

Save Cancel

2 7Het B 042 7HE U E £ U&LICH

Add filter

Filter name
Prefix / tags to monitor (optional)
prefix

tag

pty for entire bucket

Type in a prefix name or tag key name

optional)

Save Cancel

HlOIEf LA LH7 |8 Meisto] AEEI%| 2244 HAIS Sof HEZ 7
MEIME HEUE e laUc THds MEE £
SAE lziste EiUIc Ohd 72 B4 of4 D 2
CHE AWS A™Ho| £& = /&L
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Destination bucket

Select bucket
—

Destination prefix

Did you know you can explore S3 Analytic
export in Amazon Qu

Save Cancel

Amazon S3& CHY HZ!0I A Amazon S3 47| HEHE R0{5tE HZ! HAS YHELICH o/FH 58 LHE
7| CIOIHE siE HZlof & 4 A&LICt

HZ! HAE M ot @ F7 7 W MstE A2, i RIEIO| MAIELICH o & E0d, CHE AWS H ™ol O}
A HIIE MEistE HFE*NI L= = AR ST EH?_ ol7| & 7| MEto| gie B, ChS 1t 22 MIAIX|ZF L
E|"E|'|—|E|'. CHA HZ ARRIF ZAIE HP' B2 o4 2o FIH —’F—010I='='F °*LIE} Amazon S3= CHA
EHZlod| CHEH 7| ol Q17| I oll, o HAEZ CHA HZ o F7+51X| eto™ LHELHZ| CIO|EHE ¥e
QA ElLct e HZ!o| FAH AL AT} O CHE A ™ol AR EQ B2, HAMol M HE HZIo| 2HIE A
X IDZ Hf34oF gruct,

£ Amazon S3 could not create a bucket policy on the destination bucket. %
Ask the destination bucket owner to add the following bucket policy to allow Amazon S3
to place data in that bucket. Learn more
{
"Id": "S3-Console-Auto-Gen-Policy- ™y
"Version": "2812-18-17",
"Statement”: [
{
"Sid": "S3PolicyStmt-DO-NOT-MODIFY- ™,
"Effect™: "Allow",
"Principal™: {
"Service": "s3.amazonaws.com”
1
k- _— ",ﬂrti.ﬁn"'_J:__ i, Popmmnt™ o P g —

LHE ' Clo|E{Q EE| &t & & Alof| CHE XFA|EH LH& 2 Amazon Simple Storage Service 7Het X} 7H0| =9
Amazon S3 B4 - AEZ|X| EaiA BM BHE HZSHMUAIL.

>

HEE

i

AEE|X| #2| (p. 76)
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https://docs.aws.amazon.com/AmazonS3/latest/dev/analytics-storage-class.html

Amazon Simple Storage Service £ AFE A
Amazon S3 QIHIEE| 7

Amazon S3 CIHIE Z|E A5t E{0d?

Amazon S3 QIHIEZ|= ZHRX| ! HIEIC]|O|E{ EEH nl o] EE & X|S35tMH, Amazon S3 S7|Al nist API
T CHAl O] O AE 222 AEE £ i’/\'QL—IEP Amazon S3 QIHIEE|= S3 HZ! EE= SUE HFAE

5t AR Ust 2 AlEtstz Ol 7t7! ZA|)of CHol Y E= FEE A L s olEt
I3|0|E'|E Ltdsts €22 &8F (CSV)0|L—| Apache ORC(Optimlzed Row Columnar) EE= Apache
Parquet(Parquet) Z;‘-E—. grLct XEMIEH LI &2 Amazon Simple Storage Service 7H2E Xl 7t0|E 9
Amazon S3 QIHIEZ| EH

o\

_r':_l
0 12
o
2
OI-J

Ol EB|E A5t
Note

R 20 ME MY st ol 2|CH 484120 A2 = /&L
Management 2£0{ 21218t CH3 https://console.aws.amazon.com/s3/0| Al Amazon S3 2£2
b

U
Z 0|& S50l M Amazon S3 QIHIEE|E 74 HZ!Q| 0|F S M= LICEH

Bucket name T=

¥ admin-created

¥ admin-created-one

3.
5.
« E& LEf CHE HFAME SUB 2RAUR AESHE OI&S 7+ 2| QIHIE |0l F7HEFLc
« BTME KMEE CiA HZIS MEIEILICEH CHA HZ)2 CIHIE B|1E MAs HZITH 2+ AWS 2|0
QAo{oF FLict CHA K2 CHE AWS HlHol &8 & &Lt
« E= CHY HZIO HFALE MEHEILICH
- QIHER|E dMe BT E MEIgrLCt
II‘\\.l'Ol‘ItDI‘\|I name Filters Destination bucket € Destination pnﬂl quuency
|— Select bucket = Daily
W i, e I §

6. 1= dYoM e HEE = A&LICH

a. QIHIEZ[o] CHEt CSV, ORC E &= Parquet £33 It &HAIS MEHEFLICEH o248t Al CHEr REA|
gt L& Amazon Simple Storage Service 7H& At 7t0|E2| Amazon S3 QIHIEE| EHHS & =5t
AAIQ
= .
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https://orc.apache.org/
https://parquet.apache.org/
https://parquet.apache.org/
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html

Amazon Simple Storage Service 2& AFHS A
Amazon S3 QIHIER| 74

)

- Advanced settings

Qutput format ~ Choose an output format based on the number of objects that you expect to list or the analysis toel that you want to use, Lear re ('
® csv
Choose this foemat for listing 1 milion o fewer objects, or if you plan to analyze 53 Inventory with tools lke Excel.

Apache ORC

Apache Parquet
Object versions Current version only

Optional fields + Siza

Last modified date

~| Storage class
Etag
Multipart upload
Replication status

+| Encryption status

| = Al ebject lock configurations (3 selacted)
+ | Retention mode
+|  Retain until date
+| Legal hold status

Encryption @) None
AES-256

AWS-KMS

T T I i RV P N
QIHIE 2|of QI ZF|0| DE HHS TEAI7|HH 23| M SBoIM DE HH T8-S MFL
o 712802 ol Blofs Zialo| $iA) X Z e ELIC

Optional fields(

1z

ZE)of chsll k& & stLt ol & M=isto] QIHIEE| 20 Mol F7HELICH

Size — Z4A| 27|(HIO|E).

DRRIS 47 ) - 2% A e 215 48U 5 512 gmL

ETIEETN -am+§ﬂMgaE¢;a|gﬂ¢

ETag - 74 B2 2470 SHAILICH ETags Z4RI0| 2EIX0| Chet 473 AFSIEH Hhesstm O
ammawmdﬁagww&uwg|uETgsaﬂmmaﬂMmcww¢§ S of
o 2 IaLICH CholMAEQIX| oS 23] A WAl o ot s st wralof st
Uelt}e ez e - A0} el Y2e2 Y2 cEe s MIFHLIC MAIH LSS Amazon

Simple Storage Service i X} 7}0|EQ| HE|IHE &

S 4Ef - 7"x1|°| S AeEjILIch REMIE LI82 S
tH(p 80) EFI2 R TSt A2,

fo
i
o

FRSHA AL,

M Al Fotsts

i}

T
PN
L
x
i

23t HEf - ZAME Z538tste ol MSE MH & g 5tlLct XFAMIEH LI 2 Amazon
S|mple Storage Service & X} 7t0|E9| MH & Y5 35HE AFE5t0{ H|O|E{ 25 HE & =5
AAIL.
Object lock configurations(Z{&| &2 74) - CtS S Z &8t Ao A &3 el
- HEZC - Ao HEE EE & HHHA F= FH &S
+ Retain until date(2& SE2Y) - &7 AN E & R

[=} =
* Legal hold status(4% 2 & &Ef) - &7l Axe HX 2& efluct

2R ZH=Z ol et XEAMISE L& 2 Amazon Simple Storage Service 7Hgf &} 7FO|=. 2] Amazon S3
A B2 N E FXGHAAIL.

CIHIEE| 211 Mo| Liof CHEt XHMIEH LH& 2 Amazon Simple Storage Service 7Hf A} 7}0|=
Amazon S3 QIHIEZ|of| ZE & 52 FUULIT? B FESAAIL.
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https://docs.aws.amazon.com/AmazonS3/latest/dev/mpuoverview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html#storage-inventory-contents

Amazon Simple Storage Service 2& AFHS MHM
CHAF B2 A4%H

d. Encryption0il CHal QIHIER| ETME 2 Z3}5t7] QI MH & 223 M MEstHLE Qi8S
MERFLICH

¢ QIS -CHER ETME %§}%}XI ol LCh.
+ AES-256 — Amazon S3 2|38 7|(SSE-S3)¢t &7 Mt & LS SHE At&5t0{ QIHIEE| 2T A
g %Eﬁuucr Amazon S3 Mt & §§+E 256H|E 113 2 EZ=(AES-256)2 AFS &L

ASStE

C. XtMIBH L& 2 Amazon Simple Storage Service 7H& A} 7H0|E 2] Amazon S3 ZHE[& & &35
S|(5SE-53) Helg M ESHAIAID.

+ AWS-KMS - AWS Key Management Serwce(AWS KMS) 24 OtAE F7|(CMK)E AHS 8 AH

& A532 EOME S steLch XFAIE LI 2 Amazon Simple Storage Service 7HE R} 7t
o|5_| AWS KMS CMKE EHZstAMAIL.

Note

SSE-KMSE Al835l04 QIHER| 52 e of £3+5l248 Amazon S30 AWS KMS
CMK At H8t2 Foqdfof gFL|Ct XPHIEF LI 2 Amazon S30{ AWS KMS CMKE At
25104 A5 35tE = Qle Het £0oq (p. 103)E FEsSHAMAIL.
7. SaveZS MEHMBHLICE

CHAF B! A

Amazon S3= CHA EHZI0|A Amazon S3 A2 7| HEHE F o5t HZ! HaE2 MMELICE Amazon S3E Of
£ Sall Ao EnMoi Cist Cllo[E{E s Mol £ £ QU&LCh.
|

>
>
b

4

M2 MMS Madste S0t QR wAsHE 72, 817 XI20| RIAIEILICE o & Sof, CHE AWS HFol T
& HZE MEistE HEfo s HHZ! Aol CHEE @17] & 47| HEto| gls B, ChE 22 MAIX|ZF Lt
EterLICE
©® Inventory successfully saved. x
It may take up to 48 hours to deliver the first report.
£ Amazon S3 could not create a bucket policy on the destination bucket. %
Ask the destination bucket owner to add the following bucket policy to allow Amazon S3
to place data in that bucket. Learn more
{
"Id": "S3-Console-Auto-Gen-Policy- N
"Version": "2812-18-17",
"Statement”: [
{
"Sid": "S3PolicyStmt-DO-NOT-MODIFY- B
"Effect™: "Allow",
"Principal”: {
"Service": "s3.amazonaws.com”
R -, saCtdgn™: [ PRSP N LY — i

Ol B2 CHA HIZ! ARAHS EAIE HZ S CH4F 1200 £7}30F BHLICH Amazon S3& CHA B1ZI0f O
# 7| HEH0| 1| T20], 0 HAS Th BiZI0] Z7Fox| OB PItIE ] BT AE S + g B
CF. 28 BiZ00] #1R ALS A7} ofl T2 Sl RS0l Ze, Mol e vZlo SHHE A% D2 b
o BrLICt.

RtMIEH LHE2 Amazon Simple Storage Service 7HY A} 7k0|E9| Amazon S3 RQIHIEZ| EHHE FERSHAA|
(@}

—_.
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html

Amazon Simple Storage Service 2& AFHS MHM
Amazon S30{ AWS KMS CMKE At

8stod &3t £ U= HEt 504

Amazon S30| AWS KMS CMKE At235t0d &t 5518
= Qe et Eo

Amazon S301 7| 240 [} 2} AWS KMS CMKE AF&35l0od 2538 = Qe
HMRIol M E AWS Identity and Access Management(IAM) 2£& 2 AL&35lo{ QIHI
A8 El= AWS KMS CMKO| CHEt 7| HAg +Hste WHS HYarict

L

AWS KMS CMKE AF&35l0d &t 23818 4 Qe HEHE F04524H

<
)
=}
)
Q
@
3
)
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H
>
2
Hu
4]
o
o
r
n
=z
o]
@

1. AWS KMS CMKEZ A |8 AWS HHEE AI83104 AWS

console.aws.amazon.com/iam/0 A IAM 2& & uct
2. 2% etM Fol M Encryption keys(2 3t 7)& ME4EHL|CI
3. EZITolAM MHs AWS EIFS MEiEHLCH Bt R Z(QEXR AH ZMENIM 2T MEYT|E AL SHK]

ObAAI2.

4. QMIED|E 4535 e cCMKe Walg MEistL|C].

5. T 0|X|2| Key Policy(7| Z&l) Ml A0i M Switch to policy view(H2 2 7|2 MEHE MEfSHL|CH.

6. Key Policy(Z| E2) HZE7|& ALE3t0o4 7|&E HHMo| Ch5 7| HMS 4 Ust O S HE AE MHES M=
LIt 7|& H2o| ol HAMS SAE =& U&Lct

"sid": "Allow Amazon S3 use of the key",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
Iy
"Action": [
"kms :GenerateDataKey*"
1,

"Resource": "*"

AWS KMS CMK ‘8 2! TEof Cigt RtAIEt L& 2 AWS Key Management Service Developer Guide2| A|

o
AotV B E HESHAAR.

p, [
L

KEE S3HIIE2=E FgsteiH 0127 sliok

I% kO
0

r
S
-T
~

Amazon S30| CHEt CH2 1 22 M| 7HX| R& 2] Amazon CloudWatch X|ZE 7} Q4 & LIt

« AEEX| X|EE 5tR0 & H 2D E|D F7} HIE glo| ZE DZoi|H MIBELct

+ 5| X|E £ S3 Replication Time Control (S3 RTC)7| & A &2 g4355t & 1520| X|LIH XS
ELch RhMIEE L8 2 SH| X|EE 2240 o= A ok B L2 (p. 108) BHHE XS AAIL.

« 2™ X|EE 27| XE| X[ Azt 2ol 18 7+ H2 2 MBEMH, £ CloudWatch LE2 2 HFELCH

Amazon S3& CloudWatch X|&0i| Ci$t RkAIEH L& 2 Amazon Simple Storage Service 7HEf At 7t0| = 9]

Amazon CloudWatchZ X|E ZL|IE{2l2 X5l A2,
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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https://docs.aws.amazon.com/kms/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/cloudwatch-monitoring.html
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AWS Management 2& 0| 23218t CHZ https:/console.aws.amazon.com/s3/H| A Amazon S3 2&£2
Jct.

2. HZ O|§ S50M 2% XIEE TFHstedE AA7E U= HA o|FS H=FLICH

SN

Bucket name 1=

© admin-created

s admin-created-one

Lifecycle ‘ Analytics

. Storage: Requests
Metrics

Search for filter/prefivtac

Metrics

Q. search for filter/prefivtag

[ @ admin-createds ‘ &

[ Filters (0) + Add

Add filters (prefix or tags) to get more
granular data about usage.
Learn more

Add

6. 2% X|E Felgrs MEELIct 2™ ool TS KR E-stELICH
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https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS MHM
Y XE ZH 74

0)
0

Metrics

& admin-created4 rd

Select metrics that you need  Learn more
B » Storage metrics (2)
(free)

» Request metrics (9)
(paid feature)

» Data transfer metrics (4)
(paid feature)

Save Cancel

[ Fitters (0) + Add

7. SaveZE MEiEHL|CI

AN

O|A| Amazon S3 H{Zl0f| Rl 2 & ZH&|o| X|E 712 MHM&LICE CloudWatch7t 8 X|E FHEZ Al
gt x| 2f 152 0| X|LtH Amazon S3 EE = CloudWatch 2&0iM sl X[ E Q| Je=Z & &lg &= Ql&LICt

TS UEE Yolg = U&LICHL RIS g2
AR,

R|E 7} H1Z00] 24 519 MEOf Cha Mgt £ o = gl
2% X|E LEIE ofE| RSN (p. 105) B B

KE EEHE o{EH F =L

Amazon S32 Amazon CloudWatch X|Eo0ll= AEZ|X| X|E, 28 X|E U 2x| X|Eo| M 7tK| &
Lich AEE[X] 7C|EE StFof st H B g1 £ HIE 9io] ZE 1 ZHo 1|7-|| NZ2=ELICH @™ X E= o

o M2l X|¢d AlZh Foil 12 7ZtHo 2 MBElH, E& CloudWatch 22 HFELICH & XIE% £|S5ted
H Z2£0|A 2 Amazon S3 APIE S8l @ X|EE 7 M5lo X|EE ME4SHoF ELICt

ol

Amazon S3& CloudWatch X|E0i| i3t REMIEH 7H'E % L& 2 Amazon Simple Storage Service 7HEf X} 740

E 9| Amazon CloudWatchZ k| % ZL|E{Z EHHE X %}*'AIO
HZI0l Qe ZAR 519l MEO! ChEr 9% XIE TEY w

1. AWS Management 2& 0 22 Q18 CtS https:/console.aws.amazon.com/s3/0|A{ Amazon S3 2&2
Juct.
2. HAOI§ S50lM, 2F X|EE &5sted= AATL /= HA o|§S MEFLICH

Bucket name T=

¥ admin-created

s admin-created-one
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https://docs.aws.amazon.com/AmazonS3/latest/dev/cloudwatch-monitoring.html
https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS MHM
Y XE ZH 74

6.

Management s
Lifecycle Analytics
s R o A N ~ #= s
2FS MEFLUC
Metrics Storage Requests

Metrics

Q. search for filter/prefivtag

[] @ admin-createds &

[l Filters (0) + Add

. 4

Add filters (prefix or tags) to get more

Ol X|E 782l 0|§ 2 gLt
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Metrics

Q, Search for filter/prefiviag

[] @ admin-createds &

[ Filters (0) + Add

Add filter

Filter name

Monthly Release]

Pr tags that you want to monitor

Type to add prefivtag filter

Prefix /tags that you want to monitor(Z LIE{ &5t 7| ®ete HF AL /EfT)0M 2 EE FEE
YOl HFAEE= EfOE B MELICH EECHE HiRoA & ol &d$t 210l EHTRIX| &2
R| MEAEELICH

Fli

Metrics

Q. search for filter/prefivtag

[] @ admin-createds &
[ Filters (0) + Add
Add filter

Filter name

Monthly Release

Prefix / tags that you want to monitor

prefix

usic
Save Cancel
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=AM x|E 27|

=X

8. SaveE MEiFfLICI

O|A| Amazon S3 H{Zlof| Q= A 52 MEN CiEt & X|Eo| X|E 72 MHM&LICE CloudWatch7t
LH X|E FHE AIES K| 2F 15£0| XIL.I-'.:'_=| Amazon S3 EE = CloudWatch 2&0i|M aliE X|Eo| a2ciZ &
Eolg ‘E'AI—lEF HZ! £ EHAME REE QT = U&LICE RME HEE=E 2 X|EE S3HAES
2 Fsted™ o= Al Sl ok &Lk (p. 103) EtE 2 ZSHAAIL.

KEE EoiH o{=H| sHok & L7k

Amazon S38 Amazon CloudWatch X|E0= AEEX| X|E, 2 XE L 5K X|E9| HI 7tx| 280 2
&LCt S X|EZ £ S3 Replication Time Control (S3 RTC)7P Ae= =M 7Elo| gystEl & 15820| XlLf
H XM SELcH EHI X|EE EZF Amazon CloudWatch 222 T ELICH AWS Management 2& &

Amazon S3 APIE A&35104 S3RTC7t U= |HME E"*"SF StH XSo 2 FYshE L

SH x|Ees SHM FHo 72 IDE FHELICE =X 75 IDeE HFA, EH E o| Ztof sl T RE
4= Ql&LIC} S3 Replication Time Control (S3 RTC)ol| CHH XEA|SH LIS n Simple Storage Service
N Xk 7+O|= 2] S3 Replication Time Control(S3 RTC)2 A& 3}04 7”K1| EXl% ’E. SHAAIL.

Amazon S3& CloudWatch X|Z0i| CiEt XFAIEH L& & Amazon Simple Storage Service 7 X} 7}0|=E 9|
Amazon CloudWatchZ X|E ZLIE{2IE & =354 AIR

SH XEE 2o

1.  AWS Management 2&0{ 23218+ C}S https://console.aws.amazon.com/s3/0|AM Amazon S3 2&2
0=I|__||:|.
2. HAO|F S50M S X|EE Eods ZAMTI 50 U= HZ 0|FS MEHELICH

Bucket name T=

¥ admin-created

admin-created-one

3. .
. — §
Lifecycle Analytics “
4. SKE MEMELICH
Ex 2ME BEoiF s E& A8
5. 1% 80| 73D SRolM Hats T IDE MUHLICH MUE T D7 0f2] Hel B W D
E Mgt &= olaLCt
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https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/cloudwatch-monitoring.html
https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS MHM
=AM x|E 27|

Selectall  Unselect all

rc-rule

6. ¥st= = IDE MEE F & ID M &K} ofeioll ZEH=E EAE MEiELICH

0

A
Display graphs

Ch= Meist #2lof Cfst SA X|E SA 7| AlZhE), SM EF 50 &2 2 S 27 HIO|EE
&LICt. Amazon CloudWatch= Zt SXl| #&|0lA S3 RTCE & 435 580]| X|LtH EX| K|

H L
T It

3,

Bt =
E B0 E AEELICH Amazon S3 £ CloudWatch &0 SA| X|EE £ & U&LIch RS 82
Amazon Simple Storage Service {2 X} 7t0|E9| SA| R EE AHE5t0] X 74 ZLIEHZ S RSt A
o

)
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https://docs.aws.amazon.com/AmazonS3/latest/dev/using-replication-metrics.html

Amazon Simple Storage Service 2& AFHS MHM
T2 HAA RFEF

70 5 2R A& HE A

[ —i

0| EH0i A= Amazon Simple Storage Service(Amazon S3) 2£ 2 AF&5H0{ HZTF ZHxl|of| MM A HEHS

Foist= Yol Chall AR LICH Amazon S3 THE & °—'.‘A1IA AHEFE ALE3H S3 HZ! LHoi|l A o|ofE{oi| CHEt
HEZ HMAE 5185t ZE MY MEE Attste YT HdFELICH

HZ! 2 A= Amazon S3 ElAAQLICH ElAA T8 HMA HMS ALE 50 HA T 2| off HM|A FHE
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off

— Block public access to buckets and objects granted through new access control lists (ACLs)
on

L Block public access to buckets and objects granted through any access control lists (ACLS)
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— Block public access to buckets and objects granted through new public bucket policies
Cn

— Block public and cross-account access to buckets and objects through any public bucket policies
Cn

5. WZE MAS MU CHS MES MEELIC
6. 22l HAIXIZH EAIEIH confirm® QUABLICH 221 CHE 201 MBS W ALRE M BHLICH

S 0|40| S3 HIZI0] CHEt T 2 AN|A TS HHHOF st B2 OHS BAE D2 AR,
0424 S3 9] Amazon S3 THE 2| AN A XEH MHS B

1. AWS Management 2&0{ 21218 CtF https:/console.aws.amazon.com/s3/H| M Amazon S3 2& 2
Jct.

HZ! 0|8 SE oM HeteE HAIS MEYS CFS Edit public access settings(I{E 2! HAMA HMA HE)E
MEASHAMAIR.

+ Create bucket Edit public access setfings

D Bucket name

B admin-created

¥ admin-created-block-test

¥ admin-created-one

113


https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS MHM
F7h ge

Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, or both. In order to ensure that public access to all your S3
buckets and objects is blocked, tum on Block alf public access. These settings apply only to selected buckets. AWS recommends that you turn on Block aif public
access, but before applying any of these settings, ensure that your applications will work correctly without public access. If you requue some level of public access
to your buckets or objects within, you can customize the individual settings below to suit your specific storage use cases.

Il Block all public access
Turning this setting on is the same as tuming on all four settings below. Each of the following settings are independent of one another.

Il Block public access to buckets and objects granted through new access control lists (ACLS)
53 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access ACLs for existing buckets and objecis. This seffing

doesn't change any exisling permissions that allow public access to S3 resources using ACLs.

Il Block public access to buckets and objects granted through any access control lists (ACLs)
53 will ignore all ACLs that grant public access to buckets and objects.

Il Block public access to buckets and objects granted through new public bucket policies
53 will block new bucket policies that grant public access to buckeis and objects. This seiting doesn't change any existing policies that allow public access to S3 resources.

 Block public and cross-account access to buckets and objects through any public bucket policies

Cancel Save
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off CHEt AL7| HAM|A HEHE SE3HoF B LICH HAMM M AMA 2ZE S-H36stH 20 4
2 5l MENS cHa BZ00i A Amazon S3 —=-'-—’~“—o| B MY OFH M7 AMA HEHS BoiF
LICt M HAMA 2o CHE AEAIEH LH82 S3 H{Zlof| CHEF M AMA 2Z 2 E435H6tEH 0
=7 soF B LITF? (p. 11) EHRS ’é.*.’Eol'*'AlE.
MEE M HZ HEte AHE = USLICH AN E e mf HEte MdYsts Yol cHet "M
S3 A HdstEd™ o= H SHok EL7H? (p. 3) S FXSHAAIR.
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Amazon Simple Storage Service 2& AFHS MHM
F7h ge

lof| CHEF Hete ofEH MASHLIL? (p. 115)
« S3HHZ! HMZ F7t5t2{T o= H sHok B LITH? (p. 121)

S3 HZ! XM= F7tstcd™ ofEH| sHok & LI7t?

0| Etoll A= Amazon Simple Storage Service(Amazon S3) 2£ 2 AF&35H0{ Af HZ! HAME F 71617

L 71& HA Mg MESt= g S dYELCH 2! HA2 2|4 A T|8 AWS Identity and Access
Management(IAM) 2 IL|Ct CHE AWS AEO|LE IAM AFE RHof| Al HZ 1 B2l = 8HE! ZH || ol CHEE <4
MA HEtE Foiste HA HAME tZlof F7HE = USLIch x| HE2 s HA A|AH7F MMst= A
wofgt MELICH 2! HAof cHeh XFAISH LH& 2 Amazon Simple Storage Service 7 Xl 7}0| = 0] CH Al
A ZE| IS EHHE BESFAAR.

Amazon S3 HZ! HAof Ci 8t o Xl= Amazon Simple Storage Service 7HE At 7+0|E9] HZ! HA of x| &

2. BiZ OB = ZolM BIZ FMS BHE BIZ! 0| = HIZ! HMES HEY v 0|8 ML)
Bucket name =
¥ admin-created

admin-created-one

Access Control List

4. BT EM Y| MAE M0l A BT HAS U5 LL BASO] BoiEALE, 7IE RS B
Lich B{7! &2 JSON ThUlUich BE7|of Yaists HAEE S5 8 JSONO|ofof BHLICH
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https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/example-bucket-policies.html
https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS MHM
F7h ge

Bucket policy editorlARN: arn:a'.'.-'s:sS:::admin-createdl -
Type to add a new palicy or edit an existing policy in the text area below.

"Version": "20812-18-17",
"Statement": [

"Sid": "InventoryAndAnalyticsExamplePolicy”,
"Effect": "Allow",
"Principal™: {

"Service": "s3.amazonaws.com"

1
"Action": "s3:PutObject”,
"Resource”: "arn:aws:s3:::admin-created/*",

"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control”,
"aws:5ourceAccount™: "123456789@"

}s
"ArnLike": {
"aws:SourceArn": "arn:aws:s3:::admin-created2”

}

5. SaveZ MENEL|CH

Note

Amazon S3= H{Z! HAY ._§|7| A= doll HZ!2| Amazon ElA&A O|F(ARN)ZS EAIFLICH
ARNO{| Ci8t REMIEH LI &2 Amazon Web Services &t & & 9| Amazon 2|44 O[F(ARN) 2
AWS MH|A I:II?:!ATHIOIA B2 HESHAAL.

HZ! HA HET| HMAE X} HEE ol 2o MA dd7| 213 & AL85tod HA HAg ot
A& Lt

min

A
T

et M (p 110)

CORSSto| Wit MRl ElaA SRE F7I5HE{H
O | SOk & L7t

0| Bt M= Amazon S3 Z2&2 At&5104 S3 HZ!0]| cross-origin 2|44 3R/ (CORS) +EE2 F7tste Y
g MEELICH CORSE & THIRI0AM 2EE|0{ OHE EH Qo U= BlAhAt &5 2&5t= E2I0|E

o o E2|HolMdE {7 L

cross-origin & 51&5tT & HZAg FstedH g HA ol CORS 4 & F7HEfLICH CORS 42 H
Aol chE HMAE 518E 22|70 2 22Tl thall XY Els HHPHTTP HME)S AlEsts 7&int 7|
Ef & MEE Z§ %PE XML 2 M LIt CORSO CHEt HHI"F LH& 2 Amazon Simple Storage Service
74t &} 7|-O|59_| Cross-Origin 2l4&4 3] E43HCORS) a2 HESAAIL.

HZ!0fl CH3H CORSE &35t ACL(UAMA Ko S5)1t 7|t AAM|A HEH HEAO| H& HEFLICH
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/cors.html

Amazon Simple Storage Service 2& AFHS MHM
=7t HE

AF

S3 HZl0 CORS & F7t5tE{™

1. AWS Management 2&0{ 22218t CIZ https:/console.aws.amazon.com/s3/H| A Amazon S3 2&£2
qL|ch.
=

2. HIZ OlE SSolM 7! HMS B Bl ol&S MeFLI

Bucket name T=

© admin-created

admin-created-one

3. Wt MESt T CORS 48 MEELICt

Properties Permissions
ontrol List Bucket Policy CORS configuration

P e b,

|

4. CORS 7 HWZIJ| HIAE MXlo| M CORS 7S U5 HLI SALEI0 204 HLE, 7|&E HE ©
EgtLCH CORS A4 2 XML T Lt HE7|of Q&dsieE HIAE = Q58 XMLO|o{ok gfLCt. Xt
Mgt LHg2 L HZlolAM CORSE 44524 o7 sH{of & LI72E & ZSHAAIL.

SaveE MEHELICH

Note

o

Amazon S3= CORS 74 HE|7| M5 20i H{Z!2] Amazon ElAA O|E(ARN)E EA|ELICEH
ARNO] CHEH RFMIEF LH& 2 Amazon Web Services &8t &% 9| Amazon 2|44 0| (ARN) &
AWS MH|A LA TO|A B8 RS MAIL.

Access Analyzer for S3

Amazon S301i| CHEH HMA BAT|E QIE{AIMO| ZE ALEA EE =X QIR 0| AWS HHE Z§ECIE
AWS Ao CHEt HMAE F{BSt= S A E S3 HA | Cist LS MBEFLICH 4 HESHA E= 3
7 HZof CHal HE2 HMA E= SR HMAQ +Z1 HES EDsh=E Aoyt = AIELICE ol § Sof
Access Analyzer for S3& HZ!0| HZ! ACL(HMA Aol 58), HA HM E= ECHE S MBE 17| H
MlA B EEE M7 B A HEHO| USS LIEH = U&LICh Ol2{8t X|Alg HIE o2 HZMo|1 HEdt
AME ZXIE F5tod HA HMAE Plote HE SHE = UASLICH

L

Access Analyzer for S30{M 218 HZ!g AEE m 22! 8t Ho 2 H{Zlof CHEt ZE HE 2! HMAE R
& = UsLCH S A8 ALEIE X5 7| @l HER AMATL HREK| of2 E2 HA st ZE A
MIAE XtEHHE 0| E4LICH ZE HEE HMAE AHE5H7| Tof of Z22|70|M0] HHE 2] HAM|A g10|
H& SHEA B SsteX| #RIsH AL, REMIEH LIE 2 Amazon Simple Storage Service 7HEf Xt 7+0|=9]
Amazon S3 HE 2] HMA XEALS T2 HESHUAL.
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/cors.html#how-do-i-enable-cors
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html

Amazon Simple Storage Service 2& AFHS A
Access Analyzer for S3&= 01H HEE NS ELI?

s

LSt A =& HE Mo = E2ICR5I0{ MR HMA +FES T £ UsLCH HH g MolE &

AR BMCOREE E£= it A d S

A2, HZof che 20 E 2250 =
7128 4+ UaLICH ARIEX| ML E

CSV EIMECe2cE 2 laLC

>.

Access Analyzer for S3= Amazon S3 2& 0 M F7 1|8 Q10| A8E& £ U&LICH Access Analyzer for
S3E AWS Identity and Access Management(IAM)Access Analyzerdll M K|S & LICH Amazon S3 2£ 01l A
Access Analyzer for S38& A&35t2{™ IAM 2&2 Y =504 ZITEE 1AM Access Analyzers & 415}5t of
gt

IAM Access Analyzer0i| CHEF XFAlIEH LHE 2 1AM AHE AE*'E'S'A-IOI Access AnalyzerO|Zt FUULIIM?E HZE

St A|R. Access Analyzer for S301| CHEF AHAlIEH LHE 2 CH S EHHE HESHAMAIR.
Important
) HA = B2 ACLO| F=7HE|HLE £ E|T Access AnalyzerO| 302 O|LHO|| B4 AL 7|
MY

—_ =
oz ANE WHstD HOIo|ERLICH HYE +=ZF HE2 HAMA R HdHnt J—FE._*E' Ants
£ HEE F 2|t} 6 Azt S WYL LUHOIELIX| 8f g & U&LICH

=H
« Access Analyzer for S3= 0 HEE M L7 (p. 124)
» Access Analyzer for S3 &3} (p. 125)

. DE m{E2] HMA XEH (p. 125)
o HHZ! MM £= HZIACL AE 2 A (p. 125)

+ Access Analyzer for SSETIMLCIREE (p. 127)

Access Analyzer for S3= 0{fH HEE NS & L7

Access Analyzer for S3M| M= AWS HH 2|0 M HMAE 4= = H{Zlol| CHE ZAotE MIFLICH HE
2 M AT 7S E HA ofgfol LIEE 2 QUE{ A& 0| ZE AMERI7F HMAE &= A&

Analyzer for S37t HE 2! HZS AlY5tH HO|X| & Erof 2|70 HER HZ! =8 BoiFE

LIct EFAF AWS AHS Z &8 CHE AWS HE —0llAM HMAE = e HE 0}EH01I LIFE HA2 =7 9
ol AXMg HIRs CtE AWS AlHL ZHEZ SR ELCH

Access Analyzer for S3M|M = ZH tHZlol| CHi$t CHE HE E MBS ELich

* Bucket name
o HMA BMT|0M ZHAME - Access Analyzer for S37} HE 2! HHZ

2

MA

rr
OH

S ) HMAZ M

= =T

& Bl
- BR- 2 HA, B2 ACL £ £ THE S5 0] ZREIS WHULICH 7! AM Aol CHEt AAE &
HEseis B2 o] Qo HEE FHE0|n HEE AIY £xIE Fot7| I3 AR ALY £

&Lich

o MEf- = Ao AEfRILICH Access Analyzer for S30lE ZE HEZ| H{Z! 2! S8 HZlof cHst Aot
EAIELCH

« B -2 AEEIX| A&
- EEtE - A0t o= Et 2 HE J #HQIE & LICH
stst

« DE_ XX QIO AWS HM2 TS
ZAntelLct.

. AL £F - BT FoiE HAIA ML
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html

Amazon Simple Storage Service £ AFE A
Access Analyzer for S3 §“‘*2P

. BE.2AAE LIYEELCH

o 2l7]-2lAaa BHx Y SMHE 7|0 st HESHK| ef&LIct
« M7|-BlAAE WY AN EE S™EELICH

- HE-2lAA HEHS oSt HLE £XELICH

o B3 X|H - BlAaAet AZAE EfOE YOIo|EELCH

Access Analyzer for S3 &3}

Amazon S3 2& 01 M Access Analyzer for S3& A& stE{H IAM 2&£2 W E5H04 LSS & sHok gLct.

REAMIEH LI 2 1AM AFE A M 9| Access Analyzer A7 |8 FHESHAAIL.

22| & Ho 2 Il et ZE AMAE XIEHSIEdE A Access Analyzer for S30AM ZE TH{E 2! AHA|
X AHEHHES AR E 2 UaLic H7I0) CHEt DE TS| AHAE Ao HEE| AN A HEHO '%'—04
ZIX| t&LICH HOIE 5 AL ALMIE XI5 flsi HER HMAT HRtK| of2 F Ao Cigh =2
E 370 HMAE AESHE 20| FELICH ZE HER HMAS RHESHT| Tof OHEE|5’1IOI/‘4OI HEE A
NI~ giol A% BH 2 SHE SR HRIFAAIR.

HZlof cHEt 2 E HE2! HMAE RHEHSHK| 2f 224 Amazon S3 2£0|M HE 2] HM|A RE HHe H

Zl5tod 2ol Clist MESHE M A cES THE = JA&LICH AHAIEH L8 2 Amazon Simple Storage
Service JH& At 7tO[E 2] Amazon S3 HEE! M| A R ALE HHHE FESAAIRL.

A 0|X|2F Access Analyzer for S30| A= Amazon S3 THHE = HM|A RIEF BItoMH SIS E B
HZlol| CHEt AotE E 0 E(X| &S 4= UELICE Ol= Amazon S3 HER! HAM|A RHEHO| FXH e &
FHE = U= ZE A 2ol ciEt Mg HESHY| Eol| Ydst2 2 HZlo| HEEZ!O| E'l-—||:F
01| Access Analyzer for S3= HAM|A AEHE TIHE I Amazon S3 AMH[A0| CHEH X El S4AH ZHed ot
Lict.

AL I 0% ok |1
X 18 b 1l HIJ

2

Access Analyzer for S3& At&35t04 HHZ/0l| CiEt 2 E HEE HMAE RHEHHE{H

—_

AWS Management 2&0f 23918t CHZ https://console.aws.amazon.com/s3/H A Amazon S3 2£2
e[

2lZo| Bt 2 o| CHA|2 =, of2Hoi| A S301| CHEH HM|A BEAT|E MESEHLCE.

Access Analyzer for S30{| A HHZ!S MEIEHLICEH

DE HEE HMA XHEHS MEIFLICH

tHZlol| CHEt ZE HE R HMAE AEHE [HUX| &lstEiH D E HER HAMA XEHHA )0
confirms FLICH

Q>N

Amazon S3= HZ!| ChEt ZE HEZ HMAE REFELICH HA Antol dEi7t SHEAESZE (o]
E |17 #HZ!0| Access Analyzer for S3 S E0{|AM At2FEILICH 0H7=i’ HZ 2 HEsHZ{™ IAM 2£ 01 A
IAM Access AnalyzerS 3L|C}.

HZ) B EE B2 ACL AE 2 7

Z5 olRo| HHE TEE HE2 A Fi OB AWS HHO| THE HAlA HEHES Hoisi x| gforis Be
BIZ ACL, B2 4 = 5 CHE £atod BiZI0] CHEH AMIA HEhe XIHE 2 laLich
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS A
M2 Aot 22

Access Analyzer for S30{M HHZ! HAM £ = HZ! ACLS & 5tE{H

https://console.aws.amazon.com/s3/0| A Amazon S3 &2 LICt.

2. EfA EoAM S30d CHEE HBMA EAT|IE MEHFFLICE
HZ S HZIACL E= E CHE S5 HEE HMA & S HMATL Boiz|e=X| &ol5eiH SR
U2 AXFAAL.

4. HZ O|B0IAM #HZE E= AESE = HA! Y™ L= HZ ACLO| e HZI2| 0|2 MEigLICt

5. PermissionsS AMEHEFLIC}.

6. HZIACLE #HE5 Ll E2{H HMA o] S2ES MEighLIct

7. HZ! Mg HAS ML EE{H S Mg MEdstL|C}

HZ ACL E£= HZ! HAME HESHHLE MH 0 HER L& S/ HHMAE MHGHH HA! Zotol 4
EN7I HAESZ Aoo|lEELICH HZAE HZ! A= Access Analyzer for S3 S E0{|AM At2H X[ x|
IAM Access AnalyzerOi| A & QI8 £~ Q& L|Ct

HZ! 20 =

BIZI0] S5 AHS At2l(oll: 5 2 AFO|E, B CHRRE = TRt AN ZR)E XIH5HY| 9ls) =5 o=
ol AR T 50d TR AR E CHE AWS AEO] Tt A HEHS 2oists 29 HZlof et 2
TE DY S olauth b e BE 0 KIS 1B SE2 RXIY Zelx 3% deiz sy

WoIx| gelstn 7|88 = J&LCH EtE HA! Aot Access Analyzer for S3 S 50f "FOF oo 2 0f
o HA 0| HER HAQUX| E= 37 HAUQUX| &4 & = JU&LIC

! A3 E Access Analyzer for S30i 2 2+&t2{H

1. https://console.aws.amazon.com/s3/H A Amazon S3 2£& LIC}.
2. B FEol| M S30 CHEH HMA BAYT|E MEHEFLICE

3. Access Analyzer for 8301|H g HAS MEdgLct
4

ZX QRO HHE Lestod HEE| A = CHE AWS AHHol A o] HZlof| AMASHES & HUX|
%‘*9_' St 0P9P0|EE MEEFLICH

5. confirm2 /25t of7I0|EHE MEHFL|CE

Archive findings for bucket with public access X

By archiving the findings for this bucket, you acknowledge that you intend for anyone in
the world to be able to access this bucket. If you do not intend for this bucket to be
public, use block public access [4] to configure secure access to your bucket. Before
archiving, review the access granted to this bucket.

To confirm that you intend this bucket to be publicly accessible, enter confirm in the
box.

Cancel

ZIHE H2 S0l AREX| CHAl S E5tod MBS CHAl 402 WZE 4+ QlaLitt ol BZol ot2
Heot Eedre Ledic
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https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AFHS A
A M2 M 27

o T

Access Analyzer for S30{| 2t &l HZ! A& & 4stste{™

https://console.aws.amazon.com/s3/0| A Amazon S3 &2 LICt.
Ef M ZHof A S301| CHEF HMA BAYT|E MEEELIC

HEE Wz s Meist o)

=

—
2HO 2 EAIE MEEFLICH

e n s

—_ 1

21t MF He 27

HZlof| CHSt REMISH HETH 228t B IAM 2£2] IAM Access Analyzer0l Al HHZ! 21} M&E HE

A&LICE

Access Analyzer for S30I M 21 ME HEE 2

2

1. https://console.aws.amazon.com/s3/0 A Amazon S3 2£& LCt.
2. EHM ol M S30f CHEH AMA BEAT|E MEIFELICH
3. Access Analyzer for S30{| M HZ!S MEHEFL|C.
4. M= HE 27|82 MeEghch.

At M2 HE7HAM 222 IAM Access Analyzer| A Q&IL|Ct

O

Access Analyzer for S3 ET A CIR 2
HZ A0 E A SHo2 AEE = U= CSVEIMECIREEE £ Q)
29| Access Analyzer for 8301I EANEE R sYst HE7F ZEFELLICH

BIME O2ZEste{H

1. https://console.aws.amazon.com/s3/0{l A Amazon S3 &2 L|ch.
212 o Bf A Frofl M S304| CHEF HMA BA17|E MEFFLICH
21 ZE{ollM 21 E MEgFLICt

w N

Access Analyzer for S37+ 24O|0|E k[0 ME4TH 2| Q| HZIE E AT LICH
4, HEIMCI2EEE MEdstLCE

CSV BT M7} MAdx|o] ZHEE{0f A&t

&Lt 21 Moi= Amazon S3
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https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/

Amazon Simple Storage Service 2& AH& MEM
Ol 4lo|E

= A O]

Z| A dEAM HH0|E: 2019H 3¢ 27
CHE EE= 2018 62 19 2 0% Amazon Simple Storage Service -’é‘- A& MEMO| 2 2| A0 M
FE FR AEol| cHa dHELICH o] Mo CHEt UC0|E Y Hrop{H RSS I|=EE F55HH
ct
update-history-change update-history-description update-history-date
M otztol2 AEEIX| EEiA Amazon S32 72| HMASIK|  March 27, 2019
(p. 128) otE AME MYs7| fI8t AHE

2 olztole AEE|X| EEiA Q!
DEEP ARCHIVEE M3 gt
RtMIEt LI 2 Amazon Simple
Storage Service WX} 7Ho|=of
M otzto|EEl S3 HAE %% ot

24 o= | sf{of &FL|7t? &l A
EEX| Ecia =52 FX %H;MI
o

—_.

83 H{Zlof| CHEt T{E 2] HM|A % Amazon S3 T{E 2] HM|A xEHS  November 15, 2018
ZH (p. 128) S3 HZ! LHo| A Cllo|E{of| CHEt
=2 HHNAE 5|85t ZE A
K*gl Mg RHEFELICH REMIE
LH%% S3 H-I7'01| CHE HE2 H
MlA REFEHHE BFERSIAAIL.

i 2|3 2 &(CRR) FEI0M  CRR TEI0IAM Z4%| ZE{Z X|&  September 19, 2018
ZE> T4 (p. 128) 3t0f A2 M8 ZA| 9| 59
Fgrg Meig 4 gLt ol

ol Zix| 7| HE AR LE{2g

£ QU&LICH o] RlZ|aoME

A 7| HF AL, SHLE Ol & of Z4H|

Ej1 EE= O 5 7HX|E 250 Cf

o BEIR RIRE + 2laLic X

Mgt LHE2 s3 ol A 7=
—d u! A

02
e
_|

2 Ftste Uy Brg x5t

AR
RSSOIAM A AFE 7hsEH 4ol O|XM| Amazon Simple Storage June 19, 2018
OlE (p. 128) Service 2& AL B HHM

off CHEF UHO|E 2 Elg word
™RSS LI=EE TS5tH E L

o

Eo|ME 2018'H 6 192 0| Amazon Simple Storage Service 2& AFHE MM 9| Zt
B2 ArEof CHal dHEE LI

2E|A0|M H
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/restore-archived-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/restore-archived-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/block-public-access.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/block-public-access.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/enable-replication.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/enable-replication.html

Amazon Simple Storage Service 2& AFHS A
O|M ddlo|E

ORC %4
Amazon S3 QI
Eg ot x|

S3 HHZ!o| cHEt 7|

F71E 715 o

B

nx

o O|& AF8 7t
gt 0| Amazon
S3E2£ 1S

M Amazon S3 2
& HAEA

oY

Amazon S3& O|A| A ME S «I8t M 2AEE|X| 224l
ONEZONE_IA(IA, A} HMASHK| b= BAR)E MBS ELICH RFAIE
LI 2 Amazon Simple Storage Service JHet X} 7}0|E 2| AE Z|X|
ZHAE FERSFHAIR.

O|X| Amazon S3&= QIHEE| £ mt ol s 2 E2 F2E 2t
(csv) ot &4| o||oll Apache ORC(Optimized Row Columnar) &
A X|HEHLICH REMIEH LHE 2 Amazon S3 QIHIEE[E 7445124
72 (p. 100) B2 HZFMAIL.

Amazon S3 2£9| HZ! T3t 22l 7|52 HA! EA 2 HZ! ACL(
NAEXN S8 b e
LICt BHZ! T

F

Amazon S3 7|2 & 53515 AIS35lH S3 Bzl 7B o458 SEe2
MAE = JELch HA MEEl=E ZE AAE 535

Aol gt 7|2 2 E8E AHE = USLICH Amazon S3 EHEI™E 7|
(SSE-S3) EE= AWS KMS Z 2|3 7I(SSE-KMS)Z A & ¢ 535t
AL835tod A E L= 3HELICH REMIEH LHE 2 Amazon S3 HZ! S| 7
2 SSstE ggststodt ofZ A sHok & LI? (p. 8) BEHH

AAIL.

mjo

1:
o
g'l_l

Amazon S3= O|Xl| Amazon S3 QIHIEE|o| f £ 51 HENE X|RSt=
EAHES AAMEE 7B SME Q6 MEE A

S3E|ER| Eolgt 4= QlaLch Eft 2E QHER| mho| XK
5| AE3HE|TE M 5 23 3H(SSE) = SSE-KMSE AF235}0
Amazon S3 QIHER|E 45568 72 AE = &L REMISH LY
2 Amazon S3 QIHEZ|E F435t24TH7? (p. 100) B & =514
Al2.

Ol wxt 21 EXMoME S R LICH

. 7|Ex o2 Amazon S3E AWS KMS Z2I8 7|1E AI2stE M
H & 4332 AE85t0d MYE= ZAE 2 HAo 2X6HX]
of&LICt o|x| olz{8t ZHAE SH6IEE 2 Falg 7HE
U&LICH RMIEH LI 2 S3 HAoAM SH #7212 Fotete ¥
2 (p. 80) EHHE R ZSHAAIL.

o WA A™E ALIZIR0M EXME AR H
AHEHeZ HAESIEE SA| 728 F4E
2 o4 HZlo| CHE AWS A Hof 9l 2
B B ESHAAL.

Amazon S3 2&0{A{ O|X| AWS CloudTrail HIO|E{ O|HE 2Z& At

835104 S3 70l CHEH A =& R4S g4sHE = UELICH RHA

Bt LIS 2 AWS CloudTrail G|O|E{ O|HIEZ S3 H{Z!o| CHEH ZHA| =

= 242 2dsteted™ o= A ELE? (p. 13) BHRE HESHAA

o
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