AESHI| &0

Q. UIOIH 22tRE EHE9 Secure Zone Firewall AHIAE 22A01JIR?

Secure Zone W gt QIAEAZOl HA0 Wt FMEZ A 22 MO = Ue ZIs2 HISSUC
Q. Secure Zone Firewall = HHEA 0|EdtLiR?

Secure Zone 0|&2f# 2|

Secure Zone Fiewall 0|8 A1

Cloud Log Analytics 0|8 418 % 21 XX AS

Secure Zone VM A4

Secure Zone Policy ‘44/Address Group ‘&4

Secure Zone Firewall Network Usage Z3|

Secure Zone Firewall Log =2

Q. Secure Zone Firewall AHIAE AIE5tX R2H Secure Zone VM 0l 28 = QiLIR?

Secure Zone W& 72 H ot 2 S42 EF XEHE[Of UAESLCH

UHt Zone = SSL VPN It Secure Zone 7H0| Secure Zone Firewall 0 Policy & MAsl0] EA 5|2 HAMS MM810F Secure
Zone VM Off ®Z20| ZtsgtL| Lt

Q. Secure Zone VM 0l B2 HAMS Hd3E = /Y= Zone2 OCIQCIIR?

SSLVPN 22 QL= EZf|Z 0t Secure zone & X 2|8t Ncloud 2 2E Zone Z7t9| ApA HZQLICE
Q. Policy It &Jt2?

™MO|El Source IP 2t Destination IP 20| EX T2 &
Q. Address Group 0l &JtR?
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20| AR VM S WSts 1EOE ROIA MMM ABE 4 UEE ofs euMEQL
Q.Log = &#IIR?

Secure Zone Firewall 22 HM0| M2t Secure Zone 2| =& A7t 7|FE Traffic Log & LICt. Cloud Log Analytics
AEME HM/ES| 7} THsTL L
Q. Excel 22 CIRZEE £ JALIK
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Secure Zone Firewall AHIA AF2361D]

Secure Zone Firewall AJH|A 0|8 AlA

® 201 % =, Security > Secure Zone > Secure Zone Firewall & 22/ &t

© Region 33 /KR $#30f @
s Secure Zone Firewall

7~ Dashboard

Secure Zone 0f 9| A| 2+ ZH|of ChE T2 e

2 oSa

7

&l Network Traffic Monitoring

- Al ot e A
Py + 4uosaz | B EEUEHE

Cloud Search

dly Elasticsearch Service

Address Group
Log

Network Usage

Subscription
(2 Secure Zone Firewall 8t 0l = Policy & 2& & LIC.

@+ 0I2BAMH HHES S ELICHL

Secure Zone Firewall 0| 2413

2I%UEE 95l Cloud Log Analytic(CLA) 4#&21S0| E4oiL|ch.

Analytic(CLA) A& = O/

20 MEAE" Cloud Log Analytics(CLA) AR 201E7| [

d Log Analyti

@27 MEA HS0lA Cloud Log Analytics(CLA)E & &18HLICH(Z £)

e 7|Z Cloud Log Analytics 7t2XI0|AH= O] & &0| =&E&|X| &AEL|Ct.



Cloud Log Analytics A{H|~ 0|13 X

* 21MEE 25 Cloud Log Analytic(CLA) 2&71210| ®4=glL|CL.

Secure Zone Firewall Traffic log Ol CHE M 3 2|E Cloud Log Analytics(CLA) AMH|A
M HSELICH CLA ME|AE AHE 0|88 D2 of2fel 0|8 41E HES S2|5l0 Mu|28
YT R,

Secure Zone Firewall 71 £ Policy 40| 22| Traffic log 24 M CLA 0| X35 HEE|
1, Secure Zone Firewall & CLA MM 228 =38 4= al&0|Ch

MEElE= 220] cis CLA EHof K2 230] SRFELICH

X 32 + Cloud Log Analytics 0| 2413

(® Cloud Log Analytics 0|&4I&E HHES Z25t0 Cloud Log Analytics AUl A0 Dt & LICE

o3 X

Cloud Log Analytics(CLA) 0| 8 M#&o0| 2t2E|gi&Lct
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Policy &7

Policy
Secure Zone / Secure Zone Firewall / Folicy @ @ @ E @ A
CLB0DPLATFORM Policy ©

+ Policy 44 e 02EY v g0 2o 3 X o2=2E S Bt v

(m1 Dashboard

() Default Deny 22 @ 20 7Y =) -
B Prod
Name Source IP Destination IP Protocol Port Action
o db-stch.beta-cdb.ntruss.com v mysqkvm(10.39.2.22) v P Allow

Address Group

Log
Network Usage

Subscription

)
leJ
Ju
il
-
o

(1 Security > Secure Zone > Secure Zone Firewall > Policy 0l Al + Policy & HE

Policy 44 b4
- 1 A
120 wa y
Name * Policy_01
Description Secure zone FW Rule 1
Source IP* Source -

wm-gk02 (10.39.4.215)
dmz-ejk01 (10.39.4.217)

Destination IP * Destination -

sz-windows (10.39.16.74)
sz-cubrid (10.39.16.77)
sz-mysql01 (10.39.16.80)

.
Protocol O Tep UpP ICMP P
Port 80,
200-300,
1
Action * O Allow Deny
Fax v HE

Name: Policy O|&

Description: Policy A&

Source IP: 12 &R0 VM / AME LB/ SSL VPN
Destination IP: 124 &~{9| VM

Protocol: TCP / UDP / ICMP

Port: destination port (0 ~ 65,535)

Action: Allow / Deny
Source IP 2t Destination IP = olLI= Secure Zone Z 4=/ L|LC}.

@

= S g8e FT[NEB]HES S=0ot0 Policy £ dd& LI

1]



Policy HZA

Secure Zone / Secure Zone Firewall / Policy 3 xFse 28 i}
o
Policy © Policy &4%0| HEtEigtELICh
+ Policy 44 olgHy w S0 gorEr| @ X CirE2c Z MR v
@) oetautpeny 22 @ 20 74 &7

Name Source IP Destination IP Protocol Port Action
Policy_R @ szwindows(10.39.16.74), sz-cubrid(10.39... vm-ejk02(10.39.4.215), dmz-¢jk01(10.39.4..  TCP 10001 Allow
Policy_01 vm-ejk02(10.39.4.215), dmz-ejk01(10.39.4... o sz-windows(10.39.16.74), sz-cubrid(10.39... TCP 80, 200-300, 1 Allow

1]
Ju

(D Security > Secure Zone > Secure Zone Firewall > Policy 0l M 8133t DXt 6t= Policy 2 Name 2 efLICh.

Policy % x
* Tl 13 AFEEILC
0| w2} w2 g3 ApErgiuct
Marme * Policy_R
Description
Source IP* Source v

sr-windows (10.39.16.74)
sz-cubrid (10.39.16.77)
sz-mysql01 (10.39.16.80)

Destination P * Destination -

vm-efk02 (10.39.4.215)
dmz-ejk01 (10.39.4.217)

Protocol ® O Tcp UDP ICMP P
Fort 10001
Action ® O Allow Deny

®
e
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M
00

H&E= 20t Policy E B & LICH



Secure Zone / Secure Zone Firewall / Policy

Policy ©

+ Policy 44 Cl24E ~

0o @

‘ Policy 2fH| m
Name
All_Rule

Policy_Modify

Policy_01

® Policy 24 =<

Policy AtH|

i

Source IP

X CIREE

A | ~| v | v | @ oefutpeyzz @

© szvindows(10.39.16.74), sz-cubrid(10.39...

vm-ejk02(10.39.4.215), dmz-ejk01(10.39.4...

~=5t7] S Policy

Secure Zone / Secure Zone Firewall / Policy

Policy ©

otLtE o

+ Policy 44 02 HY - = o goter| 2 X CigeE
| Policy 4H| | ‘ A | A | v ‘ ¥ | (:) Default Deny 22 @
Name Source IP
All_Rule m
Policy_Modify © sz windows(10.39.16.74), sz-cubrid(10.39...

Policy_01

(D Security > Secure Zone > Secure Zone Firewall > Policy Ol A At KISt DXt St= Policy 2 ZEYAE

AR HES

Policy #Z

Mame *
Description

Source IP*

Destination IP*

Protocal *

Port

Action®

(2 Security > Secure Zone > Secure Zone Firewall > Policy 0l A A KISt 2 Xt 6t= Policy 2 Name & 2

S &L

=12l

vm-ejk02(10.39.4.215), dmz-ejk01(10.39.4...

=200 AMELICH

Policy_R

Source
sz-windows (10.39.16.74)

sz-cubrid (10.39.16.77)
sz-mysql01 (10.39.16.80)

Destination

vm-ejk02 (10.39.4.215)
dmz-ejk01 (10.39.4.217)

O Tcp UpP IcMP
10001
O Allow Deny

#Ha

(o AFat= 22 2ol5t7| 0 AHEx17to|
Mz v
Destination IP Protocol Port
o &
vm-ejk02(10.39.4.215), dmz-¢jk01(10.39.4..  TCP 10001
© szvindows(10.39.16.74), szcubrid(10.39..  TCP 80, 200-300, 1
SH0l =ABY HESE SM=9AE ERELIC
Q) At 28 2els7| [ AH&X710]
Mz v
Destination IP Protocol Port
o & e 5000
vm-ejk02(10.39.4.215), dmz-ejk01(10.39.4..  TCP 10001
@ szwindows(10.39.16.74), szcubrid(10.39..  TCP 80, 200-300, 1

Ju

=

=

O

20 744 =7|

20 7Y &7]

rx
JE

S NBPH v

Action

Allow

Allow

Allow

S NEPH ¥

Action

Allow

Allow

Allow

Policy

o



Default Deny ®* 213 =/ds}/H|g/d3}

28z 2o 8 23S ot Xl

oo XEHZD 2JF E=0l, ddEEX E2 =5 AMEIL 2 ZS Log Size It H0l &It6t0 Cloud Log Analytics A & 2
s %0l X = UAsLCH
@ Default Deny 2= &4 3H/H 2435t Default Deny 20 Lot 28 EIIHL 2X &S &3 = UASLILCH
Default: 2d2hE21E )
-. Secure Zone / Secure Zone Firewall / Policy .@ @ ]ﬁ E ® v
CI:)‘I:J‘U‘PL!'FDRM Policy o
@ Region 33 / KR 5H20{ + Policy 44 o 0[2EH - o5 O "ore?| &2 X C2=RE Z MEnY
1 Dashboard
() Default Deny 22 @ 20 7§ =2 v
B Products
Name Source IP Destination IP Protocol Port Action
o db-stch. beta-cdb.ntruss.com A mysqlvm(10.39.2.22) - P Allow
Address Group
Log
Network Usag
Subscription
MXK
Address Group &
Address Group 44
.. Secure Zone / Secure Zone Firewall / Address Group dD Ql @ E i\ v
NAVER
CLOUD PLATFORM
@ Region #2 / KR #320
L ]
5 onsooms Secure Zone Firewall
B Products &
Secure Zone 0 2|8 ZH|of| cist H2 2|
THOIE S HEE 9|3 2o 215 719 ™2 ne
%l Source 2t Destination M0 o ZEY Z2ESS HBELIC
ful Inspection 7|5S H|28L|C}
Policy
HE M zoter| 2 X CO2=E o MEDY ~

Log
Network Usage

Subscription

G4 Cloud

#  Objec

(D Security > Secure Zone > Secure Zone Firewall > Address Group 0l Al + Address Group

220 AllDeny &LICH. Ot HZ0|

| + Address Group 44 o HEOEBE w

A EcHEOI

o
T

AEl= B Default Z 200

M8 HES



Address Group 44 X

S Bl 3 Abgheiuct
Name * sz_db_group
Description
Address * Address v

Secure Zone

sz-windows (10.39.16.74)

sz-mysql01 (10.39.16.80)

@ Address € CE HEG6HD [HA] HES S06t01 Address Group £ A4 &HLILH.
Address Group HZ4

Secure Zone / Secure Zone Firewall / Address Group (2 xFsle= Eg B 2205k7| 0 AEXIE A NEPH v

Address Group ©

+ Address Group 44 DEEE 43 O gopEr| 4 X ChERE o Mz2d v

20 74 27| -

Name Member Count Address Description

2 vm-ek02 (10.39.4.215), dmz-ejk01 (10.39.4217) -

(D Security > Secure Zone > Secure Zone Firewall > Address Group 0l A
S LILC

%
0
ol

t DX St= Address Group 2/ Name 2

Address Group % X
*T4 Qe ArelLICY,
Narme * vm_all
Description
Address *® Address v

vm-ejk02 (10.39.4.215)
dmz-ejk01 (10.39.4.217)

®
e
oY
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]
o
i

O =& FT[ME]HES S=06t0 Address Group & HZELILL



Address Group AHH|

Secure Zone / Secure Zone Firewall / Address Group (3 A5t 2R A 2257 0 AFERZE SLNBPH

Address Group ©

+ Address Group 4 02 EY v HE O Yoty| 3 X ChEEC 2 MzaE v
Mame Member Count Address Description
° sz_all 3 sz-windows (10.39.16.74), sz-cubrid (10.39.16.77), sz-mysql01 (10... *
@ szdbgrouwp 2 sz-cubrid (10.39.16.77), sz-mysql01 (10.39.16.80) -
n_all 2 vm-ejk02 (10.39.4.215), dmz-ejk01 (10.39.4.217) v
° sZ_group 3 sz-windows (10.39.16.74), sz-cubrid (10.39.16.77), s2-mysql01 (10..  *

(D Security > Secure Zone > Secure Zone Firewall > Address Group 0l Al At XISt DX St= Address Group & CtE S EHE
= Address Group &HIHES 2 & LICH

o ¥

Address Group & 4HSHAZLSLIN?

vm_all

I Ed v ol

@ AMHl CHAH Address Group M3EH = &2l HES S2/6t0 AN ELICH
XS
Network Usage X 32|
Secure Zone / Secure Zone Firewall / Network Usage (3 Z=5= FE B 220517 MEXITH0|E A NePH W
Network Usage
olgEE - EogoE? &4 X C2RE o MEny v
7|2t e 2018-02-07 B - 2018-02-08 [} m
AlZHCHY Traffic
2,154 Mbps
2154 o
B
+ 2018-02-08
60 7114 27 -
oxt AT Traffic Peak
2018-02-08 21 2154 Mbps



(D Security > Secure Zone > Secure Zone Firewall > Network Usage Bl A AlZ2ZtCHE peak EZHE AISHS
o o= 7|7tE MEiGIH XT3 = JSLICHEITH 712 78170 E)
Log _|_2|
olg MY «w A2 o gotwr| 4 X cigzc o MEIE o
Source IP v Description IP v Action Hi - Protocol TCP¥ Port
Receive Time 2018-03-26 11:54:36 ~ 2018-03-27 11:54:36 &
Receive Time Source IP Destination IP Protocol Port Action
e Receive Time: EM EHRZ M Its(E& I L AIOI== Cloud Log Analytics &3 J 0 [ E)
e SourcelP: 124 AR89 VM/ AFE LB/ SSL VPN
e Destination IP: 028 AR° VM
e Protocol: TCP / UDP / ICMP
e Port: destination port 244 (0 ~ 65,535)
e Action
o accept: for the end of non-TCP traffic // non-TCP 2| &2 (icmp, udp.... tcp & Hleh E1tE 2|0O],
o deny: for traffic blocked by a firewall policy // E*0{ 2|8t Block
o close: for the end of TCP session closed with a FIN/FIN-ACK/RST // Allow £ 2|0|3}H, FIN or RST 0 2|3t M4
o timeout: for the end of a TCP session which is closed because it was idle. // Allow = T4 X| 2t timeout 20| 2|8
A2, TCPSYN2 EWX|2 remote 0| A SEO| Q= d20= S
o ip-conn: for IP connection failed for the session (host is not reachable) // Allow & Z| %!
Rl ZRE H2. ICMPrequest = ALt reply £ $1S, UDP request ULt reply 1S f
e Policy: Y Log It SIEE Policy #
o DefaultDeny 2 2] 4 shdl 243t
0|8 MH v AE of gotwr| [ X tiegze o MERE o
Source IP v Description IP v Action Ty - Protocol v Port

o

23

20 7114 22|

D Default Deny

2de

Palicy

=

o

Z
=

PSR

=2 Block =l

AKX T fortigate 7t O reply packet & ‘ZHX|

20 74 7|

Receive Time  2018-03-26 11:54:36 ~ 2018-03-27 11:54:36 m

D Default Deny 22

@

Receive Time Source IP Destination IP Protocol Port Action
=
Secure Zone VM ZH| IPE ACGH &=
e Secure zone It Y&t zone 2| B2 M O{E Secure Zone Firewall SOz EX|57| A= 229 vm A
ACG M7 2 ofzfel 22 7Eg SE3of FLch(EH)
ZEE= M AA HE ZE(MH[L) o2
TCP acggroup2(405) 1-65535
LIDP acggroup2(405) 1-65535
ICMP acggroup2(403)

Palicy

SSLVPN 2



Secure Zone Firewall 3t Sub Account &

Sub Account H3F AHA|

2| et AMEL HE 2 2RED S &

ro

etol 2 ELIC

NCP_SECURE_ZONE_FIREWALL_MANAGER

Secure Zone Firewall &% L QEME Z3| Gl Policy, Address Group MA/AH/HA HstE 7 LICEH
NCP_SECURE_ZONE_FIREWALL_VIEWER

Secure Zone Firewall & & W QEHE =x3| Hots 7HELICH

D EE A=Z2X0H Secure Zone Firewall 2&tS £2006tJ| i = X Sub Accounts MHIAS MEHEHLICE.
.. Sub Account / Sub Accounts

24
Sub Account

(m Dashboard

© Region 83 / KR 830

Sub Account= ME AIEE 44, a5, FH2 #etE mofsl= EREAULICL & region S8 My~

Sub AccountZ 0|&3j Hlo/H 222

2

4 BLIC M2 AR Yol M Ho

>

==
3 Server o HHE RS QOIT Mb| B2IR, LR § O] I ME ABES HAIS AES Hojs) B AIANS AT 4 ABLIC

< dojy] S2l2E BUES| 2|LAE HHUER MBS MY - 28 7IS2E S52 M2 Ao SYHHFE S
- API Gateway®| H3 Ho{2t §&

Dashboard S [Sub Account] H17 B F2 oy

+ MEHH 8 HE o gojer] @ fs 3 =] ~

(@ Secure Zone Firewall 2stS 200l ol ME HES HEHEHLIC.

)
=
~
~
<

Sub Account / Sub Accounts @

< MEAZE EAM

o
pi
T

24| Fx|

4

MEAE ER

222l ool securezonefw_admin ALgRO|E securezonefw_adrmin
L ® MEEZ Ol
R 2018-05-04 15:27:17 2HE S LA

B2 RY Console Access 20l YU E Crojes ey

%7 HYOIE Q

aFqolg + I 2y Y Y Het 58 o HEdy

Z2|E dlo|&7t glsuich



@ ME HE &M SHHUAM HMo I HES SELILL

=LES
HHOE w Q 207 27| w
HYolg ~ Hy 4y Y /% Hit 58 08 HEriy
NCP_MONITORING_MANAGER 2LIEHT H2|xt SYSTEM_MAMNAGED ® Allow Consale, Monitoring e
MNCP_NTM_VIEWER Network Traffic Monitoring 5™ SYSTEM_MAMNAGED 8 Allow Conszole, NetworkTrafficMonitoring W
NCP_SECURE_ZOMNE_FIREWALL Secure Zone Firewall ZI2|%} SYSTEM_MANAGED @ Allow Console, Securefone '
_MAMNAGER
NCP_SECURE_ZOME_FIREWALL  Secure Zone Firewall A} SYSTEM_MANAGED ® Allow Console, SecureZone v
_WIEWER
NCP_SERVER_MANAGER M ZH2|x} SYSTEM_MANAGED @ Allow Server, Console, LoadBalancer, Aut '
oScaling
MCP_SERVER_OBSERVER At BHEERY SYSTEM_MANAGED @ Allow Server, Console '
NCP_SOURCE_COMMIT_MANA SourceCommit ZH=I% SYSTEM_MAMNAGED ® Allow Console, SourceCommit A
GER
®
@ HEE M2 HEO MM A NCP_SECURE_ZONE_FIREWALL MANAGER ™ £&
NCP_SECURE_ZONE_FIREWALL VIEWER = 20ictUJ At ot= A= HEGIH oY #stS FOteuth
Secure Zone Firewall Advanced €€ 2dI0|E351D|
Secure Zone Firewall Advanced &1g{|0|E AlA
(D Security > Secure Zone > Secure Zone Firewall Jt & AEHUHA "0IE EF"g S &LIC.

Pa e m @-

Secure Zone / Secure Zone Firewall / Palicy

O
Secure Zone Firewall

Secure Zone 0| $|X|st ZH|0of| chgt H2 22|

oIEE HSE 2|5t Hor 2 ol Ha ate|

Stateful Inspection 7|52 H=&h|C}.

SO Yot 3 X C22C o

+ Policy 44 o OEEE v

Advanced 223012

0| E5| X

@ Advanced d0IE HES Z2/&LILt.



Secure Zone Firewall Advanced Upgrade

dgjo|= ##EE ol8st2{M Private Subnet &# 2150| @+ Lich

..'! :- { A £ I
s  Private Subnet A LoiE?| 4
Advanced £ Upgrade ST Secure fone VM 2 2 Zone VM B! IPSec VPN 2 T8
#H= Private Subnet 4 E& AMESIH Y O QSR ES TI2|EH0F FLIC)

b B v 0|8 MY

Advanced YIHO|E MEZ 0|25l2{H Private Subnet && 7}0| & L|Ct
B Advanced & Y 0IED 2= T ™ Private Subnet 40| A2 LIC}.

%)
Secure Zone Firewall

Secure Zone 0f| 2| x[et Zt|of| chst 2 22|
MRl B2 2 fist 2ot 25t 29 F2 2o
H&l T Source 2 Destination M| LR35 ZER

Stateful Inspection 7|55 HZ&L|CH

F

]
1Tl
Ut
o
o
1]
]
i
Il

+ Policy 4% o 0E=F v HE O 2orE7| 4 X CR2E Sl Eant1 ~

Standand Private Subnet

L]
i e Policy?t @i&LIC
[Policy 4] HHES 2215101 Policy H4S 2ESHMS

Policy / Address Grou / Log 0|0l A Private Subnet & MEi = Advanced 7|52 O|E%L|C}.



Policy &7 - Advanced
Policy

o
Secure Zone Firewall

Secure Zone 0f 2|X|3t Zd[0] CHE H2 2z
IR 2SS 95 2o U5 1Y FHa2 B2
Hal T Source 2} Destination ME{0]| 223

Stateful Inspection 7|5 ®HlZ&h|ct

EEQ ZRESS SEULIL

+ Policy M4 e CEEH v HE O Lotgd| 3 X OeEE o MzoE ~

[Policy MM HES ;

(D Security > Secure Zone > Secure Zone Firewall > Policy > Private Subnet 0l M + Policy 44 H

Policy 444 - Private Subnet X
- ¥
o2} 1 A
Name *
Description
Source IP * Source v
IPSec VPN
/ + &7t
VM

Destination I * mysql-vm] (192.168.150.111)|

esese (192.168.150.113)

.
Pratocol O 1cP upP ICMP P
Port

Action ® O Accept Deny

Name: Policy O|&
Description: Policy A&
Source IP: IPSec VPN (124 ZF &)/ Private Subnet Network Interface &Y & 12 48 VM

Destination IP: Private Subnet Network Interface &&=l 128 A2 vMm

Protocol: TCP/ UDP / ICMP

Port: destination port (0 ~ 65,535)

Action: Allow / Deny

Source IP 2} Destination IP = olLt= Secure Zone = £=¢!L|L}.



®
1]
4
gy
o
1854
Je
o
o
>
0

JHE

nio

22160 Policy & MA&LICH
Policy HZA
Policy ©

+ Policy ¥4 ® 0EEE ~ AE o gotg2| (3 X CeRc o MEnA w

@) pefaut Deny 22 @ 20 744 ©7|
Mame Source IP Destination IP Protocol Port Action
I Policy_PrivateSu... I mysglvm(192.168.150.111)  + o ejk-kri-s2(192.168.150.112) TCP 80, 443 - Allow

tDX+ St= Policy 21 Name =

ol

(D Security > Secure Zone > Secure Zone Firewall > Policy > Private Subnet 0l d #&
S gL

Policy #12 - Private Subnet X

Name * Palicy_PrivateSubnet
Description
Source IP* Source -

mysglvm (192.168.150.111)

Destination IP * Destination -

ejk-krl-sz (192.168.150.112)

.
Protocol O Tcp UDP IcMP [
Port 80,

443
Action * O Accept Deny

A5 sl =R | AN S .Igg ZAc2l & i = 24 St
(@ HEolOX ot g2 €0 =8 &=k = 220t} POIleE HZ & LI
.
Policy ©
+ Policy ¥4 e 02EY v HE O gotwr| 7 X cigee fe k) v
[ oy 2 || A ‘ ~ | v ‘ ¥ l @) oerauitveny 22 @ 207114 7| -
Name Source IP Destination IP Protocol  Port Action
Permit_ Rule mysqlvm(192.168.150.111) . (@) elkkr1-s2(192168.150.112) v TCP 3306 v Allow
PrivateSubnetPol ©  cikkrs2(192168150.112) ¥ mysqhvm(192.168.150.117) v IP Allow
Policy_Privatest mysqlvm(162.168150.111) v @)  efickrl-s2(192168.150.112) ¥ TP 80,483 v Allow

® Policy 24 =92

i

=&6tJ)| ol Policy otLIE & 16t

M
x
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40
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Policy AHA|
Policy ©

+ Policy 44 e 0SHE - HE O Loter| 4 X bkRes o M2DE “

| policyxm || A | ~ | v ‘ v | @ vefautbeny 22 @ 20 714 &7 -
Mame Source IP Destination IP Protacol Port Action
Permit_Rule mysql-vm(192.168.150.111) ..« ° gjk-kr1-sz(192.168.150.112) TCP 3306 hd Allow
PrivateSubnetPoli.. o ejk-kri-sz(192.168.150.112) mysqlvm(192.168.150.111) IP Allow
Palicy_PrivateSu... mysgl-vm(192.168.150.111)  « o gjk-kr1-s2(192.168.150.112) TCP 80, 443 v Allow

(D Security > Secure Zone > Secure Zone Firewall > Policy > Private Subnet 0l Al 4 XI5t DXt Gl= Policy 2o S28AZE
& = Policy &Kl HHES 226t AT HME LICH

Policy ¥17 - Private Subnet

ool ol AlEhelL|c)

A0 o2t T wE AL
Narme * Paolicy_PrivateSubnet
Description
Source IP*® Source -
mysglvm (192.168.150.111)
Destination IP * Destination v

ejk-krl-sz (192.168.150.112)

Protocol ® OTce  UbP  lcMP P
Port 80,

443
Action * O Accept Deny

(2 Security > Secure Zone > Secure Zone Firewall > Policy > Private Subnet 0l M At HIGt DX 6= Policy 2 Name 2 2&
S [AHIHES S LI

o



Default Deny ™% Z1 gdshH|E/d3}

Jl=doz st H2 &3S otk 229 AllDeny &LICH OFF ZE0l 0N EcEHOl IMHHE= B Default 20
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Name Source IP Destination IP Protocol Port Action
Permit_Rule mysgkvm(192.168.150.117) .. = ° gjk-kr1-sz(192.168.150.112) TCP 3306 - Allow

PrivateSubnetPoli.. a ejk-kr1-5z(192.168.150.112) = mysqlvm(192.168.150.111) IP Allow
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Network Usage
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Protocol: TCP / UDP / ICMP

Port: destination port 244 (0 ~ 65,535)
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accept: for the end of non-TCP traffic // non-TCP 2| Z2(icmp, udp.... tcp & Helsh SatE 2l0],

deny: for traffic blocked by a firewall policy // H*40{ 2|t Block

close: for the end of TCP session closed with a FIN/FIN-ACK/RST // Allow £ 2|0|5}0, FIN or RST O] 2|3t MM F=2
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B2, TCPSYN 2 EMX|2t remote 0| A SEHO| gl 200 S
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