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Processor Reading privileged memory with a side-channel (MELTDOWN/SPECTRE)

Z A T2 M AMOA Meltdown 1} Spectre 2= ME FAH™ 2 77t YAE|O 2 Z2MWO| CHE =239
HEZoM ZEE 82 = UAFULL F A9 =270 &3, AE &, Y23t 7| L= 0[2Hoz Tz N A9
He2lo MEE Z& AS

Al 2 5 AgLh

=1
=2 T

35 YM= 10| Spectre EE= Meltdown 3 MH|A HEZEH XS Ez g Q= 0 Ofst 2
ZNSH7| A|RFiAL|CH &8 CVE & CVE-2017-5753, CVE-2017-5715 9 CVE-2017-5754 QlL|C}.

JdgiLh 2ZEQ0 YHOIEZL ol2{gt FofHES 2d| siZ2e t= Fol felsforgtLict. MSolL AREHO

C
Z| 4l BIOS / HHYO YHOIEZL EX|EO JU=X| &Qots A= SQELIC

Meldown, Spectre <M
SESILICL 5 AXHQ

Case 1) 22t A|AH0 YTt SHXIZL Meldown, Spectre F S 0|83 Hjze| B £ S2HRES
BE HII*’SE% g 23 ks

Case 2) YEIO|E MH|, S THa| M| So| Mz|us AZEYOMHE ZZ3te supply chain attack 8 53}
ZE ™MHE EHH

Case 3) Doc,XIs,Hwp o Z2 2AM Do ¥4 TtYUe A

k=3
T =
U3 < 0 Z2E 3RS YHMQ Yol ojyY| WRol 3 HBo| WL ofzS

= LAPEQI Ma AS U7} 0|3 0|2 2HOIN 2K} HEal HEE 958
—=-ar$5. Zoigtal AlAH DB O 22 Mu| 7|ukal Zo| H@al Ao Chorst My

COPYRIGHT©2015 WINS. ALL RIGHT RESERVED 2 / 18



s3a3i:isnae

Meldown (rogue data cache load (CVE-2017-5754))
Meltdown 2 ALKt 38 Z2#nt 29 HH| 72| Isolation &2 22|eL|CL. 0] 3H2 =Z230| CIE =21t 29Y
HHel H22of M2 HEE HEE FES = A2H, HjAQER} 2 7|8 HE {F0| 7tsgL CtL

Spectre (branch target injection (CVE-2017-5715) / bounds check bypass (CVE-2017-5753))
Spectre = 0{2{ 88 Z2173 Al0[Q| Isolation &S 23|&LICt 0| &3l SZHX= FAHO| EXMSIX| 42 Z2IWUKX|2tE

H22 fFES SOl HAKESR #2 7|UPEE 2ST + AsHCh

History

2fF 4 124
X/ 2E{0f o/t Dfo|IELZEL [} Fof UL WA £XH0/'F Eof o5 270 L YAE HEL 9F0/T, 252
NLAES 222 ARLIE|E Eof IHFHo=E H2 Y2 MY Fof Q) X2t YERE 2/5AE YH0/E 0/F A2E

SE7 5~30% TO/Y HOE OYECIE B} MY oY HYAE LHXE HEI L B Hoz ol

AT oS HENE 2F TAO F HF2 YC, LYY 0f0/IZLTE BE IEE LY STE X YA AHH
MEAFC, T NFONA H FEI} TP (Dan Kaminsky)s "0 HEF ME MBS HOIX 2 H WA E SEH}
LEHFCIALL O AE GO S Ao YO WSHE M= H, SMI} HE A LI GE O8E HHCE

XS A EE Hfof o/atE of efFfE 1) HLHf AP0l Qs o2 HE £+4 Lo FFE ALEY FFES O/XD, 2)
8 HEfRX Uf XHAIEES 5t 02 ofEE/F0/ME Fof HE HZE/o 22t FFof FH2E + 2 sfECr 22
A 2EZA(Sophos)9 Ht Z4721 F L/ZE/(Paul Ducklin)2 “#{E2 2laf BIZfet FFE AEA FHoZRE/ 275,
AEXI AfESlE ZEIHO0f AUFB F2F AOYAB UG JIES EEE + QLR of Z"0/2t8] “0j7/A EXHf
2YICtE, MY g2 Z7olafa L)

dEJA MEH Y HEE B/5A BJX= FHY Eo/x] EJo/E 0f0/£2 0/ (Kernel Page Table Isolation, KPTI)O[2} S E&a)
7Y B2E[of AEXN EZMAE 2T FEEE HE0/Lf LIEFE2 o/2{5F GYA LAI0f “0f2] FO| FECE A& E
ZIFE A2 22 X|"Bf0] "53] Ff4I7[E o2 Jf 2FstE AH Sof XHEtE ZH0/2ta B}

BHE HLZEOIE F[7/Lf JfM B[ FF gE Jf540/ 8 £0F 20/X =Lk Biff. FYEE JAEEQY ofFH LS
A YA/ZJOFRF Sf7[ BIZOIL, LIATEO/L} A{HOF 22 AJAZ0] OfL/efH FE AEol £0/s3fx] &7 B2 o[rf. “HE|2A
2C AHfLf, ofLtol 2] SLERJof 2tof Cf9 FfAII7/E 2T/ HA o2 AAE0 A ZAL MEHAE FHFols FHFEC
&2 o AL FHYHL2 Soft X7} EL/L) =25 P22 Fo/0/51 2HE & Q= Ho/L7R.”

X2 oIg2 2ot MEIIES 2of AT LELfe/E J/o] £ XLt of 5 o= I A Lf YE/E ojL/x/HE

E|3 & Z X|(Active Management Technology, AMT) EIgJ0{ofA] X/ ZZXIol At Atz @ F7F YALI= HfSte), o 2
AtEAIE 0] BtEt FESI7[E Lt of FFESl R 2ot YH HHIC/(Embedi)ojA EHEt o=, FHAE0[ OfFE 2F
EXE XX 0 AMT J|&E T8 + ULE 7. 5 2F0jA 0S £ AH ALt HEXE + 2lon, ofRA%
F|EE ZEIXE IS EE sfTE F4EO/AH Zo/ct

J2CiL] B FfS 2 CfAl Bt ¢ OfO/T 2T ZMA] Lf FAES BYXIZLCL. of FHYEES FZHXE0 /4 Z'=0/ &0/A
ZZ2M2E Xl LJO/E/0f HZOLER GiFE Z0/YL) ZOM}t 2 7 HFEX, HEOE HTLEHO/MOE, AHHE
ZZA} B H HESFH H0| HWHYOIE ZZ0| ST It 0f HYEL E C}HE HoF QN EXE/H

B3 & Z XA (Positive Technologies)?f 2I29 OJL|X|HE 9l ZXlI(Management Engine, ME) 11 A[AEIOfA] XS EAZHIC
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Processor Reading privileged memory with a side-channel (MELTDOWN/SPECTRE)

2015 ARE] ZA/E 2NE FE0| 0f of7of fSELC,.

AMT 2} ME 0] ofof o/ “H7 QF X, g2 E7[7F Lf M #Hol 2ot o7& BHE FUF 0| FHCf. 3fX/EF Of&E 1
79 J/E X HF A2 2EXX ga Qo). CIEE2 EALS Fof "0/t BleiM 2FE v &2 ZAeyges],
o2 L of2f Xd FHE Z"0/afa STt “F ‘BH'0f WE PHE AZFP 7 OfLAf= ZL/Lh ofX/EF /2ol BfX/

AE FA[o O 2ot S2F YHjo|EE MY oL 2zt 18 2ofs Lfg MLt

B Ha

Ofof= EC2 9} OfO[IELATE Of, P& ZFE HE & S8/RE AH[AEL oo EHE 2 L7 279 FgFH ofY
QrtE 24E Q20) HoF YA YEEHVectra)of 2ot 24 HXf2l 2L B EEA(Chris Morales)= “Off=0] &'F
2 22t YLJo/E7F QI GIFO/H, EC2 £ O/ & SR [P E BHIE Y89 EXAHE B} a HFBILL

“o| oY oFS MEE T/ YB0/EtT WOEL, HriE SALLHX ZREMNY BEE NI o5} 229
MAHE ol A2S MMBILICL” MY SHLES HHE BFE H 227 23 52 + Q= SEES ojrt IHE
O SOYMREIZIL]. TN BEAAE VK G} HZE HE T YL

2 g

EC/0f 729 BRHE HE Ei HF YH| AOHEA(Cyberus), T2HXI| Sy, HAHO/L/OKHS, HEHEH,
WSOy, HoteiH HO/E 61(Databl)o] GRS IT HAE SHETEF FHEK &L Y HYH FHE
BHHCL O] HUHL NLE HEHA X} BHE TZAN o FHH, YLEEY B F2 LT NAY HDE
BRI 92 + YA HFE HOE HEHHCE Y, AMD, ARM oA PHE CPU E0] 0f FoHEIS UYEST 28 FH5H0/
Erta By,

o] FHEES YAEZQ ol FFL2 7 = IIXZ 23 HEL,2(Meltdown)df AHE](Spectre)2fd EZICf. GIATE 2HE
BHg, BEfPC 3FoJA FF0/ HE Ft5ofLf. Bt FofRE AL/ Lf of2f Do FHE EXNfE HE JfSoiLE 0/
/L.

HX| WELLSS M OYEEH0|H5S S5 OS WP/ 2LE FHEE WE2H sjF~ 2Zo|ct. OS HB/LEot ofL/a
CHE ofE Ao/ HEE BESE 2Z jao] € + Yt 73 HEES f2y 20| D} “XZ AED U=
ZEE(O) HFHS XD Q= Ho| BICHE, T2/ 05 HM X YACIE, 1 HEEEE DY FYS X Y=
20| QHEELICE Ol HEEE YA FLE BZH0 QLT DR IX|YL/CE”

1995 17 0/ PIEO/FI QY DEMAMES [fE HECtS BZof #4/ct. 2013 1 O/ FAE A 0fo/E|L/ntel
Hanium)a} 2/ OKE(Intel Atom)2 O|2/c}. I o C}HE B/AfS] ZZMAUYAS BELHS FotE 0| LZAE b Zr}.

BHE ABE(E YFAOIME0 I YO/t DI HEE BRUEE YA FFHO BELILEL} ¥BAZ|I|7F OFLE

LA E ZE SEIRE A, AOIEE S0 AI&L/E 2/Y, AMD, ARM ZE2MAS0[ ABE FZof Ffolct HELF20/Lf

AHE(L} HEE FFYMRE LZE FEE MYs XS SHOE o4 YN SOHAE L YT Hot NH MYES

E#318 AHE0| S FE0] o FOfFCLT B}

BXYIIX QIol of ‘HAH FZE Bt MK mof AfFI} EUSIAIE 22 HOZ HoIC) SfX[EF OfF 2 YX}Ef FAE £

BE0/3n HEHSS Tt

HE2IIE2 0] HYEHE 18 9 2o S/5p7/2 3¥cfa giof. 750/ 0/F of7/a &

HOF AIX/L[Of2l B EIE(Matt Linton)S “JX|Sf H ot HBLIE| Lo FEL 2450/ &

HOJA{"Ef O BtSCE

BEE X7|E AY2 "5t FHAEHES ZTAE Zif GIOJEIE ZESIF L} AXoHs HBHIX SHAH FA ZE=LH D

ZEZIC). LB “A|AEO] LAE ZHO[2f A= SfX B BNl FFE( AFE BHFOfA A A ZIE/X ZE ZH7o/2f ok EZPHLCE
=9 BH L2 0f7/(https.//security.googleblog.com/2018/01/todays-cpu-vulnerability-what-you-need.html)A{ & Etof

It538Lt.

B3 0/t 2 0/20] s 73
128 e A o S

Hebga 7|AF 2
<EX : http://m.boannews.com/html/detail.htm[?idx=65894 >
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Processor Reading privileged memory with a side-channel (MELTDOWN/SPECTRE)

Microsoft = PC 7} HO|EE MIHE HX M=K e =7t HHYO AOO|EZI HRsHX| 2Qlst= O AHEY
Powershell one-liners |3 gtL|Ct.

+

PowerShell 2 A|Ztat [} Q3 B E

2R

QAEZZ Fa|Xt HBOE A|ZtefopBtLCt.

mjo

Ot2fo| Powershell HEH2 Meltdown Bl Spectre A&S HAEGSHZ| |8l Powershell 2 ES CHR2ELESHD
XLt

Install-Module SpeculationControl

YUS MDA 2FI LUSIB Powershell U HMS ZHOF & + YSLC OIS YL
Al
=

Set-ExecutionPolicy Bypass
Ol M2 A|AHIES ZHASH= & HR| Powershell HHS Alsist

Get-SpeculationControlSettings

Google 2 E= CPU 7t Meltdown 5! Spectre Z2t0f F A4stX|= QUX|TH Anpyt W7tMO Z HA|Zl BHIAET}
HO M CPURL OS 7t o|fot 340 FAdiCh= AS LFZLICH 71 7Hed0| E5LICh

: F
: F
: F
5 [F
5 [F
= I
5 [F
5 [F
5 [F

PS5 C:

[18l.1] Powershell A3 S}
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Ct= EHAl= Meltdown / Spectre

HIO[ZH A 2T EQI0E MEdt=

#©: Home

Find a setting

Update & Security

Windows Defender
T Backup
Troubleshoot

Recovery

YOOI ET}

7Hs Lol

Speculation control setting

ZLIH Get-SpeculationControlSettings & CHA|
ALig|le= CHE 2ot Lt

TAISYS IR "YHOIE HOI'HES F2E HULCH "R IO
UL AFERIO B DiF0| ZY & YsUL

Windows Update

L Update status

Updates are available.

» 2018-01 Cumulative Update for Windows 10 Version 1709 for x64-
based Systems (KB4056892)
Status: Initializing...

Update settings
We'll automatically download and install updates, except on metered connections

(where charges may apply). In that case, we'll automatically download only those
updates required to keep Windows running smoothly.

[12l.2] Windows Update 488 s}H

2AOFELIC. 7tstt ALE|Ee & ZHX| YLIL.

: True
: True

[3&l.3] Meltdown H{ 1 TfX|2tF / Spectre {1 IjX| 0|tz

COPYRIGHT©2015 WINS. ALL RIGHT RESERVED

6/18



92312 AIABO| Meltown H10] Che TS WRIX|EH Spectre H10] Tjet HeIHS THAS WSS
ojojgtLct

720 OfF TE o Hiet 20|, AHEE= E517|7F O E AT TiX|5H7|7F & o{E&LCh

WM HAEE SO HAM HQIO YHO|EZH Rdithe AS o0 LCt OHoj32 AZEQ =0 =X
2t Spectre TIHX|E A= OEM YK S0| A= OS 2| Spectre TX|E 2bd3sH7| @[l =7+ HY O
YOHOIEE AEASOA MSsHOF ot=0 1A TS| PCol 42 €2 OEMOA O] HY O YHOIEES
MSSHX| &2 5= UASUCHL =, ST Spectre WX|7F Tl 2 = UASS FEUAIL.

He / H23s / MY 32 gH7F =70 H4 HYof YH0IEE M o 22 siT 34 AIO|EO|A
HOOIEE 7™t XSt TXE &t: & = UASU L

ZE 0| YO|H ZE HAE =4 Myo| HAsR BAEUCH

E¥ Administrator: Windows PowerShell

PS C:\WINDOWS\system32> Install-Module SpeculationControl
PS C:\WINDOWS\system32> Get-SpeculationControlSettings
Speculation control settings for CVE-2017-5715 [branch

[13l.4] Meltdown B ZfX|2tF / Spectre {1 IjX| &=

X okt H{X

1

Meldown (rogue data cache load (CVE-2017-5754))

® 1995 1 o]0 BE mZAMA (2013 H 0|H™ Intel Itanium ! Intel Atom H|2|)
Spectre (branch target injection (CVE-2017-5715) / bounds check bypass (CVE-2017-5753))
* Intel, ARMAAMT S BE TZAMA
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Processor Reading privileged memory with a side-channel (MELTDOWN/SPECTRE)

Amazon 2 Amazon AWS AMH|A T} Meltdown and Spectre 0| Faf2 8= BHHHO| LSt HEE XN&Sotes EoF SX|E

LEHSLICH

AN H

Meltdown and Spectre F 4™ Q&8 AMD, ARMI} Z+2 XA ZZMA OFZ|[HMAM MY, QA3Es A
o

DHY X EEHHI ZH 20 W G EXSH FOPHYLICL Amazon EC2 QIAEA F HHS X QloHH
0|0 HZx0f UZFLICH LIHA| QIABAL M@ QAHA {X B4 A2AD 8 TS F AIZH Lo 2

=gt

AWSEI YOOIEZL 7|2 QIZEIE E3dtE ¢ 0|2st ENEFH §HsHH E35i2{H a2 oA
A HAOE DIXE & E8H0FeL|Ct. Amazon Linux0| CH3t YOO EZI MEEUSH,01 HA[Ear 2
Ef% AWS & X|&Dp g 7|E QAHA AGO|E X|HO| ofziof F=7IE M3 ELICH

I'_TF_
>

rﬂ-l

Amazon ®H| EQt FX| ( https://aws.amazon.com/security/security-bulletins/AWS-2018-013/)

AMD
AMD £ Spectre A% F|OFHO| XfotX| YTt B4 HD2Z BHoH| YUY LICH
ofzf0| BE K=o EYLICH

Google Project Zero Details
(GPZ) Research Title

Variant One Bounds Check Resolved by software / 0S updates to be made available by system
Bypass vendors and manufacturers. Negligible performance impact expected.

Variant Two Branch Target Differences in AMD architecture mean there is a near zero risk of
Injection exploitation of this variant. Vulnerability to Variant 2 has not been

demonstrated on AMD processors to date.

Variant Three | Rogue Data Cache Zero AMD vulnerability due to AMD architecture differences.
Load

[13l.5] AMD HEXI& (https://www.amd.com/en/corporate/speculative-execution)

AMD Z2MAME 712 HO[X| HO|E AZ| 7|50| E=d5l= Rl SH4S A HSLICh AMD OH0|3=2
OPIEINE =5 o HXE EZstol O H2 st ZEoM d¥E O =2 ote| HOH| M 2510

:
HO[X| @F7} &g HEal H=E 5{85HA FaLIth

X86_FEATURE_PTIZ} MAME|0] /U=X| OEE X 0{5l= X86_BUG_CPU_INSECURE 7|58 MMHSIK| YoM
AMD Z2 MMO|M 7|2H 22 HO|X| HO|Z A2[E H|Zd3tetL Ct
AMD 9| A2 EQ|0| AX|L|O| Tom Lendacky £t (https://lkml.org/lkml|/2017/12/27/2)
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Processor Reading privileged memory with a side-channel (MELTDOWN/SPECTRE)

s

Android

Android El2 2018 4 1 ¥ A A|THO| F AN CHS

rok
Ofok
o
Q
o
o
m

o
>
i
o

CVE-2017-5715, CVE-2017-5753 9 CVE-2017-5754 & ZR2 M A Q| Spectre @ ZHEE U3
S/HHELIEL Android = 2= ARM 7[F Android EX[0fA Foto] Gl= B2 RES 31830

FItES ISR ZRELIC

]
u
o

S M33t7| sl AAIT| =g = CVE-2017-13218 2| YH|O|E& high-precision timers
£ £0| FO2 side channel 37 (0f : CVE-2017-5715, CVE-2017-5753 3! CVE-2017-
= O =80[gUCh ARM Z2MMe| 24T RE HY0 HE & = AFLICH

Off CHet A
5754)2 H|shst

Android AtEXt= ALE 7hseh 2o YOIOIEE 7|7|0f HE3l= 0| E5LICE AtMeh L{E2 Google
Hot =52 O(https://security.googleblog.com/2018/01/todays-cpu-vulnerability-what-you-need.html) &

RS A 2.

Android EQ+&EX| (https://source.android.com/security/bulletin/2018-01-01)

Anti-Virus HIG X

Microsoft = Ol YHO|EZ QI5H FIHA 2l Qb= HO|Z{A HHAI

o =& 2320 @RS mfot7| {3 = et ol
2ZEQO7L U= ALHEOAM AHOIE HXE XESH7| 2 ZFAS LT
et E2 2Fez Zf HGA: g2z 38y OfF M2 8 Windows QAEHANAM =78 AMEES HAESHD
Zact YX2ELZ 71§ 285 YHOIEE 2HUSLIC
Che #e 4 I AIE =2 YOOIEM WE g A= LCt
Last update: 4th January 2018 @10.44pm GMT

Vendor Product Sets registry key | Supported |Comment

AVAST i A Fix pushed yesterday to customers

Avira Y Y Mow fixed

BitDefender N N Fix this evening or tomorrow

Carbon Black N N Assessing impact

Cisco AMP ? ? Mo statement from vendor so far

CrowdStrike Falcon N A Registry key change scheduled for Monday

Cylance PROTECT N M Manual registry key setting

Cyren F-PROT N M Working on a fix, cannot set registry key thru usual update

EMSI Anti-Malware hd hd Now fixed

Endgame N A Manual registry key setting

ESET Y Y

F-Secure SAFE N i Update out now. Legacy products tomorrow.

G-DATA Antivirus N N

Kaspersky hd hd

Malwarebytes Anti-Malware N i Fixed.

McAfee Endpoint Protection N hd Registry key change due soon

Microsoft Windows Defender Al ki

Palo-Alto TRAPS N M Advisory doesn't say if TRAPS works with patch or sets key

SentinelOne EPP N i Manual registry key setting

Sophos Anti-Virus and Central N A Sophos now plan to push registry key update tomorrow

Symantec Endpoint Protection hd hd Fix in Eraser Engine 117.3.0.359

Trend Micro N See link

VIPRE Endpoint Security N N Fix under testing

Webroot N hd Manual registry key setting

[112l.6] Anti-Virus HICJAIE MSLCHES sz
(https://docs.google.com/spreadsheets/u/2/d/184wcDt9I9TUNFFbsAVLpzAtckQxYiuirADzf3cL42FQ/htmlview)

18 49Xt g i o|H, MSO| oS EIX| 8= #MAlS A8St= A|AEE2 MSQ| CVE-2017-5715, CVE-
2017-5753 3! CVE-2017-5754 HOIAGO|ES &2 4= Q&LICt
8

o>

[(e]
~
=
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Processor Reading privileged memory with a side-channel (MELTDOWN/SPECTRE)

Apple
oAXf =2 SAEQ HHS LHSHX| AUSLICH
Windows L& FZ 712l Alex lonescu = CtZ1t 20| EQIHE Sl 2[dE AZTASLICH

Q) "ol -
The question on everyone's minds: Does
MacOS fix the Intel #KPTI Issue? Why
yes, yes it does. Say hello to the "Double
Map" since 10.13.2 -- and with some
surprises in 10.13.3 (under Developer

NDA so can't talk/show you). cc @i0nlc
@slguza @patrickwardle

ST DR 00T Sraz tehTrapLlc S [rap

sooasaFaz Tl leasLe; S0 [ +Ba)

T aMLSCRARERETDG
T )} wh ENICuTe _hrager, T _HIET): _:_ 0 ;Gb'l ic
000 7 _ayWuRn 1aTEd_hndl_ta
I i _idted_hndl_tabled dg
© oderhocweite header, T HIET, Cotoan'h

2 C
size) = thdesch; 20 _Tdugd_bndl_tabled dg

whsssources o debug fane 430031, fosTeb S fase i3 fnic.c”, e ug uff
67 3raE “lalLocracrsil); 050 dg ofl

G0 __desc ends

F seh_ || hoemsc e thdes
T = =R 1AV HCARATATT SRS o

~eniriesl
- AL

1A1S06] - Qunatonec Onr s 3

[O8l7] <&X :
https://twitter.com/aionescu/status/948609809540046849/photo/1?ref_src=twsrc%5Etfw8ref _url=https%3A%2F%2F

www.bleepingcomputer.com%2Fnews%2Fsecurity%2Flist-of-meltdown-and-spectre-vulnerability-advisories-patches-

and-updates%2F >
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Processor Reading privileged memory with a side-channel (MELTDOWN/SPECTRE)

ARM
ARM 2 Meltdown 3! Spectre 3Z0f F2ot ARM ZE2AMA HEE FHAHEE MM 7|7 HSL|CH

@ AndroidE HAFTQ ZL X AE= HE HTO et XtM|eh Li&2 Googled| =2|5HdA|L.
@ CHE OSE ZdZ2 % XAMeh LHE2 OS 35 ZHof 22lstuAlL.
@ JIT /o] AL MM =l BEE =QISt 1 Cache Speculation Side-channels Whitepaper
(https://developerarm.com/support/security-update/download-the-whitepapen)tf M3 =2 M= HH
o A|ZAZE WHSIMAIL .
@ Variant 1: bounds check bypass (CVE-2017-5753) CH-& &fOF

=

- Cache Speculation Side-channels whitepaperdj A = 3 E AL|HES AHAM

- Compiler support for mitigations(https://developerarm.com/support/security-update/compiler-support-
for-mitigations)0f| 2t IAEE IjAHLLstD AHAntLzE AGH0IE
@ Variant 2: branch target injection (CVE-2017-5715)

- AHY X % Arm Trusted Firmware IjX| 8 &
https://qgit.kernel.org/pub/scm/linux/kernel/git/arm64/linux.git/log/?h=kpti
https://github.com/ARM-software/arm-trusted-firmware/wiki/ARM-Trusted-Firmware-Security-Advisory-TFV-6
@ Variant 3: rogue data cache load (CVE-2017-5754)

- AHY mfX| & Arm Trusted Firmware IfX| M &2
https://qgit.kernel.org/pub/scm/linux/kernel/git/armé4/linux.git/log/?h=kpti
https://github.com/ARM-software/arm-trusted-firmware/wiki/ARM-Trusted-Firmware-Security-Advisory-TFV-6

ARM (M CHEdY (https://developerarm.com/support/security-update)

> A= TOT BEAEH OE 2E ARM Z0& ISR BEHC .

Processor Variant 1 Variant 2 Variant 3 Variant 3a
Cortex-R7 Yes* Yes* Mo MNo
Cortex-R8 Yes* Yes* No No
Cortex-AS Yes (under review) Yes Mo No
Cortex-A? Yes Yes No No
Cortex-A15 Yes (under review) Yes No Yes
Cortex-A17 Yes Yes No No
Cortex-A37 Yes Yes Mo Yes
Cortex-A72 Yes Yes Mo Yes
Cortex-A73 Yes Yes No No
Cortex-A73 Yes Yes Yes No

* Mote for Cortex-R cores: The commen usage model for Cortex-R is in non-open environments where applications or processes are strictly controlled and hence not
exploitable.

[13.8] dtt= ARM Z2M|A B & (https://developer.arm.com/support/security-update)
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https://git.kernel.org/pub/scm/linux/kernel/git/arm64/linux.git/log/?h=kpti
https://github.com/ARM-software/arm-trusted-firmware/wiki/ARM-Trusted-Firmware-Security-Advisory-TFV-6
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Chrome Project

R

T

=]
FCE MUste HME L MH20 Y2 oy

LS Google MZOf Gt FH4d == CHE2OM = 7hs5tCt

(https://support.google.com/fags/answer/7622138)

Chromes AESIH ALEXLZE AOIE AZ|2tk= &M 7|52 AH8dt=E 27510] ol Fofd o4&8S 2
ot & & AFLICL AO|E HE2[E ArESHEH Chromel| o] Z2MA0A E2{U= & AO[ES EHI=
-

A - =
A2l g [ Speculation Side-channels 3240| =& =l HO|H7t 0 SL|Ct.

o ¥

ChromeQ| XtH A3 ZE QEl 9 V8 0 7
ZHELCL g2 Chrome HMOE0| 22 530 Y Z0|7|98 &7} 243t I Zst ZX7F EHEL

= Chrome 6452 H 2018 H 1 & 23 AZAQY =A| 2 2t3} =X|
= 5|
Ct. St SharedArrayBuffer 7| 52 7|2X o2 AIRSIX| Y2 MY UYSL|CH

1. 7}5¢t SamStime2t HTTPOnly cookie attributes®| #EHZ| ZZMHA F7| & X| 7|52 At

2. Document.cookie A3 EE Q7| 7|5 XLt

3. MIME 9&0| SHEX| &0 87 AF2A & E= =2 80| URLO sl nosniff 3H2Z X
g

4. AO|E ZAZ|7} A™E=l AP0 CH$t Cross-site document XIEH 7|58 =&

Chrome Project F 2™ CH-SAHA|IE (https://www.chromium.org/Home/chromium-security/ssca)

Intel 20| o 8Xo2 ASE I HAUNR HScts HFY AN F28 HOHE LY +
Y g A9 AZEQOl BN WS MIols ME2 B9 A0l Cfof YD AUSLICL AW 0|3
J == o| 7h540| gickn MZpgr|ct

MORE : QIEO0| HOt FAFMO LY A|AHES HI5L7| 26 YOOIEMSLICH (2018 H 1 & 4 &)

( https://newsroom.intel.com/news-releases/intel-issues-updates-protect-systems-security-exploits/)

2ot Flopy ol oE KB (BE KR 7|E)

( https://newsroom.intel.com/press-kits/security-exploits-intel-products/)

M2 Hot (7 Huh 9 ol HE Y
(https://www.intel.com/content/www/us/en/architecture-and-technology/facts-about-side-channel-analysis-

and-intel-products.html )

7
of2{gt A0 FefetLict

Intel FAH™ CHSHA|ITE (https://newsroom.intel.com/news/intel-responds-to-security-research-findings/)

M2 JavaScript ! WebAssembly £ X|&35t= Chrome 8! 7|Ef EEI2MHE H|ZSIY 20N XHIL=
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https://support.google.com/faqs/answer/7622138
https://www.chromium.org/Home/chromium-security/ssca
https://newsroom.intel.com/news-releases/intel-issues-updates-protect-systems-security-exploits/
https://newsroom.intel.com/press-kits/security-exploits-intel-products/
https://www.intel.com/content/www/us/en/architecture-and-technology/facts-about-side-channel-analysis-and-intel-products.html
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Processor Reading privileged memory with a side-channel (MELTDOWN/SPECTRE)

Microsoft
2018 H 1 & 3 2 Microsoft = Windows 7 SP1, Windows 8.1, Windows 10 3! C}Fst Windows Server H{70f C{ st
15 YHOIEE ZE|AZMESLCE O] YO O|Ex= Spectre and Meltdown 2| Speculation Side-channels F A48 S

2etots O =SO0|=X2 2ot 2ot HFEHO =4 HAO % BIOS YHO|ESE HXISHOFtLLt.

Settings

% Home Windows Update

Find a setting » Update status

Updates are available.
Update & Security + 2018-01 Cumnulative Update for Windows 10 Version 1708 for x64-
based Systems (KB4056892)

~ .
Windows Update Status: Awaiting restart

Windows Defender View installed update history

1N Your device is scheduled to restart outside of active hours. (Active hours are
8:00 AM to 5:00 PM.)

Troubleshoot
Restart now

Recovery

T Backup

Change active hours

Activation

Update settings

Find my device

[28l.9] Windows Update $}H

Speculation Side-channels FA™M o ZHE HS 57|28t Windows Server Guidance

(https://support.microsoft.com/en-us/help/4072698/windows-server-guidance-to-protect-against-the-speculative-

execution)
IT ME7t7t Speculation Side-channels FAHOo2HEH HS 5= Windows 2210|21E K|

(https://support.microsoft.com/en-us/help/4073119/protect-against-speculative-execution-side-channel-vulnerabilities-in)

Mozilla
DEet= molo] E20| O HFO| oot 4= &7 gths A1nE YHIUCH Mozilla = 0]2{gh
SAE 251517 8K Firefox 57 £ E Firefox Q| internal timer functions o] HYAEZE ZtA A|ZSL|CT

M2t ZE Firefox AFAHs 71 B2 |8l Firefox 57 2 ¥ 12|0| =38jofgtL|C}.

Mozilla F 2™ CHE A A|ZH (https://blog.mozilla.org/security/2018/01/03/mitigations-landing-new-class-timing-attack/)

Nvidia

GPU 3tEHO7F BEaEl 2ot 20| s #A| Hel CPU £ EXE 2t=ishr| ¢
£ YOIO|Estn ULt WZietLICh. ARM CPUE AtE3ts SoCol 2, dgSE2 A
of 2tet =X =H|ot 1

—

S
U LIL
Nvidia 3 (https://forums.geforce.com/default/topic/1033210/nvidias-response-to-speculative-side-channels-cve-2017-
5753-cve-2017-5715-and- cve-2017-5754 /)
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https://support.microsoft.com/en-us/help/4073119/protect-against-speculative-execution-side-channel-vulnerabilities-in
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https://forums.geforce.com/default/topic/1033210/nvidias-response-to-speculative-side-channels-cve-2017-5753-cve-2017-5715-and-cve-2017-5754/
https://forums.geforce.com/default/topic/1033210/nvidias-response-to-speculative-side-channels-cve-2017-5753-cve-2017-5715-and-cve-2017-5754/

Processor Reading privileged memory with a side-channel (MELTDOWN/SPECTRE)

Redhat

Red Hat H|Z0| ¥sfolre MM MMZOl Red Hat NS HIZ E|O|E & HS 23| ARTHLICH
D2 B AO|ES FA| MBHOLICE FSUE BE HBL CVE-2017-5753 (Me 1) U CVE-
2017-5754 (H% 3) & efs}7|9Ie 2HS HEOFFLICY CVE-2017-5715 (HE 2= 27 I 7tagt
HAE A7S S8 248 € & Az

Nvidia 3 (https://forums.geforce.com/default/topic/1033210/nvidias-response-to-speculative-side-channels-cve-2017-
5753-cve-2017-5715-and- cve-2017-5754 /)

Updates for Affected Products

Product Applicable to Variant Package Advisory/Update
Red Hzt Enterprise Linux 7 123 kerne RH3A-2018:0007
Red Hat Enterprise Linux T 123 kerned-rt RH3A-2018:0015
Red Hzt Enterpriza Linux 7 2 libwirt RHSA-2018:0029
Red Hat Enterprise Linux T 2 gemu-kvm RHSA-2018:0023
Red Hat Enterprize Linux T 2 dracut RHEA-2012:0042
Red Hzt Enterprise Linux 7.3 Extended Update Support** 1,23 kerne RH3A-2018:0009
Red Hzt Enterprise Linux 7.3 Extended Update Suppart™ 2 liwirt RH3A-2018:0031
Red Hzt Enterprize Linux 7.3 Extended Update Suppart** 2 gemu-kvmi RHSA-2018:0027
Red Hat Enterprize Linux 7.3 Extended Update Suppart** 2 dracut RHEA-2018:0043
Red Hzt Enterprise Linux 7.2 Advanced Update Suppori##* ##&% 1,23 kerne RH3A-2018:0010
Red Hat Enterprise Linux 7.2 Advanced Update Support*** #=*x 2 liwirt RH3A-2018:0032
Red Hzt Enterprize Linux 7.2 Advanced Update Supporit#* #3&+ 2 gemu-kvmi RHSA-2018:0025
Red Hzt Enterprise Linux 7.2 Advanced Update Suppori*#* #=*x 2 dracut pending

Red Hat Enterprize Linux & 123 karne RH3A-2018:0008
Red Hzt Enterprise Linux & 2 libwirt RHSA-2018:0030
Red Hzt Enterprise Linux & 2 gemu-kvm RHSA-2018:0025
Red Hzt Enterprize Linux &.7 Extended Update Support** 123 karng RH3A-2018:001

Red Het Enterprise Linux &.7 Extended Update Suppart™ 2 liwirt panding

Red Hzt Enterprise Linux &.7 Extended Update Support** 2 gemu-kvm pending

Red Hzt Enterprise Linux &.6 Advanced Update Support®®® *roe 123 kerne RHSA-2018:0017

Red Hzt Enterprise Linux 6.6 Advanced Update Support®** Fr* 2 libwirt pending

Red Hzt Enterprise Linux &.6 Advanced Update Support*=®® *** 2 gemu-kvm pending

Red Het Enterprise Linux 6.5 Advanced Update Suppori™* 123 karne RHSA-2018:0022
Red Hzt Enterprise Linux .5 Advanced Update Support*** 2 libwirt pending

Red Hat Enterprise Linux 6.5 Advanced Update Suppori*** 2 gemu-kvm panding

Red Hat Enterprize Linux &.4 Advanced Updzte Support*** 123 karng RHSA-2018:0018
Red Hzt Enterprise Linux &.4 Advanced Update Support®*** 2 libwirt pending

Red Hzt Enterprise Linux &.4 Advanced Update Support*** 2 gemu-kvmi pending

Red Hzt Enterprise Linux 6.2 Advanced Update Supporf*** 123 kerne RHSA-2018:0020
Red Hat Enterprise Linux 6.2 Advanced Update Support*** 2 libwirt pending

[1%.10] RedHat Ftt= HT HYHOJE FE
(https://access.redhat.com/security/vulnerabilities/speculativeexecution?sc_cid=701f2000000tsLNAAY &)
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https://forums.geforce.com/default/topic/1033210/nvidias-response-to-speculative-side-channels-cve-2017-5753-cve-2017-5715-and-cve-2017-5754/
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Suse

SUSE AMXIL0jS2 &3 &M 3 Linux HFUERF HAEF Linux 28 IX|E

O|X| Z|Al SUSE Linux Enterprise (SLE) H{F O CH3 m{X|
ZLICt CHE SLE HA 2 2td S 2|ot

[= |
J gYel 2z, ?Ele
2 ob =70 mjX|7t £ M 2 AYUCh

|Ot7§-|
o e

by

HOot 214|0|E 1| O] X|(https://www.suse.com/c/suse-addresses-meltdown-spectre-vulnerabilities/)

SUSE.
o

Products & Solutions Suppert & Services Partners Communities About Free Downloads
SUSE Linux security updates CVE-2017-5753

CVE-2017-5753

Common Vulnerabilities and Exposures

Support

Upstream information

CVE-2017. at MITRE
Description

Systems with microprocessors utilizing speculative execution and branch prediction may allow unauthorized disclosure of information to an
attacker with local user access via a side-channel analysis

[A@.11] Suse CVE-2017-5753 EQIAUHO|E HHE

L

Ctomer e e e E United States ¥ @ | o Q .
. Products & Solutions Support & Services Partners Communities About Free Downloads
Al Support SUSE Linux security updates CVE-2017-5715

v
C

CVE-2017-5715

Common Vulnerabilities and Exposures

Upstream information

CVE-2(

Description

Systems with microprocessors utilizing speculative execution and indirect branch prediction may allow unauthorized disclosure of information to
an attacker with local user access via a side-channel analysis.

[A8l.12] Suse CVE-2017-5715 EOIAHO|E HHE

R e e € castates @ | g, Q|m
SUSE

Products & Solutions Support & Services Partners Communities About Free Downloads
Iy Support SUSE Linux security updates CVE-2017-5754

CVE-2017-5754

Common Vulnerabilities and Exposures

Upstream information

CVE-2017-5754 at

TRE
Description

Systems with microprocessors utilizing speculative execution and indirect branch prediction may allow unauthorized disclosure of information to
an attacker with local user access via a side-channel analysis of the data cache.

[A8l.13] Suse CVE-2017-5754 HOIAUHO|E HHE
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VMware

FHAH AHANE
- VMware vSphere ESXi (ESXi)
- VMware Workstation Pro / Player (/3 AE|0|M)

- VMware Fusion Pro / Fusion (&%)

CPU CIO|H 7HA| EfO|YE &R FF & CPU HAO|M YEE FE510] Yoo 7t HIZ2[7} Chyet A
HAEo| 27 HOH FAZ Sof (2% FR) 97| FHUYWOZ 0o £ ULLICH ESXi, Workstation X
Fusion20| FAXMoZ ©OIst Bounds Check Bypass 2 Branch Target Injection =X|0f| F stL|Ct.
HoMoR olof TH HEES UM TAENN MBI AAE 059 Hu RS 58 ¥ + AU
ct.
Replace
VMware  Product Running S it with/ Mitigation/
. everity
Product Version on Apply Workaround
Patch
ESXi650-
ESXi 6.5 Any Important 201712101 Mone
SG
ESXi600-
ESXi 6.0 Any Important 201711101- Mone
SG
ESXi550-
ESXi 5.5 Any Important 201709101- Mone
SG*
MNot _
Workstation | 14.x Any N/A N/A
affected
Workstation | 12.x Any Important 12.5.8 Mone
MNot _
Fusion 10 0S¥ N/A N/A
affected
Fusion 8.x 05X Important 8.5.9 Mone

* This patch has remediation against CVE-2017-5715 but not against CVE-2017-5753.

[12.14] VM HIE HOoF AHH0|E ™HE (https://www.vmware.com/us/security/advisories/VMSA-2018-0002.html)

COPYRIGHT®©2015 WINS. ALL RIGHT RESERVED 16 / 18


https://www.vmware.com/us/security/advisories/VMSA-2018-0002.html

Processor Reading privileged memory with a side-channel (MELTDOWN/SPECTRE)

Sniper H|E S et

Sniper JIE+#2 1 & 12 (&) M7 EZ|= 'Processor Spectre Memory Info Disclosure’ O|™dE| Q!&L|LC}.

Snort &A| mjE

alert TCP any 80 -> any any (msg:"Processor Spectre Memory Info Disclosure"; flow:to_client;
content:"TABLE1_STRIDE|29 7C 30|"; content:"TABLE1_BYTES-1|29 29 7C 30|"; distance:0; priority:1; sid:0;)

- 10

> YF HAEJ AREX| @2 WEHSZ Z AO|ENME TiE HEA| HUoHA[7] BHELCL
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