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o E8MEE

o SERVER SIDE 4%
o CLIENT SIDE 74

ZHENET

Q| F HEAI0A uCloud LiF Guest HEJAIZO| HOAHY L 2tF2 Ofafjet 20| MSE Lt
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Untrust |
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! Public Network
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Tk | Guest Network

I
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i { VM J { OPEN VPN AH J
i |
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HES3 #4d
g= 2o

PubIcNet VR of 01zl B9I IP 5 0l83t0] QBN B4IZ Bhe PR
Guest Net DM =O{X|= LR EQ T2 A 172.27.0.0/16 TS 0| T240| VM eth0 IP 2 =0 E!L|C}.
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Tunneling OpenVPN MH| 7} 2OtE4IS 2/t At8%t= HER Y22 M &7| MH{TEA| 10.8.0.0/24 [ 20| £0f
Network ElL|C} O] Of AtR3}= L E = UDP 1194 L|Ct.

[=) = O
L] I Firewal I Part Forwarding Load Balancer
Source CIDR Protocol Start Port End Port
0.0.0.0/0 | 2 21
0.0.0,0/0 udp 1194 1194
0,0.0,0/0 tcp a2 22 A H

Load Balancer
Fublic Fort Private Port ZEES
OpenyPN_Access_Server (0c 19 1f96~fhad-
A7ab-8647-8 1ad52a749a5) e 1% i e
OpenyPN_Access_Server (0c 191f95-fbad-
47ab-8647-¢ 1a452a74926) 7 & i i
OpenyFh_dccess_Server (0c191796-fbad- =
47ab-9647-2 1a452a7d9a6) | - “ _ SR e
Z} Porto| 8= & Of2fot Z&L Tt
Port Description
UDP 1194 OpenVPN Access Serve| DaemonO| AtE3}= Port®L|C}.
TCP 21 Client7} CAQIZ A9} AR |5+ CH2HHT| 9|3 VSFTPA{H{ O] Passive Mode S Port@lL|C}
TCP 22 SSH E£ £ Port Q/L|Ct

SERVER SIDE 47

OpenVPN Access Server

O Access Server 9|

30

X7| & A OpenVPN/FTP MOl L5 E E Dynamic Motd & £35}0] =HOISHA! &~
AES orafet 2ol =l 8 My St 5= USLCL

Access Server 2| Config =9l

2ol 2|X| : /etc/openvpn/server.conf
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port 1194

proto udp

dev tun routed IP tunnel



ca ca.crt

cert server.crt

key server.key

dh dh1024.pem

server 10.8.0.0 255.255.255.0

ifconfig-pool-persist ipp.txt

push "route 172.27.0.0 255.255.0.0"

Access Server A 37}

Access MH]| QIZ M (77| =g

Access AH 7{ Q17|

Tunneling £ IP B I C{ <

P20 Lol 7|2

Client | 2t ElE|0|£0] =7}

Client = 22 &l User 8 "0}0|C|/Tj A2 "2 VPN H20| 7Hs &L}

# useradd [0}0] ]

# passwd [O}O|C|] HEf = 2 3| TjAQIE QI

Access Server ¥ vsFTP 35

dMe 2| REA Astd 285

# chkconfig openvpn off
# chkconfig --list openvpn
# service openvpn start

# chkconfig vsftpd off

# chkconfig --list vsftpd
# service vsftpd start

Ucloud VM

Q| FOoM HE- S 0[8510] Guest HERIILIS| VM 0Of ¥H5H7| ?loiM= 2T O et 2t

2yt

Linux(CentOS 5.X) 47

1) Al HEEIFEAl 22 E HOIE AFEHE)

Ol #& 752 or2fet 20| StAIH LTt

# route add -net 10.8.0.0 netmask 255.255.255.0 gw [openvpn A{H{ ethQ IP

2) S+ HEEIFEA0E 2t 8 H Ol X&)

# vi /etc/sysconfig/network-scripts/route-ethO

10.8.0.0/24 via [openvpn A H ethO IP]

# service network restart
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+g &30



Windows VM A%

1) Al HEEIFEA 22 E HO|E At2tE)
# route add 10.8.0.0 mask 255.255.255.0 [openvpn A{H] eth0 IP]
(2 I+ HEEIFYA 0= 2t E H 0|2 RXIE)

# route add —p 10.8.0.0 mask 255.255.255.0 [openvpn A{H{ eth0 IP]

CLIENT SIDE +4
Windows Client
Client =258 MX]

o http://www.openvpn.net O &%
o Downloads -> Community Downloads &4
o Windows Installer (openvpn-2.2.2-install.exe) LR ZE

ot

23

Client 41| 1 I 2 A}

o CHtProgram Files#OpenVPN¥sample-config 2| client.ovpng& S A}SHY
C:#Program Files#OpenVPN¥tconfig O 20 ©&

CA ASXM ZAL

o EELXO| &0 ftp://[OpenVPN MHIPIE 92
o Ofo|C|/mARIE 3 = 2101 5t0f pub C|HE2|9f cacrt FA
o C:Program FileswOpenVPN¥config 0f 20 €2

M=

doa 238 B

1B

Windows @ 2 St OH0| 2 O & A EH

Connect
Biacannect

Show Status

View Log

Edit Config
Change Password

Proxy Seftings

About
Exit




U3 4y

CEL)
remote [OpenVPN A{HHIP] 1194

auth-user-pass

(A X 2]
# cert client.crt
# key client.key

oo

— auth-user-pass : Access Server(Z2| s 2A)A0| userdEE ALESIEE

OpenVPN Client T2 1£2 E3t H

1

o Windows @28 312t 0f0|2 O M=k = ofo|Cl/IA9E 22

Ulscannect

Show Stetus

View Log

Edit Config
Change Password
Proxy Settings

About
Exit

Docorract Ascarrmct Hce: ’

Linux Client (Cento0S 5.x 7|&)

RPMforge A X%|

# wget http://pkgs.repoforge.org/rpmforge-release/rpmforge-release-0.5.2-2.el5.rf.x86_64.rpm
# rpm -ivh rpmforge-release-0.5.2-2.el5.rf.x86_64.rom
# rm rpmforge-release-0.5.2-2.el5.rf.x86_64.rpm

OpenVPN AX%|

# yum install openvpn

CIMES o] ¥ Hn| /7| oY At

# cp -R /usr/share/doc/openvpn-2.2.2/* /etc/openvpn
# cp /etc/openvpn/sample-config-files/client.conf /etc/openvpn
# cp /etc/openvpn/sample-keys/ca.crt /etc/openvpn



doa 8%

(=7 El
remote [OpenVPN A{HIP] 1194

auth-user-pass
(A H 2]

# cert client.crt
# key clientkey

— auth-user-pass : Access Server(Z2| s 2A)A0| userdEE ALESIEE

oot

Xk 71 AL}

[ o

Access Server 0| A Client 0f] Hj Z&|= IP ZtHol

=

o OfO|C|EHE ot ¥ HEE IP7F HH S A0 = SUSHA BHiF & LT}

o ofo|C|E IPHE {2 /etc/openvpn/ipp.txtE HA|H EL|C}

- P2 L2 OpenvpnMHE T 7E & Of BIZL{ 0| &} EL|Ch
o ™&EX 21 =9l : /etc/openvpn/openvpn-status.log

AZH AZL %7}

OSAMO|E D 7S EZSIAIB EU T
- www.openvpn.net — Community(&EHE 24 H4F) — HOWTOEE M 4)
— Setting up your own Certificate Authority (CA) and generating certificates and keys for an OpenVPN server and multiple clients


http://www.openvpn.net/
http://openvpn.net/index.php/open-source/documentation/howto.html#pki

