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13 ML

& =AM& KT ucloud storage service APl +4& A|A|2HCE,
= APIZE 28310 SEIRE 2EZ[X| S8AMHIA LS flet JHEAL 7H0|E EAMO|Ct.

1.1 KT ucloud storage service APl 7|2

API= & 7[gt ReSTful HAIC2 FHE|QUCH BE Q1T X container/objectd] CH @F2
HFE HTTP ZE2 SoiAM O|FO{ZICH ReSTO CHEH AHMISH HEE WikipediaE &=
HFZtCE

CHS2 ReST API's HTTP QK 0f Cist X FArsto|Ct:

HTTP 273 sl =t 7= : 90

HTTP ZA| 8|2 Z[CH ZO0]: 4096 bytes
« HTTP % line2| %|Ci ZO0]: 8192 bytes
« HTTP 23 9| #|C§ ZO0l: 5 gigabytes

« Container O|&2| Z|CH ZOl: 256 bytes
Object O|&2| Z[Ci ZOJ: 1024 bytes

CHS2 container 3 object nameOil CHEH A|2FAtzO|Ct

. g_xl %_)'\_ _E_XI_ : lwl, 1*/’ IIIl’ I<I' I>I' 1|/
- A B BN 21/,00.0018, 1.8

Container X Object?| O|&2 MX HESIA URL-encoded &[OfOF StOH, EEDH HEEA| UTF-
8 encoded E|O{OF oitCt =& 2[0M AZHE ZO[0f CHEE M A2 URL encoded &
2EZ0| Ci5to] = HsloF Strt.

AEZR] MH[A0 g 2t HTTP 2F2 HHEA| £33 21F tokens 'X-Auth-Token'2 2
FolEl HTTP 273 &Hol| =S siof ottt 2E

D =
KeyS S8iM QZHS 4338HH Storage URLDF B 215 Tokens ZE & £ QUL



1.2 ucloud storage service APl 7|5 7|2

- AR 2T

GET /storage/vi/auth AR 215 R2F
POST Jaccount P IS0

« Storage Accounts

GET container Z|AE X3
HEAD J/account account metadata X3
POST account metadata Z=7t/8 d/AHA|

« Storage Containers

HEAD container metadata X 2|
GET object Z|AE X3
PUT container -4
DELETE container AfA|
/account/container A8 X} metadata =7F/H A /A

container ACL A%
POST static website 7t4
container 224 8™

container IP 2K f

« Storage Objects

HEAD object metadata =3
GET object CH2EE
PUT s/account/container/object object Y2 E, object SA}
DELETE object AfH|
POST AHEXH metadata FF7H/AHA|

o



o Reseller Service API

/storage/v1/auth ALE X 21352 H
GET /auth/v2/account account YEZ3|
Jauth/v2/account/userid AEX HEZET]
/auth/v2/account/.groups AHEXL 2| AE X3
PUT _ AERE 48
/auth/v2/account/userid
DELETE AHEAE APK|




H 28 AMEX AS

—

2.1 MEx AT

e APl M9

AFg%} 9

IS S ¥t
AEXF QIZ52 HEHY| SEE emailFL ZEZEE 82 AP| KeyES A SHCL
2150| &= E O|20= response headerE &AM storageUrl & Auth tokenO| H

2t 95 £

ru
|0

= g
FIAZH2 ZE LHO|Z 86,400%(24A|17H0|H SEBIE X-
Auth-Token-ExpiresOf Xt

Of FEAIZO] BEA|EILH. AlZE Wolls /= AIZH0|

31 ©
ot /2
El
—

N

.
E|'o|'|

2ol | O, st 32 a¥dy
O ‘X-Auth-New-Token'2 AtE5tH E=ChHexample® X). reseller service 2152 7.1

X
(=]

rIJIO
o

. i
CiE SUs A5 20| Uy
o

o

Haogh - ok

AEL|X| AEQ Cfst 1= URLE Ofeiet &L}

Standard(KOR-Center) https://api.ucloudbiz.olleh.com/storage/v1/auth
Standard(JPN) https://api.ucloudbiz.olleh.com/storage/v1/authjp
Lite(KOR-HA) https://api.ucloudbiz.olleh.com/storage/v1/authlite

® Request Syntax

GET /storage/v1/auth HTTP/1.1
Host: 215 AH

X-Storage-User : user_id(email F2)

X-Storage-Pass : APl key

'X-Storage-User'= 'X-Auth-User'2 CHA| AHEO| 7t55HH, 'X-Storage-Pass’ SA|
‘X-Auth-Key' CHA| AFEO| 7t5otH O|57H2| E&% 7hsdtLt

Request Parameters

AEX} 215 APIO| M= request parameterE AHESHX| @=Lt
Required Request Headers
Header Name Description Type Required
host IS M H String Yes
X-Storage-User user_id (email F2) String Yes




Yes

X-Storage-Pass ZEIZRH 22 APl Key String
A

No

=
X-Auth-Token-New-Token | Al EZ &3 28 String
7

M22 25 EZ 2dS dY B2, X-Auth-New-Token’ S|EE AHE

Request Body

sht,

AHE XL 21F APIO A= request bodyE AtEdHA| @=Lt

Response

Response Headers
Header Name Description
Content-Length response body2| Z0|(bytes)
X-Storage-Url 2E2|X| MH[A URL
X-Auth-Token AER|X| AMH|A AR =2 Qs EZ
X-Auth-Token-

Expires oI5 EZ9| lifetime (Bt &)

Response Body
json 2E& EYC=E QF0| Ciet Z0tE HSotCh
X &S38t= json key= storageO|, storageUrl2 B RUACH

XIS O & exampleg &ET ZA.

HTTP Status Code

- HTTP
Description Status code
o5 otz 200
Q15 Auj 401

Examples : 91584

Sample Request

GET /storage/v1/auth HTTP/1.1
Host : api.ucloudbiz.olleh.com
X-Storage-User : test@test.com
X-Storage-Pass : AP KEY




Sample Response

HTTP/1.1 200 OK

Date: Mon, 21 Feb 2011 08:03:04 GMT

X-Storage-Url: https://ssproxy.ucloudbiz.olleh.com/v1/AUTH_024067c0-f236-

4d2a-80d0-736698fb6d36

X-Storage-Token: AUTH_tk5f6d351c490b44b8b60b015e744a435a

X-Auth-Token: AUTH_tk5f6d351¢c490b44b8b60b015e744a435a

X-Auth-Token-Expires: 16154

Content-Length: 112

{"storage": {"default": "local", "local":
"https://ssproxy.ucloudbiz.olleh.com/v1/AUTH_024067c0-f236-4d2a-80d0-

736698fb6d36"}}

Examples : 71 215 EZ 2¥ 28

Sample Request

GET /storage/v1/auth HTTP/1.1
Host : api.ucloudbiz.olleh.com
X-Storage-User : test@test.com
X-Storage-Pass : AP KEY
X-Auth-New-Token:true
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Request Syntax

POST/<api version>/<account> HTTP/1.1

Host : 2E2|X| AH|A AH

X-Auth-Token : 215 EZ
X-Account-Meta-lpacl-Read : E& IP E= HERA

X-Account-Meta-lpacl-Write : £& IP E= HERI3

o

2IZ M 0f= 'X-Account-Meta-Ipacl-Read’ H 'X-Account-Meta-Ipacl-Write'2

Ut gfo=2 B MHZ oof stCt P QIS KX Of disable M2 example2 &=
Ched IP/HERA XY ZH2 "niIP E= nCDR FA0[CH 1 Z0l= 3¥a £
TEAE ZEFGI0] 512 byte2 A BHotCt
(ex : X-Account-Meta-Ipacl-Read: .n:192.168.0.1,.n:192.168.0.2
X-Account-Meta-lpacl-Write: .n:192.168.0.1,.n:192.168.0.2)

O

Request Parameters

IP 21Z XM APIE request parameterS AHESHX| 4=Ct,

Required Request Headers

Header Name Description Type Required
host 1S AMH String Yes
X-Auth-Token AHE XL 915 Token String Yes

X-Account-Meta-Ipacl-Read

IPRISHO 2 &M String Yes

X-Account-Meta-Ipacl-Write

11




Request Body
gect

IP 2IZ X0 APIOA = request bodyE AHESHX| &4

® Response

Response Headers

Header Name Description

Content-Type response body2| 4|

response body2| Z0|(bytes)

Content-Length

® HTTP Status Code
.. HTTP
Description Status code
LFEKNZ &A= 204
0I5 AMil(token error) 401
ot gls 403

® Examples1

Sample Request

POST /v1/<account> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
X-Account-Meta-Ipacl-Read: .n:192.168.0.1
X-Account-Meta-Ipacl-Write: .n:192.168.0.1

Sample Response

HTTP/1.1 204 No Content
Date: Thu, 07 Jun 2007 18:57:07 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 0

12



® Examples2

Sample Request

POST /v1/<account> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
X-Remove-Account-Meta-Ipacl-Read: .n:192.168.0.1
X-Remove-Account-Meta-Ipacl-Write: .n:192.168.0.1

P QIBHOA 7|s2 2&d3t= 'X-Remove-Account-Meta-Ipacl-Read’ %
’X—Remove—Account—Meta—IpacI-Write’ QFESEHE o|83tCt 20| HaXe ™
IP ABHAE @I EZL AHE0 7|50 283t &Ll /¥ 34l 42
olo| e & x‘IEIOHE 7tS 5ttt

Sample Response

HTTP/1.1 204 No Content

Date: Thu, 07 Jun 2007 18:57:07 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 0

13



X 3 H Storage account service

3.1 GET Storage account
o APl MY

015 APIZRE 2 X-Storage-UrlE S5t dX A & AEE[X| containerOf
|

CHot E|AEE O|Ex=SZ FEDICH SHIIHO = account HE S ALEXG

=
[ |
metadataS ZE &St QULCH

® Request Syntax

GET /<api version>/<account>[?parameter=value] HTTP/1.1
Host : 2E2|X| AMH[A AMH
X-Auth-Token : 215 EZ

Request Parameters

Parameter Description Required
o containerZ2| A0 =T =7+ X|7F
Limit No
Type : 4t
FOZ stringZt 2CF 2 names 7tZlcontainer &3
marker T o No
ype : string
SEHZAD et =3 =4
format Type : string No
value : json or xml
Required Request Headers
Header Name Description Type Required
X-Auth-Token AHE XL 915 Token String Yes

Request Body
2 E2|X| account APIOIAM £ request bodyE AHESHA| =LY
® Response

Response Headers

Header Name Description

14



X-Account-Object-Count

L4 accountl] FA| objectl| 7i==

X-Account-Bytes-Used CH

accountl| THN| AEZ|IX| AHE EH(bytes)

X-Account-Container-Count

=

CH& account®| & container i

Content-Type

response body2| &4l

Content-Length

response body2| Z0|(bytes)

Response Body

Examples &Zx

HTTP Status Codes

Description St atl-:l ZT:o de
X2|2tZ (container A ) 200
2|22 (container §12) 204

0I5 AMil(token error) 401

ot glE 403

Example1

Sample Request

GET /v1/<account> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : AUTH_tk5f6d351c490b44b8b60b015e744a435a

Sample Response

HTTP/1.1 200 Ok
X-Account-Object-Count: 5
X-Account-Bytes-Used: 51055
X-Account-Container-Count: 4
Content-Length: 178

Content-Type: text/plain; charset=utf8
Date: Tue, 05 Apr 2011 01:28:39 GMT

documents
files
images
movies
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Example2 - Serialized List Output(JSON)

Sample Request

GET /v1/<account>?format=json HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

HTTP/1.1 200 Ok
X-Account-Object-Count: 3
X-Account-Bytes-Used: 95
X-Account-Container-Count: 2
Content-Length: 178

Content-Type: text/plain; charset=utf8
Date: Tue, 05 Apr 2011 01:28:39 GMT

{"name":"test_container_1", "count":2, "bytes":78},

{"name":"test_container_2", "count":1, "bytes":17}

Example3 - Serialized List Output(XML)

Sample Request

GET /v1/<account>?format=xm| HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Sample Response

HTTP/1.1 200 Ok
X-Account-Object-Count: 2
X-Account-Bytes-Used: 78
X-Account-Container-Count: 1
Content-Length: 178

Content-Type: text/plain; charset=utf8
Date: Tue, 05 Apr 2011 01:28:39 GMT

16



<?xml version="1.0" encoding="UTF-8"7>
<account name="MichaelBarton" >
<container>
<name>test_container_1</name>
<count>2</count>
<bytes>78</bytes>
</container>

</account>

Example4 - Large Container Lists

AlAHEl2 O @F0OCH XL 1,0007§2| containerE return$tCt.

EkA limit X marker Z2HO|EHE 0|83t ®ot= ZUE #E + UCh

— [t

=
At ™A containerE Of2f{et Z0| 5747+ UCtD 7HISHAL.

apples

bananas
kiwis
oranges

pears

Sample Request

GET /v1/<account>?limit=2&marker=bananas HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Sample Response

? 280 xof Zotgr gret

274

Mot Ao, Eot

—

= =
O|23{M bananas 2Lt 2 2H(EAE =AMO| M2hS 7+l container O|E2

—

—

HES}SEC}

markerS

kiwis

oranges

17




3.2 HEAD Storage account

account metadataS Z=3|$tct.

i accountl| $Xf XMZHEl obejct 7H=, containerZH U MM MEE EZF(bytes)

Ol AF2XAF metadata HEE 7K 2L

® Request Syntax

HEAD /<api version>/<account> HTTP/1.1
Host : 2E2|X| MH|A MH

X-Auth-Token : 915 EZ

Required Request Headers

X-Auth-Token AEX} 2IF Token String Yes

Request Body
HEADZAE2|X| account APIM|A{= request bodyE AHESHA| &

® Response

Response Headers
CH&F account?| TA| object2| 7H==

X-Account-Object-Count

X-Account-Bytes-Used CH&F accounte| M| AEZ|X| AHE Z(bytes)

CHAF account®| & container 705

X-Account-Container-Count

Response Body

olo
HA O
® HTTP Status Codes
He|etz 204
015 Ald{(token error) 401
403




Example

Sample Request

HEAD /v1/<account> HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Sample Response

HTTP/1.1 204 No Content
X-Account-Object-Count: 2
X-Account-Bytes-Used: 78
X-Account-Container-Count: 1
Content-Length: 178

Content-Type: text/plain; charset=utf8
Date: Tue, 05 Apr 2011 01:28:39 GMT

19



3.3 POST Storage account : AL X} metadata

e APl M9

37t == S

account0]| metadatas

'X-Account-Meta-" HFHE ZtE key/value HE{O| account AFEXL metadataE F
7t5tALE EO{MT|E FAotrt &, 0|0 &t account AFEXL metadataOf CHH
Me =38 g o

Z2 header=
Account-Meta-" HFOE ALE3I0] AH|SHH FHEQ AFE0= Example2E EZX

et

® Request Syntax

POST/<api version>/<account> HTTP/1.1
Host : AE2|X| MHIA MH
X-Auth-Token : 215 EZ

X-Account-Meta-key : value

Required Request Headers

Header Name Description Type Required
X-Auth-Token AHE XL @15 Token String Yes
FIH/HMBSIARE St
X-Account-Meta-* String Yes
AH&AE metadata

*) ¥9l9| String

Request Body
POST AEZ2|X| account APIOA= request bodyE AHESHX| @4=Ch

® Response

Response Headers

Header Name Description
Content-type response body2| &4l
Content-Length response body2| Z0|

Response Body

e
HA'EY

20



® HTTP Status Codes

Description Sta:tlj ITCPO de
YN 2= 204
Q1F AIfi(token error) 401
e §lE 403

® Examplel

Sample Request

POST /v1/<account> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
X-Account-Meta-Fruit: Test1

X-Account-Meta-Veggie: Test2

Sample Response

HTTP/1.1 204 No Content
Date: Thu, 07 Jun 2007 18:57:07 GMT
Content-Length: 0

Content-Type: text/plain; charset=UTF-8

ZIFEl account AF2X} metadatas GET = HEADZ Z3|7f 7hs38tH, 7| =0
Z=7tst AFE XL metadataOfl CHOHA] S LB POST operation2 EdliA 72 =8
=+ QACH

® Example2

Example1 Ol A Z7t8t account metadata & (K| 5h= 0 O|Ct.

POST /v1/<account> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ecicbb
X-Remove-Account-Meta-Fruit: Test1

X-Remove-Account-Meta-Veggie: Test2

21




7| ‘ddst ALEXL metadatall keyOl RemoveE F7I510] &

AN 28 keyo|l CHPF value= HHEA| O[T valueE df{Of

stringR = oS = EICt

Sample Response

HTTP/1.1 204 No Content

Date: Thu, 01 Nov 2012 09:07:11 GMT
Content-Length: 0

Content-Type: text/plain; charset=UTF-8




H| 4 & Storage container service

4.1 HEAD Storage container

e APl M9

container metadataS Zx3|SHC}.

=7 container0| CHSHA MEE0] U= object 7H=2F M MEE object2

o
MNE 8 (bytes) H 7| F=7I8t container AHE XL metadata & E3|HC}

® Request Syntax

HEAD /<api version>/<account>/<container> HTTP/1.1
Host : 2E2|X| AMH[A AMH

X-Auth-Token : 21&5 EZ

Required Request Headers

Header Name

X-Auth-Token

Description

AEXL 91F Token

Type Required
String Yes

Request Body

® Response

Response Headers

Header Name Description

Content-type response body2| &4l

X-Container-Object-Count container®f MZE object 7

X-Container-Bytes-Used

A MEE objecto| 82 (bytes)

Response Body

e
HAED
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® HTTP Status Codes

Description Sta:tlj ITCPO de
XNe|2tz 204
Q1F AIfi(token error) 401
ok g2 403
container & 404

® Example

Sample Request

HEAD /v1/<account>/<container> HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663¢c99ec1cbb

Sample Response

HTTP/1.1 204 No Content

Date: Mon, 12 Nov 2007 15:32:21 GMT
Content-type: text/html
X-Container-Object-Count: 3
X-Container-Bytes-Used : 32456
X-Container-Meta-key1: value1

X-Container-Meta-key2: value2




4.2 GET Storage container

APl A

— .

container®]] X&E objectl| Z|AEE =3|%HCt
A E

£7% container0| K& E objectll 2| 8 ST containere| ME S FItsh

—

container AtX} metadatas 7HM-2CF.

Request Syntax

GET /<api version>/<account>/<container>[?parameter=value] HTTP/1.1
Host : 2EZ|X| MH|A AMH
X-Auth-Token : 915 EZ

Request Parameters

Parameter Description Required
o container=2| Zt0| =i 7|+ X
limit No
Type : 4t
FOIZ stringat2CH 2 name2 7Tl container
marker =9 No
Type : string
FOIT string@t 2= AlEfSH=
prefix objectE £ No
Type : string
Syl i3t 3 =y
format Type : string No
value : json or xml
path pseudo path example Li& &= No

Required Request Headers

Header Name Description Type Required

X-Auth-Token AHEXE 915 Token

String Yes

Request Body
GET 2EZ2|X| container APIO| A& request bodyE AtESHX| @

LS

rr

Ct.
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Response

Response Headers

Header Name

Description

Server

ME|A M

X-Container-Object-Count

container0ff MZE object 7=

X-Container-Bytes-Used

MM MEE objecto] &2 (bytes)

Content-Type

response body2| &4l

Content-Length

response body2| Z0|(bytes)

Response Body

Examples &%

HTTP Status Codes

Description Statl-:l-l.:r:o de
X 2|2t (object US) 200
X 2|2t 2 (object/container ) 204
215 A Ij(token error) 401
A3 9l 403
account @& 404

Example1

Sample Request

GET /v1/<account>/<container>

Host : ssproxy.ucloudbiz.olleh.com

HTTP/1.1

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Sample Response

HTTP/1.1 200 Ok
X-Container-Object-Count: 7
X-Container-Bytes-Used : 312456
X-Container-Meta-key1: value1
X-Container-Meta-key2: value?2
Content-Length: 32

Content-Type: text/plain; charset=UTF-8

Date: Mon, 12 Nov 2007 15:32:21 GMT
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kate_beckinsale jpg

How To Win Friends And Influence People.pdf
moms_birthday.jpg

poodle_strut.mov

Disturbed - Down With The Sickness.mp3
army_of_darkness.avi

the mad.avi

Example2 - Serialized List Output(JSON)

Sample Request

GET /v1/<account>/<container>?format=json HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com

Content-Length: 0

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Sample Response

HTTP/1.1 200 Ok
X-Container-Object-Count: 2
X-Container-Bytes-Used : 78
Content-Length: 32

Content-Type: text/plain; charset=UTF-8
Date: Mon, 12 Nov 2007 15:32:21 GMT

[

{"name":"test_obj_1",
"hash":"4281c348eaf83e70ddce0e07221c3d28",
"bytes":14,
"content_type":"application¥/octet-stream"”,
"last_modified":"2009-02-03T05:26:32.612278",

{"name":"test_obj_2",
"hash":"b039efe731ad111bc1b0ef221c3849d0",
"bytes":64,
"content_type":"application¥/octet-stream"”,
"last_modified":"2009-02-03T705:26:32.612278"},
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Example3 - Serialized List Output(XML)

Sample Request

GET /v1/<account>/<container>?format=xml HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Sample Response

HTTP/1.1 200 Ok

X-Container-Object-Count: 2
X-Container-Bytes-Used : 78

Content-Length: 32

Content-Type: application/xml; charset=UTF-8
Date: Mon, 12 Nov 2007 15:32:21 GMT

<?xml version="1.0" encoding="UTF-8"7?>
<container name="test_container_1">
<object>
<name>test_object_1</name>
<hash>4281c348eaf83e70ddce0e07221c3d28</hash>
<bytes>14</bytes>
<content_type>application/octet-stream</content_type>
<last_modified>2009-02-03T05:26:32.612278</last_modified>
</object>
<object>
<name>test_object_2</name>
<hash>b039efe731ad111bc1b0ef221c3849d0</hash>
<bytes>64</bytes>
<content_type>application/octet-stream </content_type>
<last_modified>2009-02-03T05:26:32.612278</last_modified >
</object>

</container>
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Example4 - Large Object Lists
AAEle of &0tk [T 1,0007H2] objectE return$HCt,
2k limit X marker Z2tO[HE 0|83t Eot= ZUE #E &+ UCH

2t TH| objectE OF2fet Z0| 5707 ALt ZHISHAL

apples

bananas
kiwis
oranges

pears

Sample Request

GET /v1/<account>/<container>?limit=2&marker=oranges HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Sample Response
9l 2FO|M X|CH Zntzgt gtetg 27H2 Kot JAon, Est markers
O|83iA oranges ELCF & Z(EXE =M0| e2hS 7+l object O|E=

ket SHC}

HTTP/1.1 200 Ok

X-Container-Object-Count: 5
X-Container-Bytes-Used : 3456
Content-Length: 32

Content-Type: application/xml; charset=UTF-8
Date: Mon, 12 Nov 2007 15:32:21 GMT

pears




Example5 - Pseudo hierarchical folders/directories

KT Ucloud Storage METE= AEXASA L=ttt ASTHEE d=
OfL|Ct. 2Lt Of2fet #2 2 7HX| YH-2 2 FAISH 74% ==
MNESUME FARSHA MHE|A ®S0| 7HSSEHEL.

i=
ne
>
[>

m
rlo

P
x =

(1) object O| &0 HtEA| path element separator(/)S 7}%OF StC}

(2) 'directory marker’ object & M s|{of Strt,

Sample Objects

OrzHet 20|, #H object=0| MEEO AT 7HHSHAL.

OHXl, AZTEE #A= ANEY objecte| O[O0 '/ Z2tE0 ALt
EENOZE &35 object® nameOlLCt.

OlE ?Idl 25 backups container®| XZ &[0 QUCtD TSRt

photos/animals/dogs/poodle.jpg
photos/animals/dogs/terrier.jpg
photos/animals/cats/persian.jpg
photos/animals/cats/siamese.jpg
photos/plants/fern.jpg
photos/plants/rose.jpg
photos/me.jpg

Sample Directory Marker Objects

O[M AST=2t 20| FASHA M2|5H7| 25K, directory marker objectE
dgefor St =, AIA"OM CIMEZZ XEoH7| ?et BAIE THS7| 2I5t0]
HEO| objectE ’d5t= AO|LCL.

(objecte] 3 7|+= 0, Content-type application/directory)

photos/animals/dogs
photos/animals/cats
photos/animals
photos/plants

photos

30



Sample GET Requests/Responses

‘path’ query parameterE 0| &3}0| request X responsedi| CiSH Of|O|Ct,

UL header &2 ‘HEISIRILCE

GET /v1/<account>/backups?path=photos HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

photos/animals
photos/plants
photos/me.jpg

GET /v1/<account>/backups?path=photos/animals HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99%ec1cbb

photos/animals/dogs

photos/animals/cats
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4.3 PUT Storage container

e APl MY
container& M/dstrt.
container® MAM38tHLE container AF2 XA} metadata® =74SHAHLE =i}

AFEXtL metadata 7 X +=F2 POST APl EHZ.

® Request Syntax

PUT /<api version>/<account>/<container> HTTP/1.1
Host : AE2|X| AH|A AlH
X-Auth-Token : 215 EZ

Required Request Headers

X-Auth-Token AP XL 915 Token

String Yes

Request Body

PUTAEZ|X| container APIO|A= request bodyE AHESHX| 4=CH

® Response

Response Headers

Content-type

response body2| A

Response Body

[o; X=X
HA O

® HTTP Status Codes

container 444 201

Mg 2@83tcontainer 0|0 E=XY 202
215 Aif(token error) 401
o gl= 403
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Example

Sample Request

PUT /v1/<account>/<container> HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : AUTH_tk5f6d351c490b44b8b60b015e744a435a

Sample Response

HTTP/1.1 201 Created
Content-type: text/plain; charset=UTF-8
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4.4 DELETE Storage container

e APl MY
containerS AtH| st}

container?t 4 A| 7t53t7| fISiME MYE object’t BlO{OF BtCt F, ME 0O A

= object® 2F AH|StL DXL 2 Z containerE AMH|SHCE.

® Request Syntax

DELETE /<api version>/<account>/<container> HTTP/1.1
Host : 2E2|X| AMH|A AH
X-Auth-Token : 215 EZ

Required Request Headers

X-Auth-Token AP XL 915 Token

String Yes

Request Body
DELETE AE2|X| container APIO|A = request bodyE AHESHA| @=Lt

LS T

® Response

Response Headers

Content-type response body2| &4l

o

Response Body

[o; X=X
HA O

® HTTP Status Codes

container &N 2t= 204

QI= Alnf(token error) 401

ot S 403

AH 2 HStcontainer S 404

ARl 2 Hstcontainer M&El object U 409
ARl =7
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Example

Sample Request

DELETE /v1/<account>/<container> HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Sample Response

HTTP/1.1 204 No Content

Date: Thu, 07 Jun 2007 18:57:07 GMT
Content-Length: 0

Content-Type: text/plain; charset=UTF-8
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4.5 POST Storage container : Al2X} metadata

e APl HY
container metadatag® F7t & FHSICL
'X-Container-Meta-' EF0E &= key/value HEH2| container metadatas

=T
FIMSHALE HO{AAT|S -BICE =, O|0] F7}gh container metadata®fl CHOHA =

e =
=3 =YS Yot X-Container-Object-Count, X-Container-Total-Bytes-Used 2t
#2 headere

=™ ETVSICE 7| =78t container metadatall AfH|= ‘X-Remove-
Container-Meta-" FOE AE310] AXSHH FAEQ ALE0|= Example2E #

ZEohLY,

® Request Syntax

POST/<api version>/<account>/<container> HTTP/1.1
Host : AE2|X| MHIA MH
X-Auth-Token : 215 EZ

X-Container-Meta-key : value

Required Request Headers

Header Name Description Type Required
X-Auth-Token AFE XL 215 Token String Yes
X-Container-Meta-* | F7t/HZASIAX} Sli= Metadata String Yes

*) ¥9l9| String

Request Body

POST 2E2|X| container APIOA = request bodyE AMESHX| Q4L
® Response
Response Headers
Header Name Description
Content-type response body2| &4l
Content-Length response body2| Z0|

Response Body

He
HA'ED
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® HTTP Status Codes

Description Sta:tlj ITCPO de
YN 2= 204
Q1F AIfi(token error) 401
e §lE 403

Example1

Sample Request

POST /v1/<account>/<container> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
X-Container-Meta-Fruit: Test1

X-Container-Meta-Veggie: Test2

Sample Response

HTTP/1.1 204 No Content

Date: Thu, 07 Jun 2007 18:57:07 GMT
Content-Length: 0

Content-Type: text/plain; charset=UTF-8

Example2
Example1 Ol A Z=7t8t container metadata & A{X|sh= 0f|O|Ct,

Sample Request

POST /v1/<account>/<container> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
X-Remove-Container-Meta-Fruit: Test1

X-Remove-Container-Meta-Veggie: Test2

7|Z metadata ‘d‘d header keyO| RemoveE F7t5t0] QFSHH

string2 2 Fo|di k= E Lt

i

I

37



Sample Response

HTTP/1.1 204 No Content

Date: Thu, 01 Nov 2012 09:07:11 GMT
Content-Length: 0

Content-Type: text/plain; charset=UTF-8
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4.6 POST Storage container : ACL

APl &9
container?| ACLES AXsict,

KT Ucloud storage service= container® 2 K| 0{0f Cist HHO| 7HsSICE http

postE AtE35t0] ALEAL metadataE Ho|ot= HAlN 3L, EF o keyE
St=0l 4710 it X of

=
AHESHOFSICE ACLE QIS = & 7H2| header keyE AtE

= ’'x-container-write’ 7|&

A

£ 'x-container-read’ 7|& ARESIL, A7|0f CiSH KO
s

A2 5lj0FBt ST} header keyOll CH$E header valuel| ®@AI2 [item[item..]]2F &Lt

Zt item S =K} Sh= ‘Al 0|2 O|HL} HTTP Referrer header®| 2A
ot MO E St7| fIs ‘referrer X[E'2| & 7HX| LH&S A1, Ol X YUZ SN

ACLE 7ot HF0| 7hSdtCt

XtMsH LIE2 Of2ff example2 &=

example description
e 9|9 host M & &
rwww.example.com £7% host 5 &
referrer &4 r*.example.com £7% domain &
ri-.example.com £7 domain HE
r:-thief.example.com £ hostHHE
bobs_account £7% account 5|2
a8 X8 sues_account:sue EXN AIEX 88

(A™O|E:]X10|5)

Request Syntax

POST/<api version>/<account>/<container> HTTP/1.1
Host : AE2|X| MH|A AH
X-Auth-Token : 215 E&

(

x-container-read (x-container-write) : [item[item...]]

Required Request Headers

Header Name Description Type Required
X-Auth-Token A& XL 215 Token String Yes
x-container- ACLE 27335t7| st String Yes
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read/write http header key

X-Remove-Container-

. or String Yes
Read / write

Request Body

POST AE2|X| container APIO|A{= request bodyE AM&SHA| &

® Response

Response Headers

Header Name Description

Content-type

response body2| &4l
Content-Length response body2| ZO0|
Response Body
oo
HA O
HTTP Status Codes
. . HTTP
Description Status code
PN &%= 204
Q15 Al mfi(token error) 401
ot gla 403

Example

Sample Request

POST /v1/<account>/<container> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : 'X-Auth-Token: AUTH_tk5f6d351c490b44b8b60b015e744a435a

x-container-read: .r.example.com,.r:-thief.example.com

X-container-write: bobs_account,sues_account:sue

Sample Response

HTTP/1.1 204 No Content

Date: Thu, 07 Jun 2007 18:57:07 GMT
Content-Length: 0

Content-Type: text/plain; charset=UTF-8
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4.7 POST Storage container static website

e APl ¥Y
containerE static website2 A $tCt,
KT ucloud storage service= containerg O| &30 HZ=Oo| AMH L=80| static
web AH|AT} 7bs3ICE SME O R containerE static website2 AFR 87| Q|8 A
= HX container?t 47| M2 2 F74[0{OF BHCHPOST Storage container : ACL
api &x). 2 apic £% containerE static website2 H™stE= 7|52 N3THCH
Static Web A{H|A0| CHEH O|&7I0|E= Chg FAE HZTHCL

https://ucloudbiz.olleh.com/manual/ucloud_storage_Static_Web_service_user_guide.pdf

® Static webite index H|O|X] AX

Request Syntax

POST/<api version>/<account>/<container> HTTP/1.1
Host : AE2|X| MHIA MH
X-Auth-Token : 215 EZ

X-Container-Meta-Web-Index: S container L LEME T} (ex. index.html)

Required Request Headers

Header Name Description Type Required
X-Auth-Token AHE XL @15 Token String Yes
X-Container-Meta- static websiteOi| CHot .
) _ L String Yes
Web-Index index Tt X[ (YLMEH Tt5)

Request Body
POST 2E2|X| container APIO| A= request bodyE AM&SHA|

rir

Ct.

® Static website error H|0|X| A%

LM error HO|X|&= 2 7tX|E X|$ICE 401(not authorized), 404(not found) O]
suffix £ (errorhtml)O|2t1 X|7JSHH, TFeF 401 O 2{A| 401errorhtm| CtY 2 =&
o

St 404 O|{A| 404errorhtml IYS S =oHA =L

Request Syntax

POST/<api version>/<account>/<container> HTTP/1.1
Host : 2E2|X| MH|A MH
X-Auth-Token : 215 EZ

X-Container-Meta-Web-Error: 82 container W 0|2 Lt suffix (ex. error.html)



https://ucloudbiz.olleh.com/manual/ucloud_storage_Static_Web_service_user_guide.pdf

Required Request Headers

Header Name Description Type Required
X-Auth-Token ALK} @15 Token String Yes
X-Container-Meta- static website2| 0f|2{ m|O| X0 ,
N ] L String Yes
Web-Error CHot suffixX|E (A2 MEH THs)

Request Body
POST AE2|X| container APIO| A= request bodyE AHESIX| F=Cf

HTML file listings 278
index.html HO|X|E 235X §&UAS I 3T static website containertf LEHME
(ex. html DYE|AE) 2|AEE HOFD Mg = A 27 7155HH style

sheet X|’"§= 7}sS}Ct.

Request Syntax

POST/<api version>/<account>/<container> HTTP/1.1
Host : 2E2[X| AMH|A AH

X-Auth-Token : 215 E&
X-Container-Meta-Web-Listings: TRUE_VALUE

X-Container-Meta-Web-Listings-Css: Sie container Li style sheet It

(ex. listing.css)

TRUE_VALUE = (true, 1, yes, on, t, y) SO0IA 2|9 174 X|¥ 7ts

Required Request Headers

Header Name Description Type Required
X-Auth-Token AHEXE @15 Token String Yes
X-Container-Meta- static website2| HTML It
o - enum Yes
Web-Listings gAE =3 473

X-Container-Meta-

o style sheet X|% String Yes
Web-Listings-Css
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Request Body

POST AEZ2|X| container APIOA = request bodyE AF&SHX| Q=L
® HTTP Status Codes
D ioti HTTP
escription Status code
QENZ &= 204
215 AIfi(token error) 401
Hot gls 403

® Example

Static website index@| 0| X] X

POST /v1/<account>/<container> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token: AUTH_tk5f6d351c490b44b8b60b015e744a435a

X-Container-Meta-Web-Index: index.html

Static website error suffix A%

POST /v1/<account>/<container> HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token: AUTH_tk5f6d351c490b44b8b60b015e744a435a

X-Container-Meta-Web-Error: error.html

HTML file listings &7

POST /v1/<account>/<container> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token: AUTH_tk5f6d351c490b44b8b60b015e744a435a
X-Container-Meta-Web-Listings: true
X-Container-Meta-Web-Listings-Css: listing.css

® Container static website T+88 ¢/t

metadata A R =2 POST Storage
container : Al Xl metadata APIE R =xSIH E=ICH
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4.8 POST Storage container logging
e APl 2%
KT Ucloud storage service= containerd2 HFIZZ2I1E HISCh &2 api

=
containerdf Lot HZYEE 2OAMAU=Z MYS g 4% East 8= 2

=
s= M3IotCh 2AXNE 7|s2 2M3ANE B, oiT AEUWo .ACCESS_LOGS

2= container’t AHEC 2 MMEM 3IE containerd] 21 THAUO| MEEM gzip
Ao YOz NFEECHL B 2EOMY 7|sS HESK %2 containers 21

7t MEEX| =Cth

21 mAH2 container/YYYY/MM/DD/HH/uuid.log.gz

- container: '2EAME" 7|5& LEHT containerd

- YYYY: year, MM: month, DD: day, HH: hour2 A0S ZESH A|ZH HE
- uuid: AESHA THSOX|= (16Tl 32%f)

- log: O] mHO| 2OmAYS LIEHLY

=
-9z dEE 2O LE2 gzipez2 YHOY MY ES LIEH

ROXME MH[2 O[80] gt AtMgt 7t0|E= Ot B3E TSt

https://ucloudbiz.olleh.com/manual/ucloud_storage_log_save_service_user_guide.pdf

o EZIXET 7|5 &8st

Request syntax

POST/<api version>/<account>/<container> HTTP/1.1
Host : 2E2|X| MH|A MH

X-Auth-Token : 215 EZ
X-Container-Meta-Access-Log-Delivery: TRUE_VALUE

TRUE_VALUE = (true, 1, yes, on, t, y) SOIA 2|9 171 X|F 7ts

Required Request Headers

Header Name Description Type default
X-Auth-Token AHEX} 21F Token String ola

a
X-container-meta- EIAME 7l enum =



https://ucloudbiz.olleh.com/manual/ucloud_storage_log_save_service_user_guide.pdf

st X8

0x
fot

access-log-delivery 2dat/Hig

Request Body

POST AEZ2|X| container APIOA = request bodyE AF&SHX| Q=L
EIAXNY 7|5 HEEel
Request syntax
POST/<api version>/<account>/<container> HTTP/1.1
Host : 2E2|X| MHIA MH
X-Auth-Token : 215 EZ
x-container-meta-access-log-delivery: TRUE VALUE 7t Ot 2k
Required Request Headers
Header Name Description Type default
X-Auth-Token AHEXL Q15 Token String =
X-container-meta- BEINE 7|5 ,
_ L String 18=s
access-log-delivery 2dsl/digdst Xd

Request Body
POST AEZ2|X| container APIOA = request bodyE AF&SHX| Q&=L
HTTP Status Codes

D ibti HTTP

escription Status code
L¥ML 242 204
215 A mf(token error) 401
ok gls 403

Example

EIAMY &893t

POST /v1/<account>/<container> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

x-container-meta-access-log-delivery: true

X-Auth-Token : 'X-Auth-Token: AUTH_tk5f6d351c490b44b8b60b015e744a435a
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EIOXNY HZd=t

POST /v1/<account>/<container> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : 'X-Auth-Token: AUTH_tk5f6d351c490b44b8b60b015e744a435a

X-Container-Meta-Access-Log-Delivery: false

container logging T+'d2 98t metadata &% X 82 POST Storage

container : AF2 A} metadata APIS & ZXStH EICH
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4.9 POST Storage container IP 2|0

e APl ¥Y
IP, UES|3 7|42 2 Containerd C
AHolH H& x3|, OtREE &= YEEE
o

o
ALt Container IP HZH O 7|62 Z[= AS5ES S HEH2ZE storageUrl
o

—
T
o
ozt

[o
2
2
o
n

=
EX IP E= HEYIAZ Hot &
= PS

S

Auth tokens &2 £ ®dt= £ IP &£ HIAE SESHH 7|50 &d=t &
Ch S5 EE IP E= HEHIMT MY 2[AE X3, LIRERE E= YRE
270 M2|E1, 1 0|2l= 4035 SETLL AEA de2 FXE P £& HES
3E &% &% Containerdf| CHgh 20| HEE £ ULt O 2, ucloudbiz =
ol §=5t0 o 1P 2 WEHYAZ +735tH ECh Container IP HZHO 7[sS
=243t A7 SE= 1P £ UHER3I JYEE AMFSH =T (Example2 &
x)
® Request Syntax
POST/<api version>/<account>/<container> HTTP/1.1
Host : 2E2|X| AMH|A AH
X-Auth-Token : 215 E&
X-Container-Meta-lpacl-Read : £7 IP &= HESA
X-Container-Meta-lpacl-Write : £3 IP E&= HEA
'X-Container-Meta-lpacl-Read’'= Container M& X3 E& CRR2EE X,
'X-Container-Meta-lpacl-Write'= CHREE £ AME X} metadata 7t 282
MOfStCt AME X0 wmer 42t 2= SA0 28510 AHE0| 7+SSICt.
et IP/HERR X ZUE2 "niIP E& nCIDR HA0|C}
(ex : X-Container-Meta-lpacl-Read: .n:192.168.0.1,.n:192.168.0.2
X-Container-Meta-Ipacl-Write: .n:192.168.0.1,.n:192.168.0.2)

Request Parameters
Container IP 2 M 0] API= request parameterE AtE3IX| 4=Ct
Required Request Headers

Header Name Description Type Required
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X-Container-Meta-Ipacl-Write

host IS AMH String Yes
X-Auth-Token A+EXL 215 Token String Yes

X-Container-Meta-Ipacl-Read . .
P §2HO 2F slH String No

Request Body

Container IP T2 X 0] APE request bodyE AESHX| Y=Lt

® Response

Response Headers

Header Name

Description

Content-Type

response body2| Al

Content-Length

response body2| Z0|(bytes)

® HTTP Status Code

Description Statl-:l-l;T:o de
QENE 2= 204
Q15 A If(token error) 401
Hot Q= 403

® Examples1

Sample Request

POST /v1/<account>/<container> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
X-Container-Meta-Ipacl-Read: .n:192.168.0.1
X-Container-Meta-Ipacl-Write: .n:192.168.0.3

IP 192.168.0.1 0= & ZE0o|{ MEXS| Ul CILEC 3|8
IP 192.168.0.3 Ofl= 3iE ZHO|H0| H=E 3HE

[e]

[e]

Sample Response

HTTP/1.1 204 No Content

Content-Length: 0

Date: Thu, 07 Jun 2007 18:57:07 GMT
Content-Type: text/html; charset=UTF-8




Examples?2

Sample Request

POST /v1/<account> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
X-Remove-Container-Meta-Ipacl-Read: .n:192.168.0.1
X-Remove-Container-Meta-Ipacl-Write: .n:192.168.0.3

IP 2IZXO 7|52 2&/d3t= 'X-Remove-Account-Meta-Ipacl-Read’ H
'X-Remove-Account-Meta-Ipacl-Write’ 28| E O|8%tCt QKO0| HAXNZ g H
IP ASHOE fIot SEIF AHEO 7|50 28d%t ot AHE fIsiMe 83
sIH o gt2 299l string0| 7hsdtCt.

Sample Response

HTTP/1.1 204 No Content

Date: Thu, 07 Jun 2007 18:57:07 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 0
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H| 5 & Storage object service

5.1 HEAD Storage object

e APl ¥Y
object metadatag ZE2|tCt.
objectOf CH®t AMEX} metadata X http reponse header HEE FESHCL.

(object AF&XA} metadata F=7+0f| CHSH A= POST Storage object APl & X)

® Request Syntax

HEAD /<api version>/<account>/<container>/<object> HTTP/1.1
Host : 2E2|X| AMH[A AMH

X-Auth-Token : 21&5 EZ

Required Request Headers

Header Name Description Type Required

X-Auth-Token AHEXE 215 Token String Yes

Request Body
HEAD AEZ2[|X| object APIO|A = request bodyE AF&SHA| 8

4 =L
® Response
Response Headers
Header Name Description
Last-Modified Opx|gf =8
Etag MD5 checksum

Content-Type

iril

Al
>

response body2| 2

Content-Length response body2| Z 0]

AFE AL metadata

X-Object-Meta-*

(*) 42]9| String
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Response Body

A
HA O

® HTTP Status Codes

D iti HTTP
escription Status code

QN &%= 200

Q1= AIf(token error) 401

Hob Q= 403

QX object EXSIX| AS 404

® Example

Sample Request

Host : ssproxy.ucloudbiz.olleh.com

HEAD /v1/<account>/<container>/<object> HTTP/1.1

sX-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Sample Response

HTTP/1.1 200 OK

Content-Length: 5120
Content-Type: binary/octet-stream
X-Object-Meta-Meat: Bacon
X-Object-Meta-Fruit: Bacon
X-Object-Meta-Veggie: Bacon

Date: Thu, 07 Jun 2007 18:57:07 GMT
Etag: 8a964ee2a5e88be344f36c22562a6486
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5.2 GET Storage object

e APl HY
objectE CI2EESHC}

—

object data ! AM&X} metadataE 74N 2Lt

® Request Syntax

GET /<api version>/<account>/<container>/<object> HTTP/1.1
Host : 2E2|X| MHIA MH
X-Auth-Token : 215 EZ

Required Request Headers

Header Name Description Type Required

String He=

X-Auth-Token AL XL 215 Token

Optional Request Headers

Header Name Description Type | default
£& data A& .
Range L integer
(REMISH Li8 oref& =)
If-Match EtagZ! HI@otO| S ZDt gt
(REMS 48 oy Ax)
ex) If-Match:

If-None-Match
676e05583d86d74622522d9817f995d1

sE ol XgE IMEL LISAE dE
If-Modified-Since | ex)If-Modified-Since: Tue, 15 Nov 1994
12:45:26 GMT
SICiztol XIHE LRZLE +HO)

H

If-Unmodified- =42 MethodE +=H

£Q
dlo

Since ex) If-Unmodified-Since: Sat, 29 Oct 1994
19:43:31 GMT

Range 8flEl= RFC26162| T spece X|RStX|= =Lt OFFSET-LENGTH HEH2|
Ue XYttt & g2 dEF oz X|FO| Jhsdiot
O Range: bytes=-5 : object?| OFX|2F 5bytes

O Range: bytes=10-15 : X{& 10bytes O|= Sbytes
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O Range: bytes=32- : K& 32bytes 0| TH| object

o If-Match

HA L

- headerOf| X|7d%t Etag?tO|l & object2| Etagdtdt YAl &2,
C o

200 OKE H™HTn
o If-None-Match

ol X| 5} K| %

1

- header0f X|’82t EtagdtO| AKX objectl| Etagafdt YX|SHK| 8
7.

AL 412 Precondition Failed ™M&

o
7O:|_'_l

mjo

S

200 OKE M™Est, X2 42 304 Not Modified &

o [f-Modified-Since

- header0f X|@%t ER7I 0|2 =JE object?t A2H 200 OKE MEFSHL,

9o ™ 304 Not Modified ME

o [|f-Unmodified-Since

- header0f X|’gct 2M7t O|F +FEX|

%42 objectZ7t A2H 200 OKE

MEStD, O™ 412 Precondition FailedE ™ &

Request Body

GET 2E2|X| object APIO|A &= request bodyE AHESHA| &

Response

Response Headers

rir
aml

Header Name

Description

Last-Modified

= A (o]
E =8

Etag

MD5 checksum

Content-type

aril

Al
2]

response body2| &

Content-Length

o
response body2| ZO0|

Response Body
object data

HTTP Status Codes

D it HTTP
escription Status code
QENE &= 200
Q15 Al mfj(token error) 401
st ot 403
2783t object EXSHXA| %2 404
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Example

Sample Request

GET /v1/<account>/<container>/<object> HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Sample Response

HTTP/1.1 200 OK

Last-Modified: Tue, 05 Apr 2011 02:29:03 GMT
Etag: e1c38a7aa52f9efa061de5913416e54e
Content-Length: 2046

Content-Type: binary/octet-stream

Date: Tue, 05 Apr 2011 02:29:27 GMT
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5.3 PUT Storage object

e APl HY
object§ YELCBICL.

object metadata & content dataE M7|/HOMT|E &It

%, ME2 objectE
AZE &0, 7|=0| QU= objectE: YZRE T B FHOMT|I} HMEICE
EESH AFEXL metadataE http headerOf F7tst0 =7d0| 7}&3t0H, HEAD AEZ|
object APIS S3llA| response header2 £ E 3|7t 7t53iCt. QHS|HO| Content-
Length ¥ Content-TypeO| F2t&|M & QHEICEH
A2 L 753 objecte| X 37|= 5GBO|8}t 0|0, 5GRE H+& objecte| E< 5.4
PUT Storage Large objectS & Z3IC}H
F9|) object AL&X} usermedatall 22, OHX|%22 QM El AL8Xl metadata’l
MEECL F, o]HY MZEE AL2Xl metadatas 2F AMHED OX|UHoz 2F
El ALX} metadata 7} X EICE O] ALK} metadatag FXISIE{H EE PUT
8H0ICt header®ll Z8A|Z{OF StCt 7| XMEE mpof| CHsf AFEX} metadata &
Helo| pUT 28 ZAL 0| RE A2XI metadatas AHH|EIC

® Request Syntax

PUT /<api version>/<account>/<container>/<object> HTTP/1.1
Host : 2E2[X| MH|A MH
X-Auth-Token : 215 E&

Required Request Headers

Header Name Description Type Required
X-Auth-Token AHE XL 215 Token String
Content-Type objecto| &4l String Yes
Content-Length objecto| 37| integer
. A& AL metadata .
X-Object-Meta-* ) String No
= 2|2l string)

(Bt11) http Etag headerE At&3iA objectdl| CHEt checksum2 XSSt
upload Al, data integrityE 2tQler &= UL} Etag header?| ALEE2 ZH|

oro

L‘o‘—

Mol Z42 OfL|Ct 2t put request L™ A| EtagE HMSSHX
|

2

|
response header®| A | S3t= Etag 242 O|&3t0] S2t0|E0|AM
2Z8HH MD5 checksum2 +d3t0 data integrityE 222 5= QUCt
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Request Body
object data

® Response

Response Headers

Header Name Description H 1
Etag object MD5 checksum

Last-Modified zE 8L

Content-type response body2| &4

Content-Length response body2| Z0|

Response Body

Ho
HA DT

® HTTP Status Codes

Description Statl-:l-l;T:o de
QEKNZ| =2 201
0I5 AMil(token error) 401
et |ls 403
Content-Length 411
Etag &t ELX(=HE7} 422

® Example

Sample Request

PUT /v1/<account>/<container>/<object> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : AUTH_tk5f6d351c490b44b8b60b015e744a435a
X-Object-Meta-genre: romantic comedy’
X-Object-Meta-subject: human relation’

X-Object-Meta-location: Korea,America’




Sample Response

HTTP/1.1 201 Created

Date: Thu, 07 Jun 2007 18:57:07 GMT
Etag: d9f5eb4bbade2f2f046e54611bc8196b
Content-Length: 0

Content-Type: text/plain; charset=UTF-8
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5.4 PUT Storage Large object

o APl HY
5GB A7|& @& object® YEREBICL
KT ucloud storage serviceO|A| X|&Ist= %= A7|= 5GBO|LC}. M2k,
5GBE He mYol gE2E % OREEE CHEY| QsiM R 71X EBXE F=HstH
ZICh

o Y=C Wy I Hxt

5GB 47| He WS Y=E ot7| IiM or2fer 2 =H 3 EAF 2R

E
(1) 5GB A7|& Y& otYS WX 5GB O|slo| %2 7|2 2stct oM, 29
A7] U $2F0o= A o] QiCt APIOIA A EOl 23g X|StK|= L=Ct
7

X = =

(2 & A7|2 2LE Z segmentE YEE BHCLE JHE segmentE Y=EE & F
S, HLEAl ST containerd| YZE B{OfSt1, object 0|0 &€
7tMOoF otCt EEBH Zb segmentl| O|E2 ¥ LCHRELE A
=MHo=z FHO| 7hsslof oot

e
i
>
N
do
[e]3

HE segmentPE2EE= 7|&E YEE APIE EESHH EILC}

(3) OIX|2fS 2 manifest TtYS YR EB|OF SHCL manifest Tl A7|= 0 0|,
HEEAl JHE segmentZt MEEO A& containerd| YEE E[Ojof & e
8iCt. O] manifest ItY2 segmentO X YEZE 1 U= ZE o2 =

=

7= AUCE 2l mainfest TS HYEE & FR, HEA] & X-Object-ManifestE

X|’gshiof stH, 1 gf2 <container>/<prefix>& MA™s|0F SHC}.

F2|) container?| ACLE 37H(.r*) B¥Y Z20E& manifest containerZ}
37 M3 Elof Yojof &2 EE, segments®| container FIE x-container-

read O .r:* ¥ .rlistingsS 37}sllof $tC}.

a7

(<)
2
(==

-

XIS AHE Ol & example2 &1

Required Request Headers

Header Name Description Type Required
X-Auth-Token AHE XL 215 Token String y

es
Content-Length request body2| 37| I 7]) integer

Request Body
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object data

® Response

Response Headers

Header Name

Description

H 1

Etag

object MD5 checksum

Last-Modified

= A o
HE 8

Content-type

aril

Al
2

.
[=}

response body2|

Content-Length

o
response body2| Z0|

Response Body

Ho
HA DT

HTTP Status Codes
Description Statl-:l-l;T:o de
YN 2= 201
Q15 A mji(token error) 401
et |ls 403
Content-Length 411
Etag 2t =X |(F=H=71 422

Example

Sample Request

(MA) S test, test_segments F7H2| containerZ} UL

Zt segment= test_segmentsO] FE2E }11, manifest T2 test0| PE2E

KA segment HZE

,9G A7|7t &= khm.data
ool ULCH khm.data THES 3GB Tt 37{ £(1.data, 2.data, 3.data)

=5} SHC)

—= AA

SHC}

—

Host : ssproxy.ucloudbiz.olleh.com

Content-Length: 3221225472

PUT /v1/<account>/test_segments/khm.data/1.data

HTTP/1.1

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663¢c99ec1cbb

59




FHE segment YEE

PUT /v1/<account>/test_segments/khm.data/2.data HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
Content-Length: 3221225472

MR segment YEE

PUT /v1/<account>/test_segments/khm.data/3.data HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Content-Length: 3221225472

mainfest file 4 2E

PUT /v1/<account>/test/khm.data HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

X-Object-Manifest: test_segments/khm.data/
Content-Length: 0

& khmdata DYS CHREE 17| LM<= object GET APIE AMRSHO]
mainfest 1Y 2 CIR2ZESH, 2 E segmentE0| A7} =0 FLIQ| khm.data

oYz ChREE7t B F, thed| manifest THY S CHREE St= A2 OfL|CH

khm.data CI2ZE

GET /v1/<account>/test/khm.data HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
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container ACL 7}

POST /v1/<account>/<container> HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : 'X-Auth-Token: AUTH_tk5f6d351c490b44b8b60b015e744a435a
x-container-read: .r:*, .rlistings

5.5 Chunked Transfer Encoding

e APl HY
object§ YZETiCE
objectE ®IEE 37| Qi ©X AJ|E &GO FA[S{OF Bk 2Ly, YEE
obejcte| TA7|E ZE202t: YZETL JHSBICE HTTP header O|A| Transfer-
Encoding: chunked £ O|83|A Z+S3tLCt

® Request Syntax

PUT /<api version>/<account>/<container>/<object> HTTP/1.1
Host : 2E2|X| MH|A AlH
X-Auth-Token : 215 EZ

Transfer-Encoding: chunked

Required Request Headers

Header Name Description Type Required
X-Auth-Token Auth Token String Vs
Transfer-Encoding chunked String
ETag object MD5 checksum hex value No
X-Object-Meta-* custom metadata String

Request Body
object data

® HTTP Status Codes

HTTP
Status code

Description
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QENE 2= 201

Q1= Al(token error) 401
Hot gls 403

Etag et =2LX(F=d=7hH 422

5.6 Copy object

APl A

2 APIE 1 13._ 7|%% HEste Ao2M, 22 objecto Cist PUT ™E ot
HA 28 G|E(X-Copy-From)0fl datal| sourceE HA|SHH =ICH A0OA AZ Tt
slEo| Zte 2= HIEA| "“/container/object’ EAlS 7tXOF otMH, H|E 3|7t 0¥
M 2tE, Content-LengthE X[JSHOFEH SHCt,

Request Syntax

PUT /<api version>/<account>/<container>/<destobject> HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : RIS EZE

X-Copy-From : /<container>/<sourceobject>

Content-Length: 0

Required Request Headers

Header Name Description Type Required
X-Auth-Token AHE XL 215 Token String

X-Copy-From source object®| 2[X| String Yes
Content-Length body2| ZO| integer
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HTTP Status Codes

Description Sta::::o de
2N 2= 201
QIF A Ifi(token error) 401
Hot glZ 403
Content-Length +&f 411

5.7 POST Storage object : At X} metadata

e APl MH

object metadataS Z7}3tCt.

'X-Object-Meta-" HFOHE ZE key/value HE{Q| object metadataE F7t3tCt.
Ftag®t Z2 headere & =7}SIC} object AFEX} metadata A& 22 AbX| gt
7tsstl £ key®t MHE E7HSOICE

F2|) account U aontainer AI2X} metadata API?t T2|, object AIEX}
metadata= OFX|ZH POST 28O0 CHTt AL8Xl metadataE & TtC). MEtA, O
M 280 Qs F7HE object AH&X} metadatas 25 AHIE|1 OFX[2 pOSTR
Hof| 2|$t AM2X} metadataZt MZEEICE 7| F7tet ALK metadata RX|E AE
4%, ZE POSTRHO 7| FII8t A%l metadataS T4 EZTA|F{OF L} Tt
Y AMBXI metadataS MHSIX| U2 POST 2HES ¥ Z2, O|F ZE AEXL

metadatats €& MHECR Fo|7I HQSIC}

Request Syntax

POST /<api version>/<account>/<container>/<object> HTTP/1.1
Host : 2E2[X| MH[A MH

X-Auth-Token : 215 EZ

X-Object-Meta-key : value

Required Request Headers

Header Name Description Type Required
X-Auth-Token AHEX} 215 Token String Yes
X-Object-Meta-* F=7H/HBSIAR St Metadata String Yes

(*) 42]9| String
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Request Body
POST 2E2|X| object APIO|A{= request bodyE AHE3HX| @=Lt

® Response

Response Headers

Header Name Description

Server AMHE[A MH
Content-type response body2| &4l
Content-Length response body2| Z0|

Response Body
X220l CHet HTMLE A

® HTTP Status Codes

D ibti HTTP
escription Status code

2FNe| &= 202

015 AMil(token error) 401

A g8 403

2FE object EXWSHXA| %2 404

® Example1

Sample Request

POST /v1/<account>/<container>/<object> HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
X-Object-Meta-Fruit: Apple

X-Object-Meta-Veggie: Carrot

Sample Response

HTTP/1.1 202 Accepted

Date: Thu, 07 Jun 2007 18:57:07 GMT
Content-Length: 0

Content-Type: text/plain; charset=UTF-8




Example2

Example1 Ol A F7t5t object metadata & Y& AtH|SH= 0f|O|Ct.

Sample Request

POST /v1/<account>/<container>/<object> HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99eccbb

Sample Response

HTTP/1.1 202 Accepted

Date: Thu, 01 Nov 2012 09:07:11 GMT
Content-Length: 0

Content-Type: text/plain; charset=UTF-8
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5.8 DELETE Storage object

e APl 89
object§ AH|TtCt.
1Al object AKX (metadata % content)

® Request Syntax

DELETE /<api version>/<account>/<container>/<object> HTTP/1.1
Host : 2E2|X| MH|A MH

X-Auth-Token ;: 215 ES

L-o

Required Request Headers

X-Auth-Token AHE XL 215 Token

String Yes

Request Body

oo
HA O
® Response

Response Headers

Content-type response body2| &4l

Response Body

He
HA O

® HTTP Status Codes

N B ERE 204

401

Q15 A If(token error)
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=)

—

-

A
HA

dlo

403
X E object EXSIHX| %

dlo

s 404

Example

Sample Request

DELETE /v1/<account>/<container>/<object>

HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Sample Response

HTTP/1.1 204 No Content

Date: Thu, 07 Jun 2007 18:57:07 GMT
Content-Type: text/plain; charset=UTF-8
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X 6 & S3 Compatible API

6.1 GET Service

e API MY

container 2|AEE ZX32|TICt

™A container0]| CH$t E|AEE X3

—

1ok

FC}.
® Request Syntax

GET / HTTP/11
Host : AE2|X| AMH|A MH
Date: date

Authorization: signatureValue

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Request Parameter

Request Body

® Response
Response Headers

Content-type response body2| &4

=~

Content-Length response body2| Z 0|

Response Body
XML

® HTTP Status Codes

Xz o2 200
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2ERE ¥ 400

Hot 9l 401

Example

Sample Request

GET / HTTP/1.1

Host: ssproxy.ucloudbiz.olleh.com

Authorization: AWS test@test.com:6edfdDtNfIBUmamhOXNI/IHdr68=
Date: Thu, 03 May 2012 21:04:36 GMT

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Connection: Keep-Alive

Sample Response

HTTP/1.1 200 OK

Content-Type: application/xml; charset=UTF-8
Content-Length: 326

X-Trans-Id: tx72d9a430fab54e438b9067c8b0c44127
Date: Thu, 03 May 2012 21:04:34 GMT

Connection: keep-alive

<?xml version="1.0" encoding="UTF-8"?>

<ListAlIMyBucketsResult xmIns="http://doc.s3.amazonaws.com/2006-03-01">
<Buckets> <Bucket> <Name>test</Name> <CreationDate>2009-02-
03T16:45:09.000Z</CreationDate> </Bucket>

<Bucket><Name>ttt</Name> <CreationDate>2009-02-
03T16:45:09.000Z < /CreationDate> </Bucket> </Buckets>
</ListAllIMyBucketsResult>
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6.2 GET Bucket

e APl M9

k

container®il X&E object Z|AEE X3|PHCE

I

E4d container®il MYE0 A= objecte| 2|2E

mjn
[P
ot
rot
Il

® Request Syntax

GET / HTTP/1.1
Host : containername > E2|X| MH|A MH
Date: date

Authorization: signatureValue

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Request Parameter

Parameter Description Required
container=2| Z1t0f %O EHI|+ X7
max-keys o
Type : 5
FOIT string@t2LEF 2 name2 7HEl  container
marker =4
=
Type : string
FO stringat 22 A[Fdts No
prefix objectE £
Type : string
. objectE AFE 5t7| {Isl AHEdt= At
delimiter .
Type : string

Request Body

® Response

Response Headers

Header Name Description H 1

Content-type response body2| & Al

70




Content-Length

response body2| Z0|

Response Body
XML

HTTP Status Codes

Description Statl-:uzTcPode
Mzl ere 200
H2E 2F 400
A glg 401

container 9IS 404

Example

Sample Request

GET / HTTP/1.1

Host: test.ssproxy.ucloudbiz.olleh.com
Authorization: AWS test@test.com:6edfdDtNfIBUmamhOXNI/IHdr68=
Date: Thu, 03 May 2012 21:04:36 GMT

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Connection: Keep-Alive

Sample Response

HTTP/1.1 200 OK

Content-Type: application/xml; charset=UTF-8

Content-Length: 355

X-Trans-1d: tx72d9a430fab54e438b9067c8b0c44127
Date: Thu, 03 May 2012 21:04:34 GMT

Connection: keep-alive
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<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResultxmIns="http://doc.s3.amazonaws.com/2006-03-01">
<Prefix> </Prefix>

<Marker> </Marker>

<Delimiter> </Delimiter>

<IsTruncated> </IsTruncated>

<MaxKeys> </MaxKeys>

<Name>myobject</Name>
<LastModified>2009-10-12T17:50:30.000Z </LastModified >
<ETag>fba9dede5f27731c9771645a39863328 </ETag>
<Size>434234</Size>

<StorageClass>STANDARD </StorageClass> </Contents>
</ListBucketResult>
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6.3 GET Object
e APl HY
objectS CI2EE oHC}.

® Request Syntax

GET /objectname HTTP/1.1

Host : containername~2E 2| K| MH|A M
Date: date

Authorization: signatureValue

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Request Parameter

Request Body

® Response
Response Headers

Content-type response body2| &4

=~

Content-Length response body2| Z0|

Response Body

® HTTP Status Codes
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Example

Sample Request

GET /myobject HTTP/1.1

Host: test.ssproxy.ucloudbiz.olleh.com

Authorization: AWS test@test.com:6edfdDtNfIBUmamhOXNI/IHdr68=
Date: Thu, 03 May 2012 21:04:36 GMT

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Connection: Keep-Alive

Sample Response

HTTP/1.1 200 OK

Content-Type: application/xml; charset=UTF-8
Content-Length: 355

X-Trans-1d: tx72d9a430fab54e438b9067c8b0c44127
Date: Thu, 03 May 2012 21:04:34 GMT

Connection: keep-alive
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6.4 HEAD Object

e APl MH

object®| metadataE Z=3|%tCt.

® Request Syntax

HEAD /objectname HTTP/1.1

Host : containername~E2|X| MH|A MH|
Date: date

Authorization: signatureValue

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Request Parameter

Request Body

® Response

Response Headers

Content-type response body2| &4l
Content-Length response body2| Z0|

Response Body

® HTTP Status Codes

SERT 200
2XE 2% 400
ot QS 401
object 1S 404
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Example

Sample Request

HEAD /myobject HTTP/1.1

Host: test.ssproxy.ucloudbiz.olleh.com

Authorization: AWS test@test.com:6edfdDtNfIBUmamhOXNI/IHdr68=
Date: Thu, 03 May 2012 21:04:36 GMT

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Connection: Keep-Alive

Sample Response

HTTP/1.1 200 OK

x-amz-id-2:
gyB+3jRPnrkN98ZajxHXr3u7EFM67bNgSAxexeEHNdCX/7GRnfTXxReKUQF28IfP
Last-Modified: Mon, 05 Mar 2012 17:53:54 GMT

ETag: "dfe4b5a232d391118e1d0c2fe7491fb2"

Date: Tue, 06 Mar 2012 01:57:38 GMT

Accept-Ranges: bytes

Vary: Accept-Charset, Accept-Encoding, Accept-Language, Accept x-amz-request-
id: TAHODCE7E066B176

Content-Type: application/octet-stream;charset=UTF-8

Content-Length: 18
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6.5 PUT Object

e APl MH

objectE Y=E oiCt

® Request Syntax

PUT /objectname HTTP/1.1

Host : containername~E2|X| MH|A MH|
Date: date

Authorization: signatureValue

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Request Parameter

Request Body

® Response

Response Headers

Content-type response body2| &4l
Content-Length response body2| ZO|

Response Body

® HTTP Status Codes

xe| &2 201
HZ2E 9F 400
Hot glg 401
container 9 & 404
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Example

Sample Request

PUT /myobject HTTP/1.1

Host: test.ssproxy.ucloudbiz.olleh.com

Authorization: AWS test@test.com:6edfdDtNfIBUmamhOXNI/IHdr68=
Date: Thu, 03 May 2012 21:04:36 GMT

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Connection: Keep-Alive

Sample Response

HTTP/1.1 201 Created

Content-Type: application/xml; charset=UTF-8
Content-Length: 355

X-Trans-Id: tx72d9a430fab54e438b9067c8b0c44127
Date: Thu, 03 May 2012 21:04:34 GMT

Connection: keep-alive
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6.6 PUT Bucket

e APl MH

containerg M/dSICt.

—

® Request Syntax

PUT / HTTP/1.1

Host : containername>2E2|X| MH|A AMH
Date: date

Authorization: signatureValue

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Request Parameter

Request Body

® Response

Response Headers

Content-type response body2| &4l
Content-Length response body2| Z0|

Response Body

® HTTP Status Codes

Xa| otz 201
2% container =X 202
AEE 9HF 400
e glE 401
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Example

Sample Request

PUT / HTTP/1.1

Host: test.ssproxy.ucloudbiz.olleh.com

Authorization: AWS test@test.com:6edfdDtNfIBUmamhOXNI/IHdr68=
Date: Thu, 03 May 2012 21:04:36 GMT

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Connection: Keep-Alive

Sample Response

HTTP/1.1 201 Created

Content-Type: application/xml; charset=UTF-8
X-Trans-Id: tx72d9a430fab54e438b9067c8b0c44127
Date: Thu, 03 May 2012 21:04:34 GMT

Connection: keep-alive
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6.7 DELETE Bucket

e APl MH

container& AMN|SHCE,

® Request Syntax

DELETE / HTTP/1.1

Date: date

Authorization: signatureValue

Host : containername>2E2|X| MH|A AMH

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Request Parameter

Request Body

® Response

Response Headers

Content-type

response body2|

S Al
=

Content-Length

response body2|

o
Zo|

Response Body

® HTTP Status Codes

AR o2 204
HZE 9 400
ot s 401

container Si& 404
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Example

Sample Request

DELETE / HTTP/1.1

Host: test.ssproxy.ucloudbiz.olleh.com

Authorization: AWS test@test.com:6edfdDtNfIBUmamhOXNI/IHdr68=
Date: Thu, 03 May 2012 21:04:36 GMT

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Connection: Keep-Alive

Sample Response

HTTP/1.1 204 No Content

Content-Type: application/xml; charset=UTF-8
X-Trans-Id: tx72d9a430fab54e438b9067c8b0c44127
Date: Thu, 03 May 2012 21:04:34 GMT

Connection: keep-alive
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6.8 DELETE Object

e APl MH

objectE 2|t

® Request Syntax

DELETE /myobject HTTP/1.1

Host : containername~E2|X| MH|A MH|
Date: date

Authorization: signatureValue

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Request Parameter

Request Body

® Response

Response Headers

Content-type response body2| &4l
Content-Length response body2| ZO|
Response Body
® HTTP Status Codes

AR 2= 204
HZ2E 9F 400
e glE 401
object 1S 404
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Example

Sample Request

DELETE /myobject HTTP/1.1

Host: test.ssproxy.ucloudbiz.olleh.com

Authorization: AWS test@test.com:6edfdDtNfIBUmamhOXNI/IHdr68=
Date: Thu, 03 May 2012 21:04:36 GMT

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Connection: Keep-Alive

Sample Response

HTTP/1.1 204 No Content

Content-Type: application/xml; charset=UTF-8
X-Trans-Id: tx72d9a430fab54e438b9067c8b0c44127
Date: Thu, 03 May 2012 21:04:34 GMT

Connection: keep-alive
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6.9 PUT Object Copy

e APl MH

objectE S AlSHCE.

® Request Syntax

PUT/myobject HTTP/1.1

Host : containername~E2|X| MH|A MH|
X-amz-copy-source: /source_container/sourceObject
Date: date

Authorization: signatureValue

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Request Parameter

Request Body

® Response

Response Headers

Content-type response body2| &4l
Content-Length response body2| ZO|

Response Body

® HTTP Status Codes

A 83 201
HRE 9 400
Hot glg 401
object 1S 404
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Example

Sample Request

PUT /myobject2 HTTP/1.1

Host: test2.ssproxy.ucloudbiz.olleh.com

X-amz-copy-source: /test/myobject

Authorization: AWS test@test.com:6edfdDtNfIBUmamhOXNI/IHdr68=
Date: Thu, 03 May 2012 21:04:36 GMT

Content-Type: application/x-www-form-urlencoded; charset=utf-8

Connection: Keep-Alive

Sample Response

HTTP/1.1 201 Created

Content-Type: application/xml; charset=UTF-8
X-Trans-Id: tx72d9a430fab54e438b9067c8b0c44127
Date: Thu, 03 May 2012 21:04:34 GMT

Connection: keep-alive
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H| 7 & Reseller service.

Reseller service= Ct2| ALEXLE oF HEO|M ALBSIEE X[R/SH= MHAZAM ZE
ol AMA 7h58ICH API= 3H 25 FEM reseller service & AMAHSH ™Moz Q=g

2= ALEXL Q1T API(7.1), LHEL| AMEXIE &2|5H7| {9t API(7.2-7.6)7t
SEXOZ ALESICH FIHHOZ containerOf| AFE X7} Al’o% = UE

o
— O
£ dot2 Ro5t= API4.6)2 ESHH ECh

$0

1
_l_
o

7.1 M8% AT

e APl &%
ANRXL OI=S QX SC}.
AEZ|X| MHIA ALEE flot ALBX Q15 Moot ZEO| YS AY Ol
admin AMEX} O, Y2 E AEStC} 2150 &z E 0|20=
response headerE SollAl storageUrl  tokenO| HEEICH 2.1 &2 AHEXt Q1T

af Bt QIS Al Rt WERH X0l ALY,

® Request Syntax

GET /storage/v1/auth HTTP/1.1
Host: 215 AH

X-Storage-User : 4’3 0| &: A& Xtid
X-Storage-Pass : AL&AL IHAQE

Request Parameters
AHE X} 915 APIOAM-E request parametersS AMESIHX| Y=Lt

Required Request Headers

Header Name Description Type Required
host RIS MH String

X-Storage-User account: A& Xtid String Yes

X-Storage-Pass AHEXL THAQIE String

Request Body
AEAL 915 APIO M= request bodyS AtES}HX|

82
rr

M
-
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® Response

Response Headers

Header Name Description
Content-Length response body2| Z0|(bytes)
X-Storage-Url 2E2|X| MH[£ URL
X-Auth-Token AEZ|X| MH|A AR 0158 Qs EE

Response Body
json 2EE Efoz QF0| oot AutE M STHL)
XN S3t= json key= storageO|D, storageUrlE E 1 RACH

XMt Ol examples AE=%F A,

® HTTP Status Code

T HTTP
Description Status code
oI5 2= 200
oI5 Auj 401

® Examples

Sample Request

GET /storage/v1/auth HTTP/1.1
Host : api.ucloudbiz.olleh.com
X-Storage-User : fest.user

X-Storage-Pass : password

Sample Response

HTTP/1.1 200 OK

X-Storage-Url: https://ssproxy.ucloudbiz.olleh.com/v1/AUTH_024067c0-f236-4d2a-

80d0-736698fb6d36

X-Storage-Token: AUTH_tk5f6d351c490b44b8b60b015e744a435a

X-Auth-Token: AUTH_tk5f6d351c490b44b8b60b015e744a435a

Content-Length: 112

Date: Mon, 21 Feb 2011 08:03:04 GMT

{"storage": {"default": "local", "local":
"https://ssproxy.ucloudbiz.olleh.com/v1/AUTH_024067c0-f236-4d2a-80d0-

736698fb6d36"}}
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7.2 GET account

e APl M9

account HEE ZX3|sHC},

A2EE|X| MH[AQ| reseller serviceE AT accountd]| LS HEE Z=3|HCL

storageUrl, account_id, &% userOf| CH3t 2| AEE & £ QUCL

® Request Syntax

GET /auth/v2/account HTTP/1.1
Host : 215 AH
X-Auth-Admin-User : A8 22| Xtid
X-Auth-Admin-key : Zt2|X} A=

Request Parameters

GET account APIO| A= request parameterS AtE3X| Q=L

Required Request Headers

Header Name Description Type Required
host 215 A H String
] ) String
X-Auth-Admin-User account: 2| Xtid Yes
<accountuser>
X-Auth-Admin-Key ZHE|XF AR E String

Request Body

Q1F APIOA= request bodyE AHMESIHX| =Lt

® Response

Response Headers

Header Name Description
Content-Type response body2| &4l
Content-Length response body2| ZO|(bytes)
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Response Body

json 2EZ Egez @F0| Cfet ZutE M-St

&3t json key= services, account_id, usersO| 1 ZtZh2 AH|A url
LWEXMo2 #2[dh= account id H ST accountd| =0 U=

AEAHS LIEtLD ACE XtM|BH o= examples HZ=E A.

1

® HTTP Status Code

Description St HTTP
atus code

M 45 200

HRE 23 400

3t 9ls 403

account & US 404

® Examples

Sample Request

GET /auth/v2/test HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Admin-User: test:user
X-Auth-Admin-Key: password

Sample Response

HTTP/1.1 200 OK

Content-Type: text/html; charset=UTF-8
Content-Length: 237

Date: Thu, 17 Feb 2011 07:06:24 GMT

{"services": {"storage": {"default": "local", "local":
"https://ssproxy.ucloudbiz.olleh.com/v1/AUTH_024067c0-f236-4d2a-80d0-

736698fb6d37"}}, "account_id": "AUTH_024067c0-f236-4d2a-80d0-
736698fb6d37", "users": [{"name": "user"}, {"name": "user2"}|}

90



7.3 GET user

e APl M9
AMEXL HEE Z3|THCL.
=

accountd| &£zl ALEA JEE ==Lt

® Request Syntax

GET /auth/v2/account/user_id HTTP/1.1
Host : 215 AH

X-Auth-Admin-User : A8 22| Xtid
X-Auth-Admin-key : Zt2|X} A=

Request Parameters

GET user APIOA£ request parameterS AFE3HX| %=L

Required Request Headers

Header Name Description Type Required
host IS AMH String
) ) String
X-Auth-Admin-User A7 22| Ktid

Yes
<account.user>

X-Auth-Admin-Key ZE|AF AR E

String
Request Body
GET user APIOJ A= request bodyS A2 SHX| 2+=Ct.
® Response
Response Headers
Header Name Description
Content-Type response body2| &4l
Content-Length response body2| Z0|(bytes)

Response Body

—

json 2EZ Efeloz RO CjE ZIE Mt
—

2t account, user_id & A3 HEQ}

HAE FEE LEHHCE XEMS 0= examples H=E A

X33 json key= groups, authO|1 Z
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HTTP Status Code

Description Sta::::ode
QYo 200
QEAHH(HBYUS) 403
SIS user_id 8IS 404

Examples

Sample Request

GET /auth/v2/test/user2 HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Admin-User: test:user
X-Auth-Admin-Key: password

Sample Response

HTTP/1.1 200 OK

Content-Type: text/html; charset=UTF-8
Content-Length: 86

Date: Mon, 21 Feb 2011 06:06:53 GMT

{"groups": [{"name": "test:user2"}, {"name": "test"}], "auth

" "plaintext:password"}
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7.4 GET users list

e APl M9

t
Fot

D

=
O AL XHMEH 0= exampleZ HZEY AL

ALEXL E|AE % Z3|etet.
accounttff ZEO A= TH AEA YE 8l A5S =3[t
® Request Syntax
GET /auth/v2/account/.groups HTTP/1.1
Host : 215 AH
X-Auth-Admin-User : A8 22| Xtid
X-Auth-Admin-key : Zt2|X} A=
Request Parameters
GET user APIOA£ request parameterS AFE3HX| %=L
Required Request Headers
Header Name Description Type Required
host 215 A H String
. i String
X-Auth-Admin-User account: 22| Xtid _ Yes
<account:id>
X-Auth-Admin-Key ZHE|XF AR E String
Request Body
GET user APIOJ A= request bodyS A2 SHX| 2+=Ct.
® Response
Response Headers
Header Name Description
Content-Type response body2| &4l
Content-Length response body2| Z 0| (bytes)
Response Body
json 2EZ Efgoz @F0| tiet ZatE MSSHLt
ME3t= json key= accountO|d HIE HEWZ SHE accountO| ZEHE user idE

93




HTTP Status Code

Description Sta::::ode
QYo 200
QEMNHATHS) 403
S user_id list 918 404

Examples

Sample Request

GET /auth/v2/test/.groups HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Admin-User: test:user
X-Auth-Admin-Key: password

Sample Response

HTTP/1.1 200 OK

Content-Type: text/html; charset=UTF-8
Content-Length: 73

Date: Mon, 21 Feb 2011 06:22:51 GMT

{"accounts": [{"name": "test"}, {"name": ".admin"}, {"name": "test:user"}, {"name":

"test:user2"}}
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7.5 PUT user

e APl M9
AEXIE M/dBiCt.
account®] MZ2 ALEXE WLt 7|E0| ST AFEXIL EX

o
HEER @0 mjAfE HEXNZE SHALL dots BEdYy + UCh

[ =

rHt
Mot

® Request Syntax

PUT /auth/v2/<AH’8>/< A& Rt> HTTP/1.1
Host : 215 AfH

X-Auth-Admin-User : 7| 8: 22| Xtid
X-Auth-Admin-key : E2|X} THAQIE

X-Auth-User-Key : ddg ALEX IjAQE

Request Parameters

PUT user API}|A{£ request parameterS AFE3X| L=CH

Required Request Headers

Header Name Description Type Required
host IS M H String
X-Auth-Admin-User account: 2| Xtid String
<account:id> Yes
X-Auth-Admin-Key ZHE|XF AR E String
X-Auth-User-Key A AAER IAYE String
Optional Request Headers
Header Name Description Type Value
X-Auth-User-Admin user_admin 4 String true/false

?l 278 JHE AESHA| HE B2, false M7t =1 B user &8

Request Body
PUT user APIO| A= request bodyE AHESHX| =Lt

.
S
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® Response

Response Headers

Content-Type

response body2| &4

Content-Length

response body2| Z0|(bytes)

Response Body

html 2A4E HSotH, 280 o 2

HAISHC]

® HTTP Status Code

IS M2l head?t bodyo

user_id 48 etz 201
HRE 9¥ 400
28 HE#HS 94) 403

® Examples

Sample Request

GET /auth/v2/test/user3 H

Host : ssproxy.ucloudbiz.ol

X-Auth-User-Key: 123

TTP/1.1

leh.com

X-Auth-Admin-User: test:user
X-Auth-Admin-Key: password
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Sample Response

HTTP/1.1 201 Created

Content-Length: 118

Content-Type: text/html; charset=UTF-8
Date: Mon, 21 Feb 2011 07:35:27 GMT

<html>
<head>
<title>201 Created </title>
</head>
<body>
<h1>201 Created</h1>
<br /><br />
</body>
</html>

97



7.6 DELETE user

e APl M9
AEXHE AN TBHCE

account®| SZALEALE AfH|THEL.

® Request Syntax

DELETE /auth/v2/<A|’8>/<At&Xt> HTTP/1.1
Host : 915 MH

X-Auth-Admin-User : A &: 22| Xtid

X-Auth-Admin-key : #2|At IfALIE

Request Parameters

DELETE user APIO| M= request parameterE At&3tA| %=Lt

Required Request Headers

Header Name Description Type Required
host IS M H String
X-Auth-Admin-User account: 22| Xtid String Yes
<account:id>

X-Auth-Admin-Key ZE|AF AR E String

Request Body

DELETE user APIO| A& request bodyE AHESHX| =Lt

Response

Response Headers
Header Name Description

Content-Type respo

nse body2| &4l

Content-Length

response

body2| Z0|(bytes)

Response Body

DELETE user APIO| A= response bodyS AtESIX| QU=Ct,
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® HTTP Status Code

Description Sta::rcpode
user_id &K etz 204
2y AY@eLS) 403
QY userid EXSHXR| %S 404

® Examples

Sample Request

DELETE /auth/v2/test/user3 HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Admin-User: test:user
X-Auth-Admin-Key: password

Sample Response

HTTP/1.1 204 No Content
Content-Length: 0

Content-Type: text/html; charset=UTF-8
Date: Mon, 21 Feb 2011 07:35:27 GMT
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X 8 H TempURL Service

TempURL service= 215810 I CIR2EER} PEEE & + U
ME CHR|Z2 TempURLE A& = AUCE TempURLS
4ot |2 AlZte 2FsHoF BHCk siE AlZHo| Zats

BALY.

8.1 account &%H

account Of key 2t 4%

account meta header0] POST 28Z &dll keydta HEBtCt
M S keyjko AL A Ed Al AHEEICE
POST X2 2 EA]9| 3.3 POST Storage account O EHE|O| ULt

X-Account-Meta-Temp-URL-Key=mykey

8.2 ALK MM

AMaLN ‘48 LnEF (python)

import hmac
from hashlib import sha

from time import time

method = 'GET'

expires = int(time() + 60)

path = '/v1/account/container/object’

key = 'mykey’

hmac_body = '"%s#n%sWn%s' % (method, expires, path)

sig = hmac.new(key, hmac_body, shal).hexdigest()

* method : GET, PUT
* expires : TempURL 9& A|Zt, & T, the Unix timestamp &4

* account : account URL (0] : AUTH_123-456-789)

100




* container : It HfA O|F
* object : It O|&
* key : account meta header 2 &%t 4} (X-Account-Meta-Temp-URL-Key=myke))

* hash €12|& : HMAC-SHA1 (RFC 2104)

AMILAN Md Al AH2 method 82X 75 method
GET GET, HEAD
PUT PUT, HEAD

8.3 TempURL 4

ALK 2 AlZFS 0|83t TempURL & 4oLt

O O —

TempURL 0 &%t ni2}jo|E

temp_url_sig

temp_url_expires

TempURL

https://ssproxy.ucloudbiz.olleh.com/v1/account/container/object?temp_url_sig=sig&t

emp_url_expires=expires

8.4 TempURL 24

® GET Request Syntax

GET /v1/account/container/object?temp_url_sig=sig&temp_url_expires=expires
HTTP/1.1

Host : https://ssproxy.ucloudbiz.olleh.com

® PUT Request Syntax

GET /v1/account/container/object?temp_url_sig=sig&temp_url_expires=expires
HTTP/1.1

Host : https://ssproxy.ucloudbiz.olleh.com
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https://ssproxy.ucloudbiz.olleh.com/v1/account/container/object?temp_url_sig=sig&temp_url_expires=expires
https://ssproxy.ucloudbiz.olleh.com/v1/account/container/object?temp_url_sig=sig&temp_url_expires=expires

Required Request Headers

Content-Type object| &4l String
. . yes
Content-Length object2| 37| integer

® HEAD Request Syntax

HEAD /v1/account/container/object?temp_url_sig=sig&temp_url_expires=expires
HTTP/1.1

Host : https://ssproxy.ucloudbiz.olleh.com
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Hl 9 & FormPost Service

FormPost= web formO|A| ucloud storageZ L2 ¢ 2
A 2 form 28 S object PUT QEOZ HES|FMH 5GB 0|5t mdt FZE JHsdt
Ct.

9.1 account &%H

account0| keyzt A%d

account meta headerO| POST @82 &dll keyit2 HYICL

TempURLL} &3t |HE ArEst M3t keydt2 AlALKN MH Al AR EICE
POST 282 £ EA{9| 3.3 POST Storage account 0f &H |0 RUACH

X-Account-Meta-Temp-URL-Key = mykey

9.2 ALK MM

AaLIA 44d 202|F (python)

import hmac
from hashlib import sha1

from time import time

path = '/v1/account/container/object_prefix'

redirect = 'http://mydomain.co/some-page' # set to " if redirect not in form
max_file_size = 104857600

max_file_count = 10

expires = int(time() + 600)

key = 'mykey’

hmac_body = '%sWn%sWn%sWn%sWn%s' % (path, redirect,

max_file_size, max_file_count, expires)

signature = hmac.new(key, hmac_body, sha1l).hexdigest()

* path : LEMEZL NZE {/K
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* account : account URL (Of : AUTH_123-456-789)

* container : It A 0|5

* object_prefix : It O|F2| prefix

* expires : FormPost A|ALX |2 A|ZF, & R, the Unix timestamp &4

* key : account meta header 2 &%t 4} (X-Account-Meta-Temp-URL-Key=myke))
*hash ¥12|F : HMAC-SHAT (RFC 2104)

** expires 441t signature 4= FormPost 2HO| ALE

9.3 FormPost 2%

<form action="<storage-url>" method="POST"
enctype="multipart/form-data">

<input type="hidden" name="redirect" value="<redirect-url>" />
<input type="hidden" name="max_file_size" value="<bytes>" />
<input type="hidden" name="max_file_count" value="<count>" />
<input type="hidden" name="expires" value="<unix-timestamp>" />
<input type="hidden" name="signature" value="<hmac>" />
<input type="file" name="<file_name>" /> <br />
<input type="submit" />

</form>

IR/

<storage-url>
A2 ot mpo| MAEE URL object_prefixe M2 7ts

https://ssproxy.ucloudbiz.olleh.com/v1/AUTH_account/container/object_prefix

<redirect-url>

9EC o= 3 3H

o
ne
rir
44

<bytes>
IO 2 o 37| 47, MAX=5GB
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<count>

Si5 formE O|830] YRET 4 Ui AC) WY H=

<uix-timestamp>
AL 22 AlZE e A[Z7ER] A[DLAN 0|8 7ts

<hmac>
flol dne|Fe2 A= ALK 2k

<file_name>

AZE mAZ XN ol

o|& o

<form action="https://ssproxy.ucloudbiz.olleh.com/v1/AUTH_497c8e6f-74b8-
4034-b63c-cb78d6c91194/test_formpost/" method="POST"

enctype="multipart/form-data">
<input type="hidden" name="redirect" value="" />
<input type="hidden" name="max_file_size" value="104857600" />
<input type="hidden" name="max_file_count" value="10" />
<input type="hidden" name="expires" value="1385109675" />

<input type="hidden" name="signature"
value="3365349f18517cc42c82610274f9d0fc241c9431" />

<input type="file" name="testfile" /> <br />
<input type="submit" />

</form>
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H 10 & Expiring Objects
Object THRZ2 AN AAHZSS ALY = U= AMH|A O|CE ObjectE EH 7|2t S0t NZ
StaXt & I RESHA AFEE = RUCE Object PUT &2 POST 28 Al X-Delete-At, X-
Delete-After S|CIE S310] HHPICL Expiring Objects KA E X EHRZ A|ZHS st

=
AlZH ZBH2 Unix Epoch timestamp (integer) O|C}.

* 9| Ate : Expiring Objets& &510] AH|E o2 =1% 4+ SSUHCh J=oh 28t
2ols Sot0 =2 Tho| MM X =S FOISHAI7| HHELICY.

10.1 Expiring Objects 2%

Method Description APl 714
PUT Object §EE A|0f| Expiring Objects &7 22 53%
POST 7] Y2 EE Objectdf Expiring Objects 278 28 5.7%

o st 8

Method Description Type
X-Delete-At Object?t AtH[E Algt
: integer
X-Delete-After ObjectZt XM&El= 7|7t

® X-Delete-At
Sample Request

POST /v1/account/container/object HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

X-Delete-At: 1339429105
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® X-Delete-After

Sample Request

POST /v1/account/container/object HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

X-Delete-After: 300

Expiring objects 8% =3
X-Delete-At 2t X-Delete-After 3l|H{E &3+0| Expiring objects
Delete-At 3|2 Object MEF SHOf (HehX T EICE

Sample Request

= ot 25 X-

HEAD /v1/account/container/object HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

Sample Response

HTTP/1.1 200 OK

Date: Thu, 07 Jun 2007 18:57:07 GMT

Etag: 8a964ee2a5e88be344f36c22562a6486
Content-Length: 5120

Content-Type: image/jpeg

X-Delete-At: 1339429105
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10.2 Expiring Objects &7 djiH|
X-Remove-Delete ©FALE &510] Expiring Objects ™2 diME &= ULk

® X-Remove-Delete-At

Sample Request

POST /v1/account/container/object HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

X-Remove-Delete-At: 1339429105

® X-Remove-Delete-After

Sample Request

POST /v1/account/container/object HTTP/1.1
Host : ssproxy.ucloudbiz.olleh.com
X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb

X-Remove-Delete-After: 300
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Hl 11 & CORS(Cross Origin Resource Sharing)

o] Mg &3l MZE CIZ2 ool Z+ E4lo| Jtssioh Swift= M2 Z[o{RJ= Ho|Eof Cf
s CORS 3l AMZXo| 7ls35tH, container T2 dHE MZA Sl X-Container-Meta-—
Access—Control-Allow—0Origin slEHHE containerdll A&A& A<, HE containerd U=

objectdll M- =ICt,

11.1 CORS H|E}G|0]E 47

e 2¥ 7Y

Method Description APl 14
PUT Container ‘4’4 Al0f CORS &4 =232 53%
POST Z=7X3t= Container0| CORS AH =232 57%

CORS H|EfH|O|E{ & F=7totLt.

Sample Request

PUT /v1/account/container HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
X-Container-Meta-Access-Control-Allow-Origin:  http://kt-dev-test.net (E&
AMH)

11.2 CORS 2% 3d}7|

® CORS Pre-flight Request
SE0| 200 OK OfOF 3, O] 2/0f 2= SES SF= /F HIZHYLE 2Lt

Sample Request

OPTIONS /v1/account/container/object HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
Origin: http://kt-dev-test.net
Access-Control-Request-Method: POST
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Sample Response

HTTP/1.1 200 OK

Date: Thu, 07 Jun 2007 18:57:07 GMT

Access-Control-Allow-Origin: http://kt-dev-test.net
Access-Control-Allow-Methods: HEAD, GET, PUT, POST, COPY, OPTIONS, DELETE
Access-Control-Allow-Headers: x-auth-token

Allow: HEAD, GET, PUT, POST, COPY, OPTIONS, DELETE

Content-Length: 0

11.3 CORS &H 22X

u}
[

s

flol 20 tigt &0l 200 OKY B0 A f¥s & + UCL

® CORS & H| Request

Sample Request

POST /v1/account/container/object HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : eaaafd18-0fed-4b3a-81b4-663c99ec1cbb
Origin: http://kt-dev-test.net

Content-Type: text/plain

Sample Response

HTTP/1.1 202 Accepted

Date: Thu, 07 Jun 2007 18:57:07 GMT
Access-Control-Allow-Origin: http://kt-dev-test.net
Content-Type: text/html; charset=UTF-8
Content-Length: 76

Access-Control-Expose-Headers: cache-control, content-language, content-type,

expires, last-modified, pragma, etag, x-timestamp, x-trans-id
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H 12 & Cloudberry ALEXIE £I8H API H7H

o] &2 Cloudberryi s HZE St ARBAE flel &M =Yt CloudberryE AFE5HA

ojele o st Z2R0l=, ZI28o=2 10MB B2 2axof 2= =it (Bg 37|
MZH™ 2 cloudberry2| option — Advanced — Use chunks OllA Z7Fs3tod, Chunk transparency
X3

HAE SiAstH BEeE odE2 2 = UCh) o o, cloudberry2t swift APIS| mhe!
= |

gtalof| xto|7F =X stct. otz el [example]S &I SO},

(swift APl Z|2XM o2 5GB tHel2 mds Fgstod fdREst, 2 37| M43k Jts
Stct)
® Example
container O|&: Con / LY O|E: test01
Swift API Cloudberry
Con ---------mmooe- testO1 Con --q-===-------- testO1
Con_segments --1-- test01_00001 |  |-==mm-mm-—-- test01!CB0O00O01
-- test01_00002 | = |rmmmmmmmmeee- test01!CB00002
-- test01_00003 | e test01!CB00003

—

- & Swift APIE AF2310 con O|2tE= containerOf "test01"0l2tE mYS £

AZESHE 42 Con_segments2t= container’t A& 2 4g0| E|0, s

container(Con_segments)0f| A& Dt&0| 2|0 XMZEEILCE Container(Con)2

“test01"2 2E IYSZ2 7t2|7|= Obyte2| Lt (manifest LH)O|LCH

- CloudberryE AME3I0 con O|2tE containerdl test010|2t= HYS 2 Y=
Edt=s 42 MER container= dMEEX| 21, 7|E Container(Con)di| “test01”
IOl "test01!CB0O000T, .." If Z0| 2|0 YZE EICt Container(Con)2|

“test01"2 2 E IYSZ 7t2[7]= Obytel| It (manifestit) O|LCt

12.1 POST storage container : ACL

e APl MY
container®| ACLS M sict,
cloudberry2 mWYUS 250 LZE st HRXALEXIE O E51X| Qo 7|2He
Z 10MBE 2% %0 YZE £|0of FICH cloudberryX|Al containerOf CHEH 37§ &
o MF0| MEx|X| fECh 20, APIS 0|8310f ACL HF0| Z3s|ICf,
5.4 PUT Storage Large Object StTHe| (F2|) &1t H|==5HX| 2 cloudberry?| &
2 4AH ool E0{7H= container_segmentsZt MEE|X| ooz Xto|7 ULt
Cloudberry2 Y¥ZE st m0| A& containere| ACLS 37M(r*) EHE 420

o
Sile container 8l|C| x-contianer-read O .r* 3 rlistingsE F7}5lOF SFCt

Q fu
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Required Request Headers

X-Auth-Token AHEXL 21F Token String Yes
x-container- ACLE HH3H7| st _
) String Yes
read/write http header key

Request Body

POST AE2|X| container APIO A= request bodyE AHESHX| 4=Ct

® Response

Response Headers

Content-type

response body2| &4l

Content-Length

o
response body2| Z0|

Response Body
ol
HA O

® HTTP Status Codes

QFNE = 204
Ql5 Almf(token error) 401
Hot els 403

® Example

Sample Request

POST /v1/<account>/<container> HTTP/1.1

Host : ssproxy.ucloudbiz.olleh.com

X-Auth-Token : 'X-Auth-Token: AUTH_tk5f6d351c490b44b8b60b015e744a435a

x-container-read: .r:*,.rlistings

Sample Response

HTTP/1.1 204 No Content

Date: Thu, 07 Jun 2007 18:57:07 GMT
Content-Length: 0

Content-Type: text/plain; charset=UTF-8




H 13 Z API A ZEXH 3 @ ECI0|UE

13.1 AM8X} Token S A{H|A URL 537

HX AME2XL Token ¥ MH|A URLE /€S
W2 BEEA] HXOF $tCt Ol QSN = M3 D WAYEE 7HX|1
15 Q¥ Z FHdlof it

Otz OlofAM & AFEX} IDE testtester 0|11 TfARIEE testing O|LCt.
o AREXt Q15 APl ZE : GET /auth/v1.0 HTTP1.1
2789|H : 'X-Storage-User: test:tester’, ‘X-Storage-Pass: testing’
o SHEHA ALEXAL Token 3 AH|A URL 7tX 27|
SHEBIE : 'X-Storage-Url:https://ssproxy.ucloudbiz.olleh.com/v1/AUTH_b54c7309-
4fe2-496d-aeb4-496a564017a8'

'X-Storage-Token: AUTH_tk938f7f8746974c91b2992faa95ddca73'’

rul =
UL YBHoE 9

El

P2 HAMM AFEXF EZ R MH|A URLE & 53t &
Container X objectOf CHS APIE 2E3I0 ER3F PEE, CIREE, 44 X
AYUS Y = ACE 2F o= EHEA]

2

7HE API OFCH

o AtEX} Q15 APl &= : GET or PUT or POST or DELETE /v1/AUTH_b54c7309-4fe2-

496d-aeb4-496a564017a8 HTTP1.1

2894 : 'X-Auth-Token: AUTH_tk938f7f8746974c91b2992faa95ddca73’
o HTTP 8HIE, header X bodyE sHA5t0] METH MH|A XS
THEO LIE2 APl &M L& &=

o
ALEX} TokenE FAISHOF SHC

ol 27=d0| dojg + ALB8=, XAt &2 APl EFZ
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13.3 2158 XtH} webclient sample code

private boolean getAuth() {
DefaultHttpClient hClient = new DefaultHttpClient();
hClient.getConnectionManager().getSchemeRegistry().register(sch);

HttpGet httpget = new HttpGet("https://ssproxy.ucloudbiz.olleh.com/auth/v1.0");
httpget.setHeader("X-Storage-User", “test:tester”);
httpget.setHeader("X-Storage-Pass", “testing"”);

HttpResponse response = null;

HttpEntity entity = null;

StatusLine res_sl = null;

Header[] res_header = null;

BufferedReader in = null;

int returnCode = 0;

boolean t = true;

try {
response = hClient.execute(httpget);
res_sl = response.getStatusLine();
returnCode = res_sl.getStatusCode();
entity = response.getEntity();

res_header = response.getAllHeaders();

if(returnCode == 200) {
for(int i=0; i < res_headerlength; ++i) {
if(res_header[i].getName().equals("X-Auth-Token")
System.out.printin(res_headerl[i].getValue

))

)

0;

if(res_header[i].getName().equals("X-Storage-Url"))
System.out.printin(res_header[i].getValue();)

}

else { t = false; }
}
catch(IOException e) { e.printStackTrace(); }
hClient.getConnectionManager().shutdown();

return t;



